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BeepeHue

0 yeM 3Ta KHHUra?

Kuura, kotopyio Bbl JepxHTe B pyKaXx, aApecoBaHa HauHHAIOLLMM MOJb30BaTessiM' one-
paLUHOHHON cHcTeMbl Linux M npencraBisier co6o¥ uaarocmpuposarnHoe BBeleHHE B ee
eéHympeHHee ycmpoucmeo — OT s1Ipa JO CEeTeBbIX CAyXO6 H OT YTHIHT KOMAaHIHOH
CTPOKH 10 rpaduyeckoro HHrepdeiica.

[To MoeMy CKPOMHOMY MHEHHIO, HHKaKHe KHHTH He MOTyT MpeBpPAaTHTb UYHTaTels M3 HO-
BHUKa B 3PYAHPOBAHHOTrO CMELMHaNHCTa — HH 0630pHble, paccKasbiBalolLHe «HHYero 060
BCEM», HH Y3KOCMeLHaJH3HPOBaHHble, MOBECTBYWIHe «Bce 00 onHoM». Bea camocrosi-
TENbHOTO OMbITa, MOJYYaeMOro B pe3y/ibTaTe HCCJeNOBaHHS MPOHCXONSILHX MPOLECCOB H
sIBIEHHH, OCMbIC/IeHHEe JIIO6GOr0 KHHXHOTO 3HaHHS MPAKTHYECKH HEBO3MOXHO.

HMeHHO no3ToMy naHHasi KHHMra mnpecjiefyeT BCEro OIHY BaXHYIO leJb — MPHBHTb YH-
TaTe/l0 MABbIKU CAaMOCTOSITE/ILHOTO UCCAeD08aNUA TIOCTOSHHO I60AIOUUONUPYIOUEli Omle-
paLMOHHOH cHcTeMbl Linux uyepe3 ymewus mosb30BaThCs COOTBETCTBYIOLIHM HHCTPYMEH-
TapMeM W Ha OCHOBE TEOPETHYECKHUX 3HaHUlli 0 ee YCTPoHCTBe H (HJIOCOGHHUZ,

IMopsinok M CTHAb H3JIOXKEHHS MaTepHasa, WIIIOCTPAaTHBHble H306paXKEHHS M JIMCTHHTH,
NpHBeJleHHble B KHHTe, SIBJAIOTCS pe3yJbTaTOM 06OOILEHHSI MOEro AOCTaTOYHO MHOJIFOro
OMNbiTa MpPEnojaBaHHs TEXHHUECKHX NHMCLMIVIMH, MOCBSILIEHHbIX OMEPalMOHHbIM CHCTEMaM
B LIEJIOM H onepauuoHHO#H cHcTeMe Linux B uactHoctH. MMeHHO Takofi MHe npeicraB-
JISleTC KapTHHA «MPaBHJIbHOrO» MHHHMAJbHOTO Ha6opa HeOOXONMMbIX 3HaHHH, YMEHHH H
HaBbIKOB, HEOOXOIAMMBbIX IJIsi TMOCTPOEHHS KaueCTBEHHOH MeNmaabvHou Modeau COBpe-
menno# OC Linux.

' Xots TepMuH «MONb30BATENb» 3aYaCTYI0 ACCOLMMPYETCS C 3TAKHM NOMALUHMM JIOGHTENeM HiH oduc-
HbIM paGOTHHKOM, HO HHMKaK He ¢ IT-cneuuanncTom, KHHra ajpecoBaHa aGCOJIOTHO BCEM, KOMY HHTe-
PECHO MOHHMaTb TO, KaK YCTPOEHa OMepalHOHHasi CHCTeMa W3HYTpH. MIMEHHO Wisi ee KOMIIETEHTHOro
NpHMEHEHHst B CBOeH NpodecCHOHa/IbHOH [EATENbHOCTH TaKoe MOHHMaHHE B MEpBYID Ouepelb HYXHO
MPOrpaMMHCTaM M CHCTEMHBIM aJAMHHHCTPAaTOpaM — pa3paGoTYMKaM M 3KCIyaTaLHOHHHKAM HH(bopMa-
LIMOHHbIX CHCTeM Ha Gase Linux.

2 W:[®nnocodns UNIX].



) BsegeHune

OcHOBHasl 3ajiaua KHHTH — WJJIIOCTPATHBHO H3J0XHTb BHYTpEHHee YCTPOHCTBO omepa-
IIHOHHOK CHCTeMbl Linux, cBsi3aB «meoputo» W «npaxmuxy». B oTiHuHe OT MHOTHX u3-
IaHWH, CKYMO H CyXO H3/laraloliiX TeOpeTHUeCKHe acheKTbl MOCTPOEeHHs! OnepalHoHHOMN
CHCTEMbl WIH W3JIHLIHE KOHLEHTPHPYIOUIHXCS HA [ETaisix KOHKDETHOH DEealH3alHH TOro
WM HHOTO ee TMporpaMMHOro obecreueHHs, B KHHMIe pacCMaTpHBAlOTCA abcmpaxmuole
KOHLeNThbl BHyTpeHHero ycTpokicTBa OC, WAMIOCTPAaTHBHO TMOAKpenJsieMble MpHMepaMH
aHanu3a (a WHOrZIA M CHHTE3a) ee KOHKPEeMHbIX KOMIIOHEHT W CBsI3eil MEeXIy HHMH.

Bce uyactH omepauHOHHOH CHCTEMbl pAacCMaTpPHUBAIOTCS B KOHTEKCTE THIMUYHBIX 3ajau,
pellaeMbiX MPH HX MOMOILM Ha TNpaKTHKe, a caMa HJUIIOCTpallsi MPOBOAMTCS MpHU MO-
MOLUH COOTBETCTBYIOILLEr0 HHCTPYMEHTapHsl MO0Jb30BaTelsl, aJMHHHCTpaTopa M pa3pabor-
yKKa.

MHorue KOHUENTbl M KOMIIOHEHTbl, HHCTPYMEHTbl W 3ajaud OyLyT HMeTb o06uyHOCMb,
XapakTepHylo s Bcex W:[auctpubyTnsos Linux]', Ho uX peanH3almu MOryT CylIeCTBEHHO
pasaunamvca. [lostomy, npecielys Ledb COXPaHHTb MPaKTHYECKYI0 3HAYUMOCTb U
KepTBys HEKOTOpO# mnoTepell OOGILHOCTH M3J1araeMoro MaTepHasa, MOBeCTBOBAHHE BejeT-
Csl B KOHTEKCTE OTIeJbHO B3fITOH OMEepaLMOHHOH CHUCTEMbl, B KauyecTBe KOTOPOH BBICTY-
naer auctpubyrus W:[Ubuntu Linux]. Yuratenn moxer c80600HO ckauaTb 3TOT AHUCTPHOY-
THB U3 MHTepHeTa M McMoJb30BaTb B a6COJIOTHO JIOOBIX LiensiX, HanpuMep, AJsi Mpopa-
60TKH NpPHMEPOB, MPHBENEHHbIX B KHHrE.

BeiGop B nosb3y auctpubyruBa W:[Ubuntu Linux], B uyacTHocTH, cnenaH elie H Mo CoBO-
KY[THOCTH TNPHCYLIMX €My CBONCTB, Kak To: O6oJblioe COOOLIECTBO €ro Mojb3oBaTelNel
(BKJIIOYast PYCCKOrOBOPSILUMX), FpOMajHasi naxkerHass 6a3a, peryasipHocTb OGHOBJEHHEH U
MX CTaOHIbHOCTb, IPYXKECTBEHHOCTb K HAUMHAIOILHM H, HaKOHell, LIMPOKas pacnpocTpa-
HEHHOCTb TEXHHYECKHMX DelUeHHii Ha ero ocHoBe — OT OHM3Hec-pelleHHi W 10 cepTHhH-
LIMPOBaHHbIX Pa3paboTOK B 0GOPOHHOH MPOMBILIJIEHHOCTH.

KoMy aapecoBaHa KHMra?

[ToHHMaHKe BHYTPEHHEro yCTPOMCTBA BaXXHO KaK B CHCTEMHOM aIMHHHCTPHPOBAHHH IJIsi
HanpaB/ieHHOH NOHATHOCTHKH Npo6jeM 3KCMJyaTallH HH(OPMALMOHHBIX CHCTEM, MOCTPO-
eHHbIX Ha miardopme Linux, Tak W s pa3paboTKH NporpaMMHoOro obecrneyeHusi, yuyH-
ThIBAIOLLLEr0 OCOGEHHOCTH ee BHYTPEHHEro yCTpOHCTBa.

[MosToMy KHura ampecyercsi aGCOJIOTHO BCeM, KTO He JIIOOHT HCMOJNb30BaTh Henpo3pau-
HbIl «UepHbIil SILMK», KOMY HHTEpPeCHa MeXaHHKa BCeX 3THX LIeCTepeHOK, YTO Bpalla-
loTcs BHYTpM Linux, exeIHeBHO pellasi 3aauyd MHJJIHOHOB TMOJb30BaTeNell MO BCeMYy

'A 3auacTylo M 115 Bcex onepalMoHHbiX cucTem cemeiictBa W:[UNIX], k koropomy Linux npuuan-
JIEXKHT.
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mMHpy. BceMm TeMm, KTO B neTcTBe pa3o6pas He OIMH HWrpYLUEYHbIi JIyHOXOA B MOMbITKE
y3HaTb, KaK TaM YyBCTBYIOT ceOsi ueJoBeUYKH B CKadaHApax.

MpuHATbIE cOrnaweHus U 0603HaveHuns

HaunGosee nosnesHbiM HaBBIKOM MpPH HCCJIELOBaHHH JI060H He3HaKOMOH HH(MOPMaLHOHHOM
CHCTEMBbI SIBJISIETCS CMOCOGHOCTh OMepaTHBHO MOJyyaTh CMPAaBOUHYI0 HH(OPMALHMIO Herlo-
CPENCTBEHHO M3HYTPH ee, He mnpuberas K BHELIHUM HCTOYHHKaM (BpOIe MOHCKAa MO
Google). UIMeHHO M03TOMYy B HaHHOH KHHre Huede He BCTPEYAlOTCSl JNa)ke YacTHYHblE
LIUTHPOBAHHUS COJIEPXKAHHA CIPABOYHBIX CHCTEM.

Knaccuueckum anektpoHHbiM crpaBouHukoM UNIX sBasiloTCs CTpaHHLbl PyKOBOIACTBA
(manual pages, nonpoGHee cM. eaasy 2), KOTOpble CrpYNMHPOBaHbl B TeMaTHYECKHE
CeKLMH, a CChbUIKM Ha CTpaHHlly page B cekuud N mnpuHsiTo 3anuchiBaTb Kak page(N),
B TOM uHcsie M B 3ToH KHure. [pyras noJsiesHas WHQoOpMaUusi, B TOM 4YWC/e HCTOpHYe-
CKasl, NOCTyMHa M3 cTaTed BCeMHPHOH OHJalH-3HUMKIoneanH Wikipedia, nostomy mno-
Jie3Hble CCbIIKH Ha cratbio useful article wsobpaxaiorcs kak W:[useful article].

PasHooGpasnble 3HaukH [*¢? @& —0. . 00. Q0 ASIITYX] Ha nonsx U B Tene Jauc-
THHIOB MO3BOJISIIOT aKLEHTHPOBaTb BHHUMAaHHE HA HYMHOM W COMPOBOXAATb BAMCHOE NO-
MOJIHUTENbHBIMH KOMMEHTapHSIMH B TEKCTEe [O0BECTBOBaHHSI.

[MonyxupHbi#i WPHPT command B JHCTHHrax HAEHTHGHLUDYET BBOAMMbIE M0JIb30BaTelleM
KOMaHIbl WM YNpaBisilOLlHe CHMBOJIbI M MOCJENOBATENbHOCTH, a HAXaTHS Ha KJaBHLIH
HIH UX KOMOMHaUHH M306paxaloTcsi Kak . KypcuB ucnosnbsyercs nisi Bbl-
NeNeHHst NoHAmMuUlL W MepMUHO8, a TOJYXUDHbIH KYpPCHB BbILEJISIET K.Al04eGble CA084,
ornpefeJsiiolllHe OCHOBHOE CYLLeCTBO TekcTa ab3aua.

3Hayok yKa3aTeJbHOro najblia * M b «BblA€JIEHHE MApPKEPOM» YKaXET Ha

Te MecTa B JIKCTHHTax, KyAa HyXHO o6patutb BHHMaHue. Homepa ©..@0..® u 3Be3-
I04Ka W [103BOJIAT COCJNATbCA HAa KOHKpETHble MeCTa JIMCTHHIOB B OCHOBHOM TEKCTe.

Bonpoc ? oTMeTHT Te MecTa JIHCTHHIOB, KOTOpble HOJ/KHblI Bbi3biBaTbh HeNOYMEHHe BHIa
«a 3TO ellle 4TOP», a 3HaK BOCKJHMLAHHS | yKa)eT Ha MecTa, KOTOpble HOJ/KHBI COMpO-
BOXAThCs BO3racaMH «oX Tbik! Huyero cebe!». Ha oco6eHHO 3MOLHOHaNbHblEe MecTa
JIHCTHHIOB YyKa3blBaeT 3HauoK @, a noAHsiTblil BBepX Gosbloii naneuw &, KaKk M OGbIUHO,
ono6psieT onpeneleHHble KOMaHObl JIHCTHHIOB, KOTOpble MPHBOAAT K AOJTOXAAHHOMY
pesyJibTary.

AHanoruyHo, 3aKpbiTbli 3aMOK @ CHMBOJIM3MPYET 3aKPHITOCTb (3a6JI0KHPOBAHHOCTD). UK
OTCYTCTBHE [OCTyNa, a OTKpBLITbIi 3aMOK ¢', Ha060pOT, OTKPLITOCTb (pa36JOKHpOBaH-
HOCTb), HalMuMe AOCTyna. Knou & yka3biBaeT Ha OMepalMI0 OTKPbITHS/3aKPbITHS Yero-
aH60 (HanpuMmep, BBOA MapoJisi NMpPH ayTeHTH(HUKALMH).
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Kunxan Y ykasbiBaeT Ha BBIMOJHEHHE HEKOTOPOM. JECTPYKTHBHOH OMepaliH, a 3HAauKH
yacoB OODD CHMBONU3HDYIOT OXHIAHHE 3aBepLUEHHS] NOCTAaTOYHO IJIHTENbHOH ore-
paLuH.

Jns ynoGCTBa uYTeHHs] JIMCTHHTOB 3HaukH Sidf yKas3biBalOT Ha «3aMellalouluil» BbIBO
(T.e. 6e3 ckpossMHra), 3Hauyok () 0603HauyaeT OYEpeNHYI0 HTEPALHI0O HEKOTOPOro LIMKJA,
a 3Hauok O ykasbiBaeT Ha ero okoHyaHde. Hy H, 'HakoHel, pa3HOOGpa3Hbie cCTpesi-
Ki T+ » =T CBA3BIBAIOT OTHEJbHbIE YACTH JIUCTHHrA OPYT C OPYroM.

MeTtoanyeckue peKOMeHAaLuK

MHorue WJIIOCTPAaTHBHbIE JIMCTHHTH, NMPHUBOAsLIHECA B KHHre, HYXXHO BOCIPDHUHUMATb He
KaK «JO0MnoJHeHHe» K OCHOBHOMY TEKCTYy, a KaK CaM OCHOBHOW TEKCT, NMpOCTO Ha (noxa)
HE3HAKOMOM H HEINOHATHOM sA3biKE€, a CaMy KHHry — Kak yqe6Hm< HOBOIo HHOCTDPAaHHO-
ro si3bika.

[TonyueHue uuTaTeneM COOCTBEHHOrO OTKJHKA OT B3aMMOJEHCTBHS C OMEPaLMOHHOK
CHCTEMOH MpeACTaBisieTcsi MHe Haubosiee 3HAUMMbIM pe3Y/bTaTOM OCBOEHHSI COIEPXKH-
Moro 3Tod KHHUTH. [103TOMy uyTeHHe CTOMT HelpeMeHHO COMpPOBOXIATb CaMOCTOSITENbHBLIM
BBIMIOJIHEHHEM KOMaHI JIHCTHHIOB, T. K. YENelwlHOe H3yuyeHHe HOBOTO HHOCTPAHHOrO $I3bi-
Ka HHKaK HEBO3MOXHO 6e3 ero HernocpeICTBEHHOTO MPAKTHYECKOrO HCIMO/b30BaHHS B
npolecce H3yyeHHs.

He MeHee Ba¥HbIM IJisi TMOCTPOEHHsI LIENOCTHbIX B3aWMOOTHOILEHHH C CHCTEMOI sIBISieT-
Csl CaAMOCTOSITE/IbHOE H3yueHHe MEPBOUCTOYHHKOB 3HAHWH' — ee BHYTPEHHEH NOKyMeH-
TallMK, CTPaHHL pykoBoxcTBa man(1).

Jinsi BbIMOJNIHEHHS] KOMaH[, JIMCTHHIOB M JIOCTyNa K BHYTPEHHMM CIpPaBOYHHKaM MOTpeby-
eTcsl caMa OmnepalMOHHAsi CHCTeMa, YTO HECJIOKHO TMOJIyYHTb, HarpHMep, HHCTAJIHPOBAB
HacTosbHylo Bepcuio Ubuntu Linux B BupTyasibHyio Mawuny W:[VirtualBox].

JIOTOJIHHTENbHYIO MONb3y MPHHECET O3HAKOMJIEHHE W C JOMOJHHMTEJbHBIMH MCTOUHHKAMH
uHopmaunn B MHrepHere, Hanpumep co craThsmd Ha http://help.ubuntu.ru, a rakxe
MOMCK OTBETOB Ha BO3HHKawluke Borpochl Ha http:/fforum.ubunu.ru, http://askubuntu.com u
naxe Ha http:;/JUNIX.stackexchange.com u http://stackoverflow.com.

KpoMe TeKcTOBBIX HCTOYHMKOB HH(popMauuH B HHTepHeTe MOXHO BOCMOJBb30BaThCS
ycllyraMd TaKMX O4apoBaTel/ibHbIX OHJaiH-cepBHcoB, kak http://explainshell.com masi 06b-
siCHeHHH KoHCTpyKumi W http://www.shellcheck.net nnsi npoBepku npo6ieM B KOHCTPYKLHMSIX
KOMAHJIHOTO HMHTeprnperatopa. [lisi MpoBepKH NMPUMEPOB M3 KHUTM M Pa3paboTKH cobeT-
BEHHBIX CLIEHADHEB KOMAaHIHOIO HHTEpIpeTaTtopa He3aMeHHMYI0 MOMOLIb MOXET OKa3aTb
cepsuc http://www.tutorialspoint.com/execute_bash_online.php.

' 310 06s13aTenbHO NOTPe6yeT 3HAHHS TEXHMUECKOTO AHMIHACKOrO Si3blka, HO 6e3 Hero Booblue TPYAHO
pacCyMTbIBaTh Ha CKOJIbKO-HHOYAb 3HAYMTeJbHble YCMEXH B OTPac/i¥ HH(GOPMALHOHHBIX TEXHOJIOTHH.
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Y10 f0/1XEH 3HATb YHTATeNb

B onepauuonHoii cucteMe Linux nporpamMHoe obecrneueHHe MOCTaBJsieTCsl B BHAE TaK
Ha3biBaeMbix MakeToB (package) — cneuHalbHbIM 06pa3soM MOArOTOBJIEHHbIX apPXHBOB,
CONlepPXalllMX CaMo npozpaMmHoe obecrieyenne, ero Kongueypayuonnve ¢aknsl, ero
NaHHble H ynpasasowyro wHbopMauuio. Ynpasasiowas HHGOpMalMsi Nakera BKJOuaeT
KOHTPOJIbHbIE CyMMbl YCTaHaBlMBaeMbiX (paiizioB, 3aBHCHMOCTH yCTaHaBJIHBaeMOro rnaxera
OT JIPYrHX TaKEeTOB, KPaTKoe OMHCAaHHWe MaKeTa, CLEHapHH YCTAHOBKH, CLIEHapHH yjaje-
HHsl MaKeTa W MpouMe HaHHble, HeoGXONHMblE Mereowcepy NAKETOB.

B npuMepax, npuBeNeHHbIX B JIMCTHHrax, 4aCTO BCTPEUAIOTCS MPOrPamMMbl, KOTOpbIE,
BO3MOXHO, He OYyNyT YCTAHOBJIEHbl «MI0 YMOJYAHHIO», MMO3TOMY BaXHO 3HaTb H MOHH-
MaTb, K4aK YCTDOE€Ha [OJCHCTEMa YMpaBJieHHsl YCTAaHOBKOH M YIaJieHHeM MPOrpaMMHOro
o6ecrieueHuss — TaK HasblBaeMbie MEHEIKEphl AKETOB H 3aBHCHMOCTeR'.

Menedmep naxemos NpOU3BOAUT HEMOCPEJACTBEHHYIO YCTaHOBKY H Y/ajieHHe MaKeToB
nporpaMMHOro oGecreyeHHsi, a TaKke BeleT HX yuer B cHcTeme. BcrnomoraresbHas
«rpsisHasi» pa6oTa mo MoaGOpy 3aBHCSALUMX APYT OT APyra MaKeToB, MOJNY4YEHHIO HX H3
penosumopues® (nanpumep, ckauubauue ¢ FTP/HTTP-cepBepoB), BbGOpY MNpaBHIbHBIX
BEPCHI MAKEeTOB, ONpENEJEHHIO MPABHILHOTO HX MOPSAKA YCTaHOBKH JIOCTaeTcs MeHeo-
Jcepy sasucumocmei.

bart@ubuntu:~$ which date
/bin/date

O bart@ubuntu:~$ dpkg -S /bin/date
coreutils: /bin/date

® bart@ubuntu:~$ dpkg -L coreutils

see e ses ses cee

/bin/ln
/bin/touch
/bin/date
/bin/mkdir
/bin/sty

cee “ee s see cos

! YclI0BHO, MOMXHO BbIIEMTL 1BE BeTBM ONepaLMoHHON cucreMbl Linux — BerBb debian, k kortopo#
oTHocsitcsi nucTpuOyTuBbl W:[Debian] u W:[Ubuntu), n Bersb redhat, kyna Hywuo orHectH W:[RHEL],
W:[CentOS] 1 W:[Fedora]. B debian-etBu ucnonb3yercsi nakeThbl#i MeHemiep dpkg M nocTpoeHHbie Haj
HHM MeHemKepbl 3aBMcMMocTell apt, aptitude, synaptic u software-center, a B seru redhat —
NaKeTHbIA MeHe[Kep FPM H OCHOBHOH MeHe[Kep 3aBHCHMOCTei YUM.

2 Xpauusuile naketoB y pa3paGoTYMKOB AMCTPHOYTHBa Linux.
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bart@ubuntu:~$ dpkg -s coreutils
Package: coreutils

Essential: yes

Status: install ok installed

Version: 8.13-3ubuntu3.2
Replaces: mktemp, timeout
Depends: dpkg (>= 1.15.4) | install-info

Pre-Depends: libacll (>= 2.2.51-5), libattrl (>= 1:2.4.46-5), libc6 (>= 2.15), libselinux1
(>= 1.32)

Conflicts: timeout

Description: GNU core utilities

This package contains the basic file, shell and text manipulation
utilities which are expected to exist on every operating system.

Specifically, this package includes:
arch base64 basename cat chcon chgrp chmod chown chroot cksum comm cp

users vdir wc who whoami yes
Homepage: http://gnu.org/software/coreutils
Original-Maintainer: Michael Stone <mstone@debian.org>

[Tpu nmomolun MeHemkepa nakeToB (JMHUCTHHr Bl) Bcerma MoxHO y3HaTb WMs rnakera @,
B KOTOPbIH BXOOMT Ta MWJM MHAass KOMIIOHEHTa OMNepaLMOHHOH CHCTeMbl (Hamnpumep,
/bin/date), uau, HA060OPOT, y3HAaTb CMNHCOK KOMMOHEHT @, yCTaHOBJIEHHbIX H3 YKa3aHHO-
ro mnakera (Hanpumep, coreutils).

Ecau npu mombiTke BBIMOJHHTb Ty WJIH HHYI KOMaHOy onepauuoHHo#i cuctembl Ubuntu
Linux (370 ongHa M3 MpHYMH, MO KOTOPOH WJIOCTPALMsi B KHHIe BENETCS HMEHHO C ee
MOMOLIbI0) OGHAPYKHMTCSl, UTO HYXHbIA MaKeT C MPOrpaMMHbLIM obecreueHHeM He ycTa-
HOBJIEH, TO MpPH HaJWuuK AocTyna B KHTepHeT MOXHO TpHBHaJbHBIM CNOCOGOM [0yCTa-
HOBHTb HENOCTAIOILHE KOMMOHEeHTbl (JHCTHHT B2).

bart@ubuntu:~$ .mail

MporpammMa 'mail' Ha AaHHLIA MOMEHT He YCTaHOBNEHAa. Bbi MOXETe YCTAHOBUTb €€, BbiMO/HMB:
@ sudo apt-get install mailutils

bart@ubuntu:~$ sudo apt-get install mailutils

[sudo] password for bart:

YTeHne cnmckos naketos... [oToso
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MocTpoeHne Aepesa 3asucMMoCTeNn
UreHne uHPOpMaLUMM O CoCTosHWM. .. [oToBO
Mpeanaraemie NakeTsi:
mailutils-mh
HOBbIE nakeThl, KoTopble GyayT YCTaHoB/IEHbI:
mailutils

obHoBNIeHO O, YCTaHoBJIeHO 1 HOBbLIX MAKeTOB, ANA yAdNeHMa oTMedeHo O naketos, M 567 naketos
He obHoB/NEHO.

Heobxogumo ckalaTb 401 kb apxueos.
Mocne AaHHON onepaumyn obbéM 3aHATOrO AMCKOBOrO MPOCTPAHCTBA BO3PAcTET Ha 1 149 kB.

NMonyueHo:1 http://archive.ubuntu.com/ubuntu/ precise/universe mailutils 1386 1:2.2+dfsgl-5
[401 kB]

MonyyeHo 401 kb 3a Oc (846 kb/c)

Buibop paHee He BbibpaHHoro naketa mailutils.

(YreHne 6asbl AaHHLIX ... HA [3HHLIA MOMEHT YCTaHoB/eHo 281689 $ainoB M KaTasoros. )
PacnakosbiBaetcs nakeT mailutils (u3 daina .../mailutils_1%3a2.2+dfsgl-5_1386.deb)...
06pabaTtuiBaloTca Tpurrepul aia man-db ...

Hactpameaetcs nakeT mailutils (1:2.2+dfsgl-5) ...

CoBet AN19 HAYMHAIOLLHUX

W Hanmocsenok, cambliii BaXHbIfi COBeT AJSl HAYMHAIOLIKMX — HayHuTe!
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Apxutektypa OC Linux

1.1. 0630p BHYTpPEHHEr0 YCTPONCTB]

Onepauuonnasi cucreMa (OC), B o6uem, u W:[Linux], B uactHoct (puc. 1.1), npen-
cTaBjsieT co60il Habop CreUHaNU3UPOBAHHBIX NPOSPAMMHBIT CPEACTB, obGecrneyHBalOLIMX
docmyn notpebutenell (mosb3oBaTtesei) K pecypcam (YCTPOHCTBAM) M pacnpedesenue
MOCJENIHHX MEXAy notpebutensiMu Haubosiee yooGHuiM U dfPexmusnuin crnocobom. [Toa
pecypcaMd B MepBYl0 oOuepelb MOHUMAIOT ammapaTHble CPelNCcTBa, TaKHe KaK LeHTpalb-
Hble MPOLECCOPbl, MaMsATh, YCTPOHCTBAa BBOJA-BbIBOAA, NHCKOBBIE M MPOUYHE HAKOMHTENH
u apyrue nepudepuiiHbie ycTpoiicTBa. Bo BTOpyio ouepemb K pecypcaM. OTHOCAT TaKue
«BUpTyasibHbie» CyllHOCTH (Ha puc. 1.1 He mokasaHbl), KaK MpOLECCHl, HHUTH, Gailbl,
KaHaJbl U COKeTbl, ceMaopbl W MbIOTEKChl, OKHA W Mpoyde apTedakTbl CaMoii onepa-
LIHOHHOH CHCTEMbl, KOTOpDble He CYLIEeCTBYIOT BHE ee IpaHHLL.

Kak U BO MHOrMX [pyrux OMepalMOHHBIX cHCTeMax, B Linux BblIensiioT nBa TJaBHbIX
pexxuma paboThl ee MPOrpaMMHbIX cpeactB — saepHbii pexum (kernel mode), oH ke
npoctpanctBo sapa (kernel space), ¥ MNOJb30BaTeNbCKHI, BHesepHbINH pexuMm - (user
mode), unM ke MoJb30BaTeNbCKOE NpocTpaHCTBO (user space). OCHOBHOE OTJIHYME 3THX
IBYX PEXHMOB COCTOMT B MPHBWJErHsiX AOCTYyNa K anmapaTHbIM CPeACTBAM — MaMSITH H
YCTPOHCTBAM BBOJA-BbIBOAA, K KOTOPbIM paspelleH MOJHbIH NOCTYN H3 pexuma sapa H
OrpaHHYeHHBbIH IOCTYN M3 PEXHMa M0Jb30BATesl.

CoBOKyMHOCTb paboTalILMX B SEPHOM peXHMEe MPOrpaMM Ha3biBAlOT AGPOM, KOTOpOe B
Linux cocToHT M3 OCHOBHI (HMJH e, OCTOBa) M MPHCOeNHHSEMbIX K Hel 06beKToB —
JMHAMHYECKH 3arpyxkaeMbix Mmonyseii (nompobHee cu. pasd. 4.1.1). Hecmorpss Ha kommo-
HeHTHoCcTb, W:[flApo Linux] OTHOCAT K KJacCy MOHOAUMMBLL B CHIY TOro, 4TO BCe ero
KOMIIOHEHTbI BBIMOJHSIIOTC C 00UHAKOBbMU (sinepHbIMH) npuBHaerusiMu. B kmacce mux-
posdepHuixr CHCTeM, Ha06OPOT, KOMMOHEHTHl siipa paGoTaloT C pPasHbiMi TIPHBHIETHSIMH:
OCHOBHAas KOMIIOHEHTa — MMKpPOSAPO (MJIAHMPOBLIMK MNPOLECCOB/HUTEH W MeHemKep
namsiTH) — ¢ HauGOJLIUMMH TMPHBHJIETHSIMH, MeHe[DKep BBONAa-BbIBOAA, IpaiBepbl yCT-
poiicTB, QaiisioBble CHCTEMbl, CeTeBble MPOTOKOJbI M Mp. — C APYFMMH, OOBLIUHO MeHb-
LIMMH TIPUBHJIErUAMH (BO3MOXHO 1aXe, C MPHBUJETHSIMH MOJIb30BATENbCKOTO PEXUMA).
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IEEE 1003.2
r

/bin/nano pin/bzip2
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1.2. BHeaiepHble KOMMOHEHTbI: NPOrpaMMbl 1 6u6MoTeKH

SlnepHble KOMMOHEHTbI B OCHOBHOM 00eCNeudBalOT pelleHHe 3aiaud AHCMEeTYEPH3aLUH
(pacnpeneneHusi) pecypcoB Mexay MOTPeOHUTENSIMH W MpPENOCTaBJSIOT WM 6a30BbIH HH-
Tepeiic moctyna K pecypcaM. Peuenne 3amaud obecrneyeHHsi yao6CTBa NOCTyNa peasu-
3yeTcsi KOMIOHEHTAMH BHeSIEPHOTO PEeXHMa — OHGJIHOTEKAMH IHHAMHUECKOH H CTATH-
yecKoi KOMIMOHOBKH (nonpobGHee cm. pasd. 4.1).

QDyHKUMH OMepalUOHHON CHCTEMbI, pealiH3yeMble SIA€PHBIMH KOMIMOHEHTaMH, NOCTYIMHbI
BHEsIIEPHBIM KOMIIOHEHTaM MOCPEINCTBOM CUCMEMHbLT 68bl30808 — CELHANTH3HPOBAHHBIX
Hab6opoB oO6pallleHuit sl nosyyeHust ycayr sinpa. CHCTeMHble BbI30OBbI BbIMOJIHAIOTCS
B slpe, a BbI3bIBAIOTCS MPH MOMOILK OCHOBHOH BHESiIEPHOH KOMMOHEHTbl — GHOIHOTE-
ki libc.so s3bika nporpammupoBaHusi W:[CM] (Tak HCTOpHUECKH CJIOXKHJOCH B CHIY
TOro, 4to GOJbLIASI YAaCTb CHCTEMHBIX NMPOTPAMMHBIX CPENCTB HAlHCaHa Ha 3TOM SI3bIKe).

@PyHKUMH, peanu3yeMble BHesiIEPHbIMH KOMIOHEHTaMH, AOCTYMHBbI MOCPeACcTBOM 6ubauo-
MeUHBLT 6bI30606 W BbI3bIBAIOTCA/BHIMONHAITCA B CaMHX 6GuOAHOTeKax (Hanpumep, ai-
FOPUTMBI CXkaTHs HHbopMauHH B 6u6nHoTeKkax libz.so v libbz2.so).

1.3. iepHble KOMNOHEHTbI: NO/CHCTEMbI YNIPaBACHHA
npoLeccamMu, NaMaTbio, BBOJOM-BbIBOAOM, daiNamu

OnHa H3 OCHOBHBIX 3ajay siipa — pachnpejielieHHe pPecypcoB MeXJy MOTpeOHTeNnsIMH —
BIIOJIHE €CTEeCTBEHHbIM 00pa3oM MPHUBOAMT K TOMY, UTO CpelM SIAEPHbIX KOMIIOHEHT Bbi-
IeJISII0T COOTBETCTBYIOLLME (anmapaTHbIM pecypcaM) MeHeKepbl, TaK Ha3blBaeMble MOJ-
CHCTEMbI YNPAaBJIECHHSI NMpPOyeccami, namsamoio, 86000M-8bi86000M W Paliio8y0 MOICUCTEMY.

[MoacHcrema ynpaBneHus " mpoyeccamu pacripenensieT BpeMsi LEHTPaJbHBIX MPOLECCOPOB
(LITT) mexny BbIMOJHSIIOLUIMMHCS 3agauyaMu (T. e. peanusyer W:[MHOro3agaynocrb]). Ona
co37aeT M YHHUTOXaeT TaKHe CYLIHOCTH, KaK mpoueccvt u Humu (cm. paso. 4.2), u opra-
HU3yeT OJHOBpeMeHHOoe (MnapaJiiesibHOe HWJIM [CeBJONapayielbHOe) HX BbINOJHEHHE MNpH
MOMOILM TJIaHHPOBLUMKOB (aHIM. Scheduler), peasM3yIOILMX aJrOPHUTMbl pacrpenesnenus
MPOLLECCOPHOTO BPEMEHH.

[Toncucrema ssoda-svieo0a pacnpenensieT JOCTyn K ycTpolcTBaM BBoja-BbiBoaa (YBB)
MeXIy TMpoLlecCaMH W TpeNoCTaBiseT MM YHU(PUUMPOBaHHble HHTepdelchl 6.404H020,
cumgosvroeo (cm. pasd. 3.2.5) u naxemwnoeo (cereBoro) yctpolictB (cu. paso. 6.1).
Hnsi ycTpolicTB 8Hewmell naMsTH (IHCKOBBIX WJH TBEPIOTENbHbIX HaKomurenel, Gosee
MeIJIEHHbIX 0 CPaBHEHHMIO C OMepaTHBHOH MaMsATbi0) MOJACHCTEMAa BBOJA-BbIBOJAA Opra-
Hu3yeT W:[KIWHPOBAHWE] NpH MOMOLIM MOACUCTEMbI YNpPaBJEHHS MNAMSTbIO.

[Toncucrema ynpaBnenusi namamoio (nogpobHee cm. pasd. 4.7) pacnpenensieT NpocTpaH-
CTBO OMepaTHBHOrO 3anoMHuHaiollero yctpoiictBa (O3Y) Mexnmy npoueccamH NpH MoMo-
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IM MeXaHW3Ma CTPaHHYHOro OTOOpaxeHWss — @videssem (M BbICBOOOXKIAeT) npoleccam
CTpaHWYHble Kajipbl (pU3HUeCKOl MaMsiITH W omobpaxcaem Ha CTPAHHLBl HX aJPECHOro
npoctpaHcTBa. Kpome Ttoro, 3ta momcuctema opranusyer W:[BMPTYaiibHylo NamaTb] 3a cuet
MexaHHW3Ma cmpanuunozo oomena (W:[N0AKAYKA CTPAaHUL]) — sbimecHsem HEUCHoJb3ye-
Mble CTPaHHLbl MPOLIECCOB BO' BHELUHIOW MaMsATb W 3aepyxscaem HX obpaTHO no Tpe6o-
BaHHIO MPH MOMOILK MOACHCTEMbl BBOAA-BbIBOJA.

CTOMT OTMEeTHTb, YTO pacrnpelelieHHe pecypcoB TMpPOLLECCOPOB H YCTPOWCTB BBOJA-
BbIBOZA MPOHCXOIHT «BO BpEMEHH», T. €. B OTAEJbHble [POMEXYTKH BpEMEHH 3TH
YCTPOKCTBA BHIMOJHSAOT OMepaLy{H TOJMbKO 00HO20 mpolecca wau HuTH. Haobopor, pac-
rnpefieleHHe pPecypcoB 3alOMHHAIOLIMX YCTPOHCTB MPOMCXOAHMT «B MPOCTPAHCTBE», T. K.
uHdopMaLHsi HecKoAbKUT TPOLECCOB OJHOBPEMEHHO pa3MellaeTcsi B pasHbIX HX 00-
Aacmaz.

Daiirosas monacucreMa sinpa (moapobHee cM. eaasy 3) NpenoCTaB]sieT MpoLeccaM YHH-
(buurpoBaHHbIil HHTepdeiic @Parinosozo NOCTyna K BHeLIHe# NaMsiTH (BHEIIHHM 3aMoMH-
HaloKuM yctpoiictBam, B3Y — MarHUTHbIM JHCKOBBIM, TBEPAOTEJNbHbIM HaKOMHTENSIM
M T. M.) U pacrnpejensieT Mexay HHUMH npoctpaHcTBo B3Y npu nomown d¢aiiroe w
daiirosoir cucmem. OcobeHHoe HasHaueHHe (alJOBOH MOACHCTEMbI COCTOMT elle H B
TOM, UTO NpH TOMOILH ee ¢paiiro8o2o unmepdetica npoueccam MNpPefOCTaBASETCS NOCTYM
M K JpPyruM MoAcHcTeMaM. Tak, NOCTym K YCTPOHCTBaM BBOJAa-BbiBOJAa OpraHu3yeTcs
MOCPENCTBOM CrelualbHbiX (haiiyloB YCTPOHCTB (6JOYHBIX H CHMBOJIbHBIX), HarpHMep
k CD/DVD-nakonutenio — uepe3 ¢aitn /dev/sr®, a K MaHUMyJsTOPY MbIlIH — yepe3
/dev/input/mouse®. JlocTyn k cu3uueckoit namstTH W namstH siapa OC opraHusyetcs
yepe3 (alsibl BHPTyalbHbIX YCTpPOHCTB [dev/mem M /dev/kmem, a 1OCTyn IpOLIECCOB K
CTpaHMLAM MaMsTH ApYyr JApyra — uepe3 caiiabl /proc/PID/mem nceBaodaiinioBoil cucre-
Mbl procfs. [laxke MOCTyn K BHYTPEHHHM MNapaMeTpaM W CTAaTHCTHKe siipa OMepaLHOHHON
cHcTeMbl BO3MOXeH uepe3 (aiibl nceBnodaiioBoit cucteMbl procfs, a K CINHCKY OOHa-
PY)KEHHbIX SIAPOM YCTPOHCTB BBOZa-BbiBOZAa — uepe3 (afinbl nceBnodainoBoil cHCTEMB
sysfs.

Kpome Bcex Bbilienepeurc/eHHbIX 3anay, (aitioBass noacucTema, MOACHCTEMAa BBOJA-
BbIBONA M MOJACHCTEMA YMpaBjeHHsl MPOLECCaMH B COBOKYMHOCTH MPENOCTaBJSOT MPO-
lleccaM CpeicTBa MEXIPOLECCHOTO B3aUMOJEHCTBHS, TaKHe KaK CHrHaibl (cu. paso. 4.8),
KaHallbl, COKETbl W pasjaefiseMasi namsatb (cu. pasd. 4.9).

1.4. TpaccHpoBKa CUCTEMHbIX U 6M61MOTEYHbIX BbI30BOB

Insi HaGmoneHust 3a OOpalleHHsIMH MPOrpaMM K ycJyram siiepHbIX KOMIIOHEHT orepa-
LIMOHHOI CHCTEMbl, T. €. 32 CHCTEMHbIMH BbI30BAaMH, CJYXHT yTHauTta strace(1), npenna-
3HaueHHasi JUIsl TPACCHPOBKH — TMOCTPOEHHSI TPacC BbIMOJNHEHHS TOH MJIH HHOH mpo-
rpaMmbl. B auctuire 1.1 npencraBiena TpaccupoBka mnporpammbl date(l) oTHocuTenbHo
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CHCTEeMHbIX BbI30BOB BpeMmeHu Lime(2), gettimeofday(2), settimeofday(2) u clock_gettime(2),
clock_settime(2), rne oxasbiBaeTcsi, 4TO AJIsi MOJyueHHsl H YCTAHOBKM 3HAU€HHs CHCTEMHO-
ro Bpemenu nporpamma date(1) wucrmonbsyer cucteMmHbie Bbi3oBbl Clock_gettime(2) wu
clock_settime(2).

$ date
MH. sHB. 11 01:44:17 MSK 2016

$ strace -fe time,gettimeofday,clock gettime date
@ clock_gettime(CLOCK_REALTIME, {1452465309, 213946474}) = ©
MH. sHB. 11 01:44:26 MSK 2016

$ strace -fe settimeofday,clock_settime date -s 10:00
clock_settime(CLOCK_REALTIME, {1452495600, 0}) = -1 EPERM (Operation not permitted)
date: HeBO3MOXHO YCTaHOBWTb AaTy: Ornepaums He NO3BOAAETCA

MH. sHe. 11 10:00:00 MSK 2016

$ ltrace -e localtime,asctime,ctime,strftime date
@ localtime(Oxbf818448) = Oxb77c97ed

strftime(" \320\237\320\275.", 1024, " %a", Oxb77c97eQ) = 6
strftime(" \321\217\320\275\320\262.", 1024, " %b", Oxb77c97e0) = 8
MH. sHB. 11 01:45:12 MSK 2016

+++ exited (status 0) +++

1.5. UHTepdeiicbl NpUKNAHOTO NPOrPaMMUPOBAHHS

CucremHble ¥ GubnuoTeuHble BbI30Bb Linux, ¢dopmupyioline HHTepdelic NpHKIagHOrO
nporpammupoBanus (API, application programming interface), coorBercTByIOT oOmpene-
JIEHHbIM TMPOMBILIVIEHHBIM CMelHHKALUMsM, B YaCTHOCTH (MPAKTHYECKH HMAEHTHYHBIM APYT
apyry) craugapram W:[POSIX]', Portable Operating System Interface u SUS, W:[Single UNIX
Specification], mocTaBuIMMCSI «B HacJelCTBO» OT CeMelicTBAa onepaluoHHbix cucteM UNIX,
yjeHoM kotoporo Linux u sBasercs.

! Cranpapr POSIX Bbinyckaercsi komuteroMm 1003 opranusauun W:[IEEE], nostomy umeer cdopmaibHoe
o6o3nayenne IEEE 1003, a wuactu cranpapra POSIX.1 u POSIX.2 dopmanbHo o603HayaioTes
IEEE 1003.1 u IEEE 1003.2 cooTBeTcTBeHHO.
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Crannapr POSIX ycnosHo menutcs Ha nBe uactd: POSIX.1, nporpammublii HHTepdeiic
(API) onepaunonHoit cuctembl, u POSIX.2, nutepdeiic komanaxoit crpoku (CLI) nosbso-
Batensi (cM. 2aasy 2) v KOMaHAHBIH WHTepriperatop (cM. eaasy ).

1.6. B 33K1104eHHe

CoBeplLUEHHO OYEeBHAHO, YTO B COBPEMEHHOH MeJHLHHe 6e3 MOHHUMaHHS aHaTOMHH XXH-
BbIX OpPraHM3MOB HEBO3MOXHO MpPENCTaBHTb HH HX Tepanuio, HU Xupypruio. B uHpopma-
LIHOHHBIX TEXHOJOTHsIX abCOMIOTHO aHalorHuHbIM 06pa3oM pa3paboTKa M 3KCIJyaTalus
nporpamMmmHoro obecrneyeHuss OyayT yCrellHbl TOJbKO Ha OCHOBE MOHHUMaHHs BHYTpeHHe-
ro yCTpOHCTBa OMNepaLHOHHOH CHCTEMBbI.

PucyHok 1.1 uzoOpaskaer 31aKuii «PEHTT€HOBCKHI CHMMOK» BHYTPEHHOCTEH ONepaluOH-
HOW cucTeMbl Linux, moapo6GHasi aHaTOMMSI KOTOPOH luar 3a LIaroM H pacKpbiBaeTcs B
NoCJ/eAylOLIHX rylaBax.
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Monb3oBaTeNnbCckoe OKpyXeHHe
OC Linux

2.1. KOMaHHbI# nHTEpdenc

OcHoBHbIM HHTep(eiicoM B3aumoneHcTBHs Mexay DBM u ueloBeKOM B KJaCCHUECKOH
onepaunonHoii cucteme W:[UNIX] Gbin ennHCTBEHHO BO3MOXHBIM, NMKTyeMblfi amnapar-
HbIMH YCTPOWCTBAMH ee BpeMeHu', komanowwil unmepgeiic. HasbiBaemblil ceronnsi WH-
tepdeiicom komanaHo# ctpoku (Command Line Interface, W:[CLI]), on B HeusmeHHOM
BHJlE COXDAHHJ BCE CBOH 3/1eMEHTbl — IOHATHE MepMUHAAAd, ABYCTODOHHMI MonepemeH-
Hblfi JHaJlor MpH MOMOLUM KJIaBHLIH , yNpaBJsiloLHe CHMBOJIBI H KJaBHLIY
78 MX Habopa.

Tepmunan siBNsieTcs] OKOHEUHBIM (TepMHHANbHbIM) OOOpYHOBaHHWEM, MpeAHA3HAUEHHbIM
I/l OPraHH3alMM UesOBEKO-MalIHHHOrO HHTepdeica, W COCTOMUT H3 YCTPOHCTB BbIBO-
Ja — TpHHTepa WJIH JHCIJes, H YCTPOHCTB BBOJA — KJaBHATypbl, MaHUMYJSITOpPA
«MblLb» H TIp.

Arpasumno-yugdposoti mepmunas 1no3BOJSET BBOLAHTb H BbIBOLHTbH CHMBOJIbI M3 HEKO-
TOPOro 3aJaHHOro Habopa (HampuMep, ceMHGHTHOH KoaMpoBKH asCii(7)) uau apyroro Ha-
6opa cumBosioB charsets(7)), cocrosiwero u3 6yks andasuta, UM(p, 3HAKOB MpENHHAHHUS,
HEKOTODbIX APYrHX 3HAuYKOB, M CHMBOJIOB CIELHaJbHOrO HA3HAYEHHs1 il YNpaBJeHHs
CaMHM TePMHHAJIOM — YNpasAsiouux CuMB80L08.

Pannue, newamaiowue mepmunasv, npenctaBasii coboit Teneraiinb W:[renetain] (re-
nenpuntepel W:[teleprinter]), koropele neuaranu cumBosbl W3 (DUKCHPOBaHHOrO HaGopa
Ha JIeHTe WJHM py/ioHe Oymard — CjleBa HanpaBo, CBePXy BHHM3. YMpaBJsiolIHe CHMBOJbI
MCMOJIb30BAJIHCh VISl YMNpaBJ/ieHHsl MepeMelleHHeM Meyaraiollell roJIOBKH ClpaBa HajeBoO
(cHmBOs BS), BO3BpaTa roOJIOBKM K Hauyajly CTPOKH (CHMBOJ CR), MPOKPYTKH pyJioHa Oy-
Mard (cumBoJ LF) W mp.

Hucnaetinvili mepmunas (BUOEOTEPMHHAN HA OCHOBE 3JIEKTPOHHO-/IyueBOH TpyOKH)
B YNPOILEHHOM CBOEM peXHMe 3MyJIHpYeT MOBeleHHe MeyaTalollero TepMHHana: MoBO-

' DBM W:[PDP-11] u tepmunanni W:[Teletype Model ASR-33].
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pauuBaloUIMics pyJoH Gymard — MpH MOMOLUH CKpOAAUHea H300paxkaeMblX CTPOK CHH3Y
BBEpPX, a MepeMeLlalolLyiocsi BAOJb CTPOKH MMeUaTalollyl0 TOJIOBKY — MPH MOMOLUU Kyp-
copa. B pacuiipeHHOM peXHMe BHIEOTEPMHHAJ HCMOJb3yeTCsl KaK MaTpHla CHMBOJIOB,
Hanpumep B 24 ctpoku no 80 CHMBOJIOB B CTpPOKe, W MO3BOJISIET BbIBOAHTb CHMBOJIbI
B IpPOM3BOJbHOE MECTO MAaTpHLbl, 3alaBaTb CHMBOJIaM CTHJb H300pa)ieHHsl, KaK TO:
MepLiaHHe, XXHPHOCTb, HHBEPTHDOBaHHe, NMOJYEPKHUBAHHE W LBET, M [aXe MeHsTb WpH(-
Tbl. CHMBOJIOB TepMHHana. [lis ynpaBiieHHs KypCOpPOM, €ro MO3HLMOHHUPOBAHHsI, CMEHbI
CTHJIST M300pa)keHHsl CHMBOJIOB H TpPOYHX BO3MOXHOCTEH BHIEOTEDMHHANa MpPHMEHSI-
I0TCSl yNpaBJsiiOLlHe CHMBOJIbI (cM. pa3d.2.3) W ynpaBisiiolliHe [0C/eN0BaTeIbHOCTH
(cm. paso. 2.4).

JIBycTOpOHHHMII MonepeMeHHbl#i auanor (puc. 2.1) KoMaHaHOro HHTepdefica MexXIy MoJib-
30BaTesieM W OMNEPaLMOHHOH CHCTeMOH MpeicTaBiasieT coboii mpouecc BBOAa KoMmaHn @
noJib30BaTeJeM MOCPEeACTBOM KJaBHATYpbl H [OJIyUeHHS] pe3ysibTaTa HX BbIMOJHEHHs1 @
Ha Gymare WM nucriiee andaBUTHO-UM(POBOro TepMHHala.

JApyrue nonb3osarenu
I‘ pe3synbraThl =
TepmuHan .
UnTepdedic :L
«—Het> < ) §
RS2 et 2
TepmuHan
I' E 3BM — KOMaHZAb! Nonb3osarens
Tepmuuan o

Puc. 2.1. TepMuHaNbI M KOMAHAHBIA HHTEPdENC

B Hauane ceaHca pa6oThi B MHOrOMOJb30BAaTeNbCKOH Cpelle OMepallHOHHOA CHCTEMbI
noJib30BaTeb JOJKEH Mnpou3BecTH peructpauuio (logging in) ce6si B cucteMe (06biuHO
rOBOPSAT «MPOH3BECTH BXON» B CHCTEMY) IMpH TOMOLUH TMpPeLbsBIEHHS HMEHH CBOeH
yuetHo# 3amucu (login) M COOTBETCTBYIOILEr0 M W3BECTHOTO eMy napoas (password,
6yKBa/ibHO — MpOMyCKHOe pass ciaoBo word) (puc. 2.2).

[Tpouenypa perucTpaluy HauMHaeTCs C 3acTaBKH OMepaLHOHHONH cHcTeMbl @ M npuraa-
LIEHHs] K BBOLY HMEHHM YyYeTHO# 3amucH @, B OTBET Ha KOTOpOe M0/b30BaTeslb BBOLHMT
uMs cBoell yyeTHo# 3anucu . 3areM, B OTBeT Ha MpHIJalleHHe K BBoAy mnapoas ©,
Mosib30BaTeNb BBOAMT Mapoib @ W NpH 3TOM Ha ai(aBUTHO-LH(POBLIX TepMHHalaxX
HUKaKHe CHMBOJIbI He H300paxatoTcsi. [IpH MoJoXHTeNbHOM HCXOJe PerHcTpalHH MoJb-
3oBatesib nosyuaer coobiieHrne @ o mnocnenneil (last) ycnewHoit peructpauuu, coo6-
LleHHe IHS W MpHIJalleHHe KOMaHIHOro HHTepnperatopa ©.

[lepenaua ynpaBnieHHs OT M0JIb30BaTeNss K OMNEPAaLMOHHOH CHCTEMe Ha KaXAOM luare
JMajiora MPOMCXONWT MPH MOMOLUM HaxaTus knaBuiud fgldiid, a nepenaua ynpasJieHHsi
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B 006paTHYI0 CTOpPOHY TMpH MOMOLIH npueiauleHuti K BBOILY PEriCTpPaLiOHHOrO HMEHH,
napofm, KOMaHIHOro HHTepriperatopa W np. IlpurnalieHne KOMaHAHOro HHTeprpeTaropa
HCTOPHYECKH COCTOSIJIO U3 CHMBOJIA $ WJIH CHMBOJA %, a MPH PErUCTPALMH MOA YYeTHOH
3aNMChbl0 aJMHHUCTpPaTOpa — M3 cuMBoJia #. [lo3gHee nmpurnallieHde pasBuUIoCb B
finn@ubuntu:~$ W COCTOMT Temnepb W3 HMEHH 3aperMCTpUpPOBABLIErocs MnoJib3osarens finn,
CcOGCTBEHHOr0 MMEHH KOMIbIOTEpa ubuntu, YCJIOBHOTO WMEHM NOMAllHero Karajora mMoJb-
30Baresisi, 0003HAYEHHOTO CHMBOJIOM ~, H «KJIaCCHYECKOro» CHMBOJIA MpHIVIALIEHUs $.

O

[

i
° Ubuntu 12.€4.2 LTS u!l)untu ttyl
! i

TepMuHan
MoabioBaTens

5
8 ubuntu login: Lnn gﬂ
kY Password: | [ & -
LB Last login: Mon Jan 5 16:42:23 HSK 2015 on ttyl

Welcome to Ubuntu 12.64.2 LTS (CNU/Linux 3.2.0-70-generic-pae

3

* Documentation: httés:![help.ubuntu.comi

582 packages can be ﬁpdated.
325 updates are security updates.

New release '14.84.1'LTS' available.
Run ‘do-release-upgrade’ to upgrade to it.

o
user@ubuntu:~$ date(3)
Bc. anB. 18 22:43:27 MSK 2015

userg@ubuntu:~$

Puc. 2.2. Perncrpauma nonb3osatens B cucreme

CeaHC KOMaHIHOro m—l,Tep(peﬁca MoJb3oBarediss MNpOAOJ/IXKAETCS [ABYCTODOHHUM nMolrepe-
MEHHbIM JHaJIOTOM C KOMAaHJHbIM HHTEPNPETATOPOM, A€ MOJb30BaTE€Jb BBOAUT KOMaHIbI ©)
H noJiyyaeT pes3yJibTaTbl WX BbINOJIHEHHSA 0.

2.2. BUpTyanbHble TepMUHaANDI

Ha Texywiuii MOMEHT BpeMeHH MHOTOMOJIb30BATENLCKHE CHCTEMbl C HACTOSIUMH (DH3H-
YeCKMMH TepMHHaJaMH, MOIK/IIOUeHHbIMH MocpeacTBoM uHTepdeiica RS232 u ero mpaii-
Bepa ttyS(4) k Goavwoii DBM, — 3k30THuecKasi penkoctb. Ha nepconasvnuix DBM ans
B3aUMOZENACTBHSl C MOJIb30BATENleM HMEIOTCSl CTAHAAPTHble KJIaBHAaTypa, BHIeOalanTep H
MOHHMTOP, (hOpMHpylOLIHe TaK HasbiBaemylo W:[KOHCOMb], KoTOpasi Mcnosb3yercst apafiBe-
POM BUDPMYALLHUT MEPMUNAA08 IJSI IMYJSIUMH HECKONbKHX (DH3HUECKUX TEPMHUHANOB
(puc. 2.3).
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BupTyanbHbIK
Tepmunan ttyl

BupTyanbHbi#
TepMmuHan tty2

ma

€ KOMaHAb!

*  pe3ynbTaTbl —

Monb3oBsatens

BupTyanbHbIK
TepmuHan tyN

PuC. 2.3. BUpTyanbHble TePMHHANDI

Y3HaTb MMs TeKyllero TepMHHala (a TOYHee — HMs crielnanbHoro aitna ycrpoiicta'
TePMHHAJIbHOrO fpaiiBepa, CM. JHCTHHT 2.1), Ha KOTOPOM BBIMOJHEH BXOL B CHCTEMY,

nossosisier komaunaa tty(1), a crnucok Bcex TepMHHaNbHbIX BXOMOB M0Jb30BaTeel —
komanabl users(1), who(1) u w(1).

finn@ubuntu:~$ tty
/dev/tty1l

finn@ubuntu:~$ user

bubblegum finn iceking jake jake marceline
finn@ubuntu:~$ who

iceking tty4 2015-03-27 10:46
bubblegum tty5 2015-03-27 10:46
marceline tty3 2015-03-27 10:47
finn ttyl 2015-03-27 10:46
jake tty7 2015-03-24 23:46

! Monpo6Hee o crneuuanbHbiX (aiiax ycTpoicTB ch. 8 pasd. 3.2.5.
p ycTp p
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jake pts/3 2015-03-27 10:47 (:0.0)
finn@ubuntu:~$ wfﬁ
10:47:52 up 2 days, 11:02, 9 users, load average: 0,05, 0,18, 0,27

USER Y FROM LOGIN@ IDLE 3JCPU PCPU WHAT

iceking tty4 10:46 1:20 0.05s 0.00s’-sh

bubblegu tty5 10:46 1:04 0.04s 0.00s -sh

marcelin tty3 10:47 32.00s 0.06s 0.00s -sh
O finn ttyl 10:46 1:04 0.50s 0.44s w
® jake tty7 Tue23 2days 25:36 2.88s gnome-session -
® jake pts/3 :0.0 10:47 0.00s 0.21s 0.00s -bash

IlpaiiBep BHPTyaJbHOrO TePMHHA/a TMO3BOJISIET MEPEKIUATHC MEXIy 3MYJHpPYyeMbIMH
TepPMHHAJaMH TpPH TOMOLLH COYETAHHS KJIABHILL , - (nepBble aBeHa-
JlAaTh TEePMHHANOB H3 63 BO3MOXHbIX), ISl TepeKIoYeHHsl Ha MpeablayLLH,
ISl TIepPeKJIIOYEeHHs] Ha CleylolMil BUPTyalbHbill TepMuHand. [lpu nepekiioue-
HHH U3 epadiuneckoeo BUPTYaJbHOrO TEpMHHaJa Ha APYro#l BHUPTyasbHblii TepMHHal He-
o6xonuMo n06GaBisiTH K cOYeTaHHIO elle W kaaBuiy [QRM, T. K. coueTaHHs C KJaBHLIEH
BocTpeGoBaHbl caMuM rpacduueckuM HHTepdeiicoM, Hanpumep 3aKpbIBaeT
aKTHBHOe OKHO. TakuM o06pa3oM, JJis MepeKJoueHHs H3 rpaHuecKkoro Ha TpeTHH BHp-
TyalbHbI# TEPMHHAJ HCMOJIb3yeTCsl COoueTaHHe . Takoke, npatiBep BHpTyasb-
HbIX TEPMHHAJIOB MO03BOJIsIeT JHCTaTh Oycdep BbIBOJA BHUPTYaJbHOrO TepMHHajla MpH MO-
MOLIHM COYeTaHHH H (K coxaneHHI0, MOCJe MepeKIUYeHHsl Tep-
MHHaJoB Oydep nponanaer). '

Kak u mo6biM apyrum, apafiBepoM BHPTyasibHbIX TEPMHHANOB MOXHO YMpaBasiTh MpPH
MOMOLLH CMeLHanbHO MpeJHa3HaueHHbIX KOMaHI, Hanpumep, nporpamma chvt(1) nossons-
eT TepeKJIoYaTbCsl Ha 3ajlaHHbIi TepMHHa/l MO €ero HOMepy, a KOMaHAa MpOrpamMMmbl
setfont(1) — 3arpyxatb wpHdTE, QopMHpyIOLMe HauepTaHusi anQaBUTHO-LU(PPOBBIX
3HaKOB (CM. JMCTHHT 2.12).

2.2.1. NceBpOTEPMHHANDI

Ilpu pabGore B okonHo#t cucreMe X Window System (cu. eaasy 7) ucnosib3yoTcs
rpacuuecKkde TepMHHAJbl, TOTAAa KaK Uls KOMAaHAHOro uHTepdeiica Tpebyercst ajdaBur-
HO-uM(poBoii TepMHHan. B 3ToM cayuae (puc. 2.4) oH 3MyJupyeTcs TNpH MOMOILLH
Apainiepa ncesdomepmunara pty(d) (pseudo tty) W mpusOKeHUsi-OCPENHHKA — 3MyJIsi-
TOpa TepMHHala (HanpuUMep, xterm HWJK gnome-terminal), KOTOpLIfi CBsI3bIBA€T JEHCTBH-
TeqbHbIE o6MeH @ B rpauyecKoM OKHe C MYJbTHIJIEKCOPOM MCEBAOTEPMHHANOB @
ptmx(4) (pseudoterminal multiplexer), a ToT, B cBol ouepelb, NMPHCOENWHEH ApAHBEPOM
K mMomuuHeHHOMy ncespoTepmuHany pts(4) (pseudoterminal slave) komaHaHoro wuHTep-
teiica.
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Ceteoi Cul GUl e
3anyck
CLI GNOME
KDE
Cete , e
$SH npotokon e il
L | _‘/usr/sbin/sshd /sbin/mingetty , Obmen
@ @ ORI nphnoReHHe-ApaBEp
i | ) R
s = s - ofmen

NPHADXEHNE - TEDMHHEA

/bin/bash ] /bin/bash jetc/x11/xsession

X NpGTOKOA

Idev/pim

KERNEL
tty driver  ttyS driver

CeTesoh

{andanTHO-yndposo} {andaenTHo-yndpoeoe)
TEPMMHEA Ha X (rpagmveckom}
- TepMitHane
¢ e

A— NokaneHeid
NoxansHbli dnanveckni

BHPTYaAbHBIA {andasnTHo-unpoBoi)
(andasuTHo-yn$poeoh) TEPMUHER

TepMUHaA

Puc. 2.4. NceBAOTEPMHUHANDbI

Takum 06pa3oM, KOMaHIHBIH WHTEpPNPETATOP M 3amycKaeMble WM MPOrpaMmMbl paboTaioT
¢ BOOGpa)kaeMbiM MCEBIOTEPMHHAJIOM TaK, KaK OyATO OKHO rpaHuecKoro MpHJIOMXeHH s
SIBJISIETCS]  HAaCTOSILLMM (DU3HYECKHM JHMCIJIeeM M HacToslled (H3HUECKOH KIaBHATYpO#
HacTosilllero TepMHHana. B npumepe u3 auctuHra 2.1 mosb3oBarenb finn 3aperucTpupo-
BaH B CHCTeMe Ha MEPBOM BHDPTyalbHOM TepMHHajle ttyl, a nosb3oBaTesb jake 3ape-
TUCTPHPOBaH Ha cenbMoM (rpadHueckoM) BHPTYalbHOM TepMHHale tty7 B OKOHHOM

cicreMe M paboTaeT ¢ KOMaHAHbIM HHTep(eHCOM Ha TpeTbeM IMCeBIOTEpMUHaNe pts/3
B OKHE 3MYJ/ISITOpa TepMHHasa.
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AHanoruuHo, npH MOAK/IIOYEHHH yHaJieHHOro ajndaBUTHO-UM(POBOro TepMHHasla MOCpPen-
CTBOM T[IPOTOKOJIOB YAajieHHoro pgocrtyna (Hanpumep, SSH) npuioxeHHe-nocpenHuk
(Hanpumep, neMoH cereBoil caykObl sshd, cu. pasd. 6.4.1) cBsi3blBaeT NeHCTBHTENbHbIH
o6MeH @ B CeTEBOM COENMHEHHH C MYJbTHIIJIEKCOPOM MCEBAOTEPMHHANIOB @.

HyXHO 3aMeTHThb, YTO Ha 3Tane BXOAa MOJIb30BATeNisi B CHCTEMY NOCPEACTBOM ajiaBHT-
HO-uM(poBoro TepmuHana (cM. cpenHuit ¢parment c merkoit CLI Ha puc. 2.4) nocne-
JIOBaTeNbHO 3amycKaloTcsi: 06paboTuvk TepMHHanoB @, o6paboTuMK ayTeHTH(HKALHH H
aBTOpHU3aLMK TNoJb30oBaTeNiedl @, a 3aTeM KOMaHAHbIH uHTeprnperaTop ©, Hanpumep
bash(1). Wmenno getty(1) npexbsBasier mosnb3oBatenio (cM. puc. 2.2) 3acTaBKy ornepaiu-
OHHOH CHCTEMbl W TIpHIJIalleHHe K BBOLY MMeHM mnosb3oBatens, a login(1) — npuraae-
HHe K BBOLY MapoJisi, cooblieHHe O MocJeIHeM YCMEIIHOM BXOAe H COOOLleHHe IHS.

AHanoruuHble npauecchl MPOHUCXOASAT MpH J0OOM BXOjE M0JIb30OBaTeNsl B CHCTEMY, Ha-
npUMep uepe3 IMCEBIOTEPMHHANbI «rpapUuecKoro» WM «CeTeBOro» AoCTyna (CM. JeBblit
H npaBblii ¢parMeHTbl Ha puc. 2.4). B no6oM cinyuae mocse ayTeHTH(HKALHH H aBTO-
pH3alliHd OCHOBHOI Mporpammolt (M MepBOi B CeaHCEe MO0JIb30BATelsl), MHTEPIPETHPYIO-
liell BBOAWUMbIE IM0Jb30BATENeM KOMAaHAbl, SIBJSIETCS KOMAaHIHbIH HHTEPHpPETaTop.

2.3. Ynpasnsiowue CHMBObI

[Tpu ss0de c TepmuHana ynpasasiiouiHe cUMBOJb (Taba. 2.1) ciyxarT KoMaHZaMu apai-
Bepy TepMHHala H B OGOJIbLIHHCTBE CBOEM TE€HEpPHPYIOTCS TMpH [OMOLUH COYETaHHs
KJIaBHIII (orclona ee HasBaHue control — ynpaBneHue) ¢ onHo# H3 andaBUTHO-
LH(POBLIX KAaBHII. B oTaeNnbHBIX Cilyyasix, ynpasJsiioliide CHMBOJIbI TeHEPHPYIOTCS crie-
LUHabHO MNpeJHa3HaYeHHbIMH Ui 3TOrO KJaBHILAMH, HarpuMep , WJIH

1~ BACKSPACE §

Ta6nuua 2.1. Ynpasnsioume CHMBONbI TEDPMHHANA

. KnaswwM | Konoumeona
AC intr - : 0x03 | ETX
M quit - wan 0x1IC | FS
Az susp - CTRL 0x1A | SUB
AD eof - Crri{D] 0x04 | EOT
52 erase - HaH T Cre |8 O0x7F | DEL
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Tabnnua 2.1 (oxonyanne)

Ynpasasiowni cnmeon
CranpaprHoe Aeﬁqsue
ApaitBepa Knasuum Kop cumsona
Hotauus
BBOJ, ~ BbiBOA
CMMBOSI CMMBOSI3
AH nan\b — backspace 0x08 BS
AW werase - 0x17 | ETB
AU Kill — Creef U 0x15 | NAK
Mumn\t — tab wiv [SEA0 0x09 HT
AM uam \r eol I 0 Civi [ m] 0x0D | CR
AJuan\n eol nl 0x0A | LF
As stop - CIRL 0x13 | DQG3
"Q start - EAE 0x11 | DCt
"R rprnt -_ ﬂ 0x12 DC2
ay [next - 0x16 | SYN
AN — 50 Crri [ N 0x0E | SO
A0 - i En 0XOF | SI
Aluan\e esc esc  Esc PO Cre | [P0 0x1B | ESC

Tak, Hanpumep, Ha)aTHe KJaBHLIH WIH 35KBHBAJIeHTHOE COYeTaHHe , 3a-
NUChIBalollleecsi Kak AJ, TFeHepUpYyeT YMNPaBJsOUIMH CHMBOJ LF (TakHUM e JeHCTBHEM
o6aanaer CHMBOJ CR, AM), KOTOpbIHi CHrHaJlU3HpyeT [paiBepy TepMHHala O 3aBepLIeHHH
BBona cTpokd (eol, end of line) W Heo6XOAMMOCTH «OTHATh KOMaHLY Ha BBIMOJHEHHE»
(nucTHHr 2.2).

finn@ubuntu:~$ date &'

Bc. desp. 1 22:39:00 MSK 2015
finn@ubuntu:~$ hostname M
ubuntu

finn@ubuntu:~$ whoami A3

finn



Monb3osarennckoe okpyxenne OC Linux 23

Haxarue knaBuuiu WIH COYETaHHs KJIaBHLL MPUBOOHUT K TeHepaLHH
ynpasJsiloLlero cHMBosa DEL, 4TO 3acTaB/sieT ApaiiBep BBINOJHHTbL yMpasisiollee NeHCT-
BHe erase (A?)— yHaluTb MNOC/HeNAHHH HaOGpaHHBI CUMBOJ. AHaloruuHo, werase (~W) H
kill (AU) ynansitoT nocliefHee HaGpaHHOE CJOBO H BCH HabGPaHHYId CTPOKY COOTBETCT-
BEHHO.

Ynpasnsiouide cUMBOJbE intr (AC) U quit (A\) — COOTBETCTBEHHO IUTAaTHO M aBapHHHO
3aBEpLUAIOT 3anylLUeHHYI) paHee W BBIMOJHSAIOLLYIOCS CeHuyac MporpaMMmy, a CHMBOJI Susp
(AZ) BpeMeHHO TPHOCTAaHABJIMBAET BbIMOJHSIOLLYIOCS MPOrpaMMy, YTO MPOHJIIOCTPHPOBA-
HO B JIUCTHHre 2.3.

finn@ubuntu:~$ dd if=/dev/dvd of=dvd.iso

#£6227352+0 3annceit nonyyeHo

6227351+0 3anuceit oTNpaBseHO

ckonuposaHo 3188403712 6ant (3,2 GB), 2,72618 c, 1,2 B/c

finn@ubuntu:~$ dd if=/dev/cdrom of=cd.iso
MBoixon (caenaH AaMn namATH)

CumBonbl stop (AS) W start (AQ) ynpaBisiOT MOTOKOM BbIBOJAa (H, Kak CJIeACTBHe,
CKPOJUIMHIOM TepMHHaJa), YTO MOXHO HCMOJb30BaTh Il BPEMEHHOH MPHOCTAHOBKH Bbl-
BOJa KOMaHI C MHOTOCTPOYHbIM BbiBOZOM. OmHaKo ciyuafiHOoe HaxaTue AS MOXEeT MpH-
BECTH HaYyWHAIOLLEro MoJib30BaTeNlsi B 3aMellaTeNbcTBO — OyneT Ka3aTbCsl, YTO TepMHHa
«3aBHC», T. €. OTCYTCTBYyeT peaKLHsi CO CTODOHbl OMEepPALHOHHOH CHCTeMbl Ha KakHe-
AH60 HaxMMaeMble KJaBHIUH H MOCblIaeMble CHMBOJIBI, TOTJa KaK Ha CaMOM Jiejle OT-
CYTCTBYeT (MPHOCTAHOBJIEH) JIMLIb €€ BbIBOL — IO HaXaTHA AQ, AC HJH A\.

Ynpasasiouuit cumBosl eof (AD) HcroJsb3yeTcsi JJisl OMOBELIEHHsl [paiiBepa O 3aBeplie-
HHH BBOAA4, NMPH paboTe C MHTEPAaKTHUBHbIMH (BeLyLIHMH C M0Jb30BaTeseM ABYCTOPOHHHH
nonepemMeHHbIil qUajor) nporpaMMaMHu (JIUCTHHT 2.4).

finn@ubuntu:~$ mail dketov@gmail.com
Subject: He 33bubitb npo Ctrlmﬁ

Cnmeon D noneseH ana mail, at... rge ewe?
%

finn@ubuntu:~$ at 21:30

warning: commands will be executed using /bin/sh
at> mplayer ~/sounds/aLarn.rp3?§
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at> notify-send -i info 'Xsarur paborats' ¥

at>8h <EOT>

job 4 at Sat Jan 31 21:30:00 2015

finn@ubuntu:~$ 1ftp ftp.ubuntu.com

1ftp ftp.ubuntu.com:~> get /ubuntu/pool/main/m/manpages/manpages_3.74.orig.tar.xz
1291196 6aiiToB nepemeneHo 3a 6 cekyHa (226.2K6/c)

1ftp ftp.ubuntu.com: />AB exit

HyxHo 3ameruTb, uTO npu paboTe ¢ AHAJOrOBBIMH MPOrpaMMaMH AC WJIH A\ 3aBepILUT
BBIMOJIHSAIOLLYIOCSI NporpamMmy (at), He 1aB el BbIMOJHWUTb CBOE OCHOBHOE JIEHCTBHE, WJIH
BooGule Oyner npourHopupoBaH (ftp, mail). Mmenno cumBon 3aBepuienns BBona (eof,
end of file) coo6uut npaiiBepy o HexenaHuu OoJiblle BECTH OHANOr C MPOrPaMMOil
(KoTOpBIK B CBOK oOuepelb COOOIIMT nporpamMme 06 OTCYTCTBHH [Jsi Hee BBOJHUMbBIX
JAHHBIX ).

B oueHb penkux ciyuasix, BO3MOXHO, NoTpeOyeTcsi BBECTH CaM YMPAaBJSIIOILHA CHMBOJI,
HanpuMep AC, A\ WJIH AD, HenocpedcmeeHHO B BBINOJHSIOLLYIOCS Ha TepMHHaJle Mpo-
rpaMMy, Y4TO HEBO3MOXHO CJie/laTb COOTBETCTBYIOLIMMH KJIaBHATYPHBIMH KOMOHHALIHSIMH,
MOTOMY KaK YMpaBisiiolllde CHMBOJbI OyIyT TOIJIOIEHbl JpafiBepoM TepMHHANa, uToO
NpUBEleT K 3aBeplUeHHI0O TpPOrpaMMbl, B KOTOpPYI0 BBOASITCS CHMBOJbL. [l OTMeHbI
(SKPAHHDPOBAHHS) CMELHANBHOrO HAa3HAYEHHS y_npaBJlmomux CHMBOJIOB - B TOJIb3y €ro
HenocpedcmeenHoeo (JIUTEPANbHOr0) 3HAUEHHs CJYXHT YNpaBiasOUIHH CHMBOM (literal
next) lnext (AV), CHrHaJM3UpYIOLLKI [paiBepy TepMHHala 00 OTMeHe CchelHabHOro
Ha3HaueHHsl CJIelylollero 3a HUM CHMBOJIA (JIMCTHHT 2.5).

finn@ubuntu:~$ tee cc.bin
- Ctrl+C: 8

finn@ubuntu:~$ od -ca cc.bin
? 0.0,00.000

finn@ubuntu:~$ tee cc.bin

finn@ubuntu:~$ od -ca cc.bin
000 C t r 1 + C :003 % \n
C t r 1 + C :etx nl
finn@ubuntu:~$ hd cc.bin
00000000 43 74 72 6¢ 2b 43 3a 03 0a |Ctrl+C:.. |
)
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Peakuusi npaiiBepa TepMHHala Ha TMOJyyaeMble YNpPaBJsiOllde CHUMBOJbI H MpPeNNpPHHH-
MaeMble MM YyrpaBisiioulde NefcTBHsl (2 TouHee, Ha0GOPOT — YNPAaBJSAIOLLHE CHMBOJIbI,
3aKpenJieHHble 32 YNpaBJsIOUMMH AEHCTBUSIMH) CTaHOAPTHO MpeaonpejesNeHa, HO TOUTH
BCE€ 3TH COOTBETCTBHSI MOTYT ObITb MPOCMOTPEHbl M H3MeHeHbl KomaHmo# stty(1), uro

WTIOCTPHPYETCsl B JIMCTHHTe 2.6.

finn@ubuntu:~$ stty -a
speed 38400 baud; rows 38; columns 136; line = 0;

intr = AC; quit = A\; erase = A?;* kill = AJ ®; eof = AD; eol = <undef>; eol2 = <undef>;
swtch = <undef>; start = AQ; stop = 2S; susp = ~Z;

rprnt = *R; werase = *W; lnext = AV; flush = ~0; min = 1; time = 0;
-parenb -parodd cs8 hupcl -cstopb cread -clocal -crtscts i

-ignbrk brkint -ignpar -parmrk -inpck -istrip -inlcr -igncr icrnl ixon -ixoff -iuclc -ixany
imaxbel iutf8

opost -olcuc -ocrnl onlcr -onocr -onlret -ofill -ofdel nlO cr® tab@ bs® vto ffo
isig icanon iexten echo echoe echok -echonl -noflsh -xcase -tostop -echoprt echoctl echoke

Kpome Toro, komanpa stty(1) mossosisieT mosyuuTh (a Takxe 3agaTb) W APYrHe HAcCTPO¥i-
KH 1paiiBepa TepMHHana:

¢ CKOpoCTb  NpHeMoMnepefaTyHKa  MOCJHEeNOBaTeNbHOrO  HHTep(elica  TepMuHanNa
(speed 38400 baud);

4 KOJMYECTBO M300paXKaeMblX TEPMHHANOM CTPOK M CTOJOLOB (rows 33; columns 119);

¢ ¢aaru  pexxumoB  paboThl  fpueMonepenatykka  HHTepdeiica  (-parenb...hupcl
-cstopb. . . -inpck);

¢ ¢dnarn pexxumMoB 06pabOTKM BBOOMMBIX M3 TEpPMHHaJa CHMBOJIOB (-istrip...-igncr
icrnl...iutf8);

¢ ¢naru pexumMoB 06paGOTKH BBLIBOAUMBIX Ha TEepMHHANT CHMBOJIOB (opost...-ofdel)
H Tp.

Tak, Hanpumep, danar 1icanon BKJIOYAeT WJH BbIK/IIOYaeT (-icanon) «KaHOHHYECKHF»
(canonical) pexum 06pa6oTkd BBOmMMBbIX (input) CHMBOJIOB, T. €. BO3MOXHOCTH pelaK-
THPOBaHHSl BBOJIHMOH CTPOKH NPH MOMOIUM YNpPAaBJSIOIMX CHMBOJIOB A? H A, a TaKxe
CHMHa/NM3aLHIO 3aBepLIEHHs] BBOAA MPH MOMOLIU AD.

®aar iexten BKJIOUAET «paclIHpPeHHs» KaHOHHUECKOro pexxuMa cranpapra POSIX, T. e.
ylajleHHe T[oc/elHero BBEIEHHOro CJIOBA MpPH TOMOLUY AW, [epepUCOBKY BBEJEHHOH
CTPOKH MpPH MOMOILH AR WU BBOJA JIUTEPAJNbHbIX 3HAUEHHH YMPAaBJSIOIIHX CHMBOJIOB MpH
TIOMOILH V.
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Ynpasasitouie CHMBOJIBI AC, A\ MW AZ LITAaTHOTO WJIM aBapHHHOrO 3aBeplleHHs H MpHOC-
TAHOBKH BbIMOJIHSIOLIEHCST NPOrpaMMbl aKTHBHpYIOTCS ¢uarom isig (auctuHr 2.7), pas-
pelialouidM Wik 3anpeiiaoliuM (-isig) nocbliKy curHanoB (signal, cu. pasd. 4.8).

®uar icrnl BKJOUYAeT TPAHCJSILMIO BBOJMMOro CHMBOJA CR B CHMBOJ LF, UTO MO3BOJSET
3aMycKaTb KOMaH[bl KJaBHLIEH (HeoXunaHHO, MpaBnaa?), MOTOMY KaK OCHOBHOM
CHUMBOJI Uil 3TOr0 MHeHCTBHSI Bce e — LF (Tak yx caoxunocs B UNIX co Bpemen
reneraiina ASR-33). :

K cuacTbio, GONbWIKHCTBO W3 3THX NapamMeTpoB W (haroB NMPUMEHHMbl TOJNBLKO MpH pa-
6oTe C HACTOSILIMMH annapaTHbIMH TepMHHanaMH W HHTepdeiicamu. [1oaToMy nosicHeHue
MX Ha3HaueHHsi' MOXHO OMyCTHTb XOTsi Obl MPOCTO MOTOMY, YTO OHO TpebyeT NOMOJHH-
TeJIbHBIX 3HaHWI creur(UKH COOTBETCTBYIOLLEH anmapaTtypbl, YTO He HMeeT HH 0co6oil
aKTyalbHOCTH, HHU SIBJISIETCSl MpPEJMETOM Halllero pacCMOTPEHHSI.

HyxHo Takxe OTMeTHTb, UTO HEKOTOpbie’ 1Ha/loroBble MPOrpaMMbl «HTHOPHPYIOT» HEKO-
TOpblE HACTPOMKHM TepMHHANa, Hanpumep Jar «KaHOHMYECKOro» pexuma. TouHee, OHH
Bceraa paboTalOT B «HEKAHOHMUECKOM» pexxuMe MW caMi 00pabaTbiBalOT YNpaBJsiiOLIHE
CHMBOJIbI, 3a4acCTyl0 [epeornpe/essisi HEKOTOpble M3 HHX HWIH 100aBiss 06paboTKy
JOMONHHTEIbHBIX, HAMPUMEp, VIS KOMaHAHOro WHTepnperatopa bash() 3to AR (reverse-
search-history), as (forward-search-history), 4p (delete-char) AL (clear-screen),
AA (beginning-of-line), At (end-of-line), AF (forward-char) A (backward-char),
AP (previous-history), AN (next-history) u ap.

finn@ubuntu:~$ stty
speed 38400 baud; line = 0;
iutfs

finn@ubuntu:~$ stty -isig
finn@ubuntu:~$ stty

speed 38400 baud; line = 0;
iutf8

-isig

' UcuepnbiBalouie onucanHbie B termios(3), BMecTe ¢ ynpasisiiOUIMMH AEACTBUSMH H MpeonpefeieHHbIMHU
MM YNpaBJsIIOLMMH CHMBOJIAMH.

2B GosblUMHCTBE CBOEM Te, KOTOpble HcrosbayloT 6uGauoteky readline(3) ans pacuumpenHoro penaxTt-
POBaHHUSI BBOAMMOi CTPOKM WaM GuGMOTeKy NCUrses(3) wisi paGoTbl C paCIUMPEHHBIM PEKHMOM TepMHHaA-
na. K HUM oTHocsiTcs KoMmauaHblit HTepnperatop bash(1), noctpanuunbiii nucrarens less(1), Tekcrosbie
penaktopbl Vi(1) u nano(1), Web-6payaepbr links(1) w lynx(1), ftp-kauentor Iftp(1) u ncftp(1), daiinosbrit
meHemkep mc(1) W np.
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finn@ubuntu:~$ dd if=/dev/dvd of=dvd.iso

[pu 6vi600e WHpOpMaLKK HA TepMHHaJ, YNpaBJsOlMe CHMBOJIbI' (B OT/MYMe OT anda-
BHUTHO-LU(POBBIX CHMBOJIOB, MOJIEKAIIWX H300paXxeHHI0 KaKUM-JIHOO0 3HAUKOM) CJHyKaT
171 yrpaBJieHdsi TepMHHasioM (cm. ascii(7), console_codes(7) u ta6a. 2.1). Hanpumep, cum-
BOJ CR (carriage return) nepemellaeT meuaTalollyl0 TOJOBKY WJIH Kypcop TepMHHala B
Hauano cTpokH, cumBos LF (line feed) — B Hauano HoBo# cTpokH, cumBoa NL (nl, new
line) — Ha cnenmylowyo cTpoky, cuMBos HT (horizontal tab) — Ha HeckosbkO CHMBOJIOB
BMpaBo, a cWMBoJ BS (back space) cTupaer omMH cHMBOJ cjeBa OT Kypcopa (MM mnpo-
CTO MepeMelllaeT MeyaTalllylo FOJOBKY Ha OIWH CHMBOJ BJEBO) H T. I.

Tak, cuMBOJ LF, HCMOJb3yeMblll B «T€KCTOBbIX» (paliiax MpH BbIBOJE HX Ha 3KpaH, Mo-
3BOJIAET pasefifiTh «IOFHYeCKHe» CTpokH (aitna u u3obpaxaTb MX Ha pasHbIX «(uauue-
CKHX» CTpPOKax TepMHHana, a cumBosbl SO (shift out) u SI (shift in) cooTBercTBeHHO
BKJIOYAIOT M BBIKJIOYAIOT aJbTEPHATHBHbIH LWPHGT TepMHHANA, COZEpXallUH Jpyrde
3HaKH BMeCTO MaJieHbKHX OYKB JIaTHHCKOro aidasura. MMeHHo nostomy npu owmn6ou-
HOM 8bi800e Ha TepMHHaN «bGHHapHOro» (ailna, B CONEPKHMMOM KOTOPOro BecbMa BepO-
SITHO BCTPeTHTb CHMBOJ SO @, aKTHBUPYIOLIMH aNbTePHATHBHLIA WPHQT, BO3HHKAET
OlLlyllleHHe <«HCMOPYEHHOCTH» TEPMHHaNa, KOTOPYIO JIErKO MOYHHHTL B8bl8000M CHMBO-
Jia SI, BO3BpalUalOlLero TePMHHal K CTaHjapTHoMy wpudTy. [ns 3rtoro nocraTtouHo
JIHTepanbHO g8ecrmi cHMBON SI @, KoTOpblil OyZeT paclieHeH KOMaHIHbIM HHTepIpeTa-
TOPOM KakK (HecCyllecTBYlOLIasi) KOMaHIA H 8ul8e0eH HAa 3KpaH B COOOLIEHHH 00 olwu6-
ke ® (auctuHr 2.8).

finn@ubuntu:~$ cat /etc/localtime
.O...

#(12 |
Jerr Jpef]: seseLMMMTMSTMDSTMSKMSDMSMEETEEST

MSK14
“tHe b+ H:$ !
® : KoMaHaa He HaiijeHa
finn@ubuntu:~$
hahahatyaN

finn@ubuntu:~$

' Cm. W:[ynpasnaiowume cumaonbi).
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2.4. Ynpasnsiowue nouie0BaTesIbHOCTH

B pacunpenHom pexume Buueotepmunanos W:[VTS52], W:[VT100], W:[VT220] nosiBuaach
BO3MOXHOCTb 6b/600a CHMBOJIOB B MPOM3BOJILHOE MECTO 3KPaHA M HCIOJNb30OBAHHS MO-
JY>KMPHOTO, 3aTE€MHEHHOr0, HEeraTHBHOrO, MOMYEPKHYTOrO W ADYrHX HauyepTaHWil CHMBO-
70B. B03MOXHOCTH 6600a NOMOJNHUIMCH (DYHKLHOHAJbHBIMH KJIABHIIAMH, KJABHILAMH
nepeMellieHdst Kypcopa, AOMOJHHTENbHOM KaBHATYpbl W M.

Insi atoro motpeGoBaNMCh NOMONHUTENbHBIE YNPABSIOLUIME CHMBOJIbI, KOTODbE He [10-
MECTH/IMCb B KOAWUPOBKY asCii(7), MOTOMYy TepMHHaJ/Ibl CTald HCIO0JIb30BaTh YIPaBJsSIOILKE
nocJieoBaTeNbHOCTH cHMBOJIOB' console_codes(7), mpensapsiembie ynpaBAsiiOLMM CHMBOJIOM
ESC ¢ KOJAOM Ox1B.

Tak, HanpuMmep, MOC/eNOBaTeNbHOCTb ESC # 8 BbI30BET BH3YyaslbHbli TECT BblpABHHBaHHS
KpaeB TepMHHana, 3anosHeHueM OykBoit E Bcex cTpok u cTon61oB, ESC ¢ COPOCHT
TEpMHHall B HCXOJHOe COCTOsIHMe, ESC [ 1 m BKJIOUMT MOJYXHDHOE HauepTaHHe,
ESC [2 m — 3areMHeHHOe HayepTaHue, ESC [4 m — nonauepkuBaHHe, a ESC [ @ m BepHer
CTaHAapTHOE HauepTaHHe CHMBOJIOB.

finn@ubuntu:~$ tee esc.txt

© L[ 1nbol VA
bold,dim,underscore, [ENERE

® finn@ubuntu:~$ cat esc.txt
bold,dim,underscore, [T

finn@ubuntu:~$ od -c esc.txt

© 0000000833 [ 1 m b o 1 des3 [
000020 m d 1 m©33 [ @ m , 033
e r s ¢ o r e033 [ O
r e v e r s e933 [ @®
0000074

m ,033 [ 2
4 m u n d
,83 [ 7 nm
\n

3 3 m

Ynpasasiioie CHMBOJIBI M HX TMOCJIEIOBAaTEJbHOCTH SBJSIOTCS OOBbIYHBIMH OalTaMH U
npu JuTepaibHOM BBoje @ C TepMHMHala MOryT ObiTb coxpaHeHbl B dain (aHc-
THHT 2.9), HampuMep npu momoud Komannbi tee(1). Ilpu nocneﬂyloﬁJ.eM BbiBoZe @ Ha
TepPMHHaJI, HanpuMep MpH MOMOLH KoMaHabl (3t(1), OGymyT 3anmeficTBOBAaHbl COOTBETCT-
ByIOLIMe pacluMpeHHble BO3MOXHOCTH. [lo6GaiiTHoe conepxkuMmoe daiiia MOXHO NpPH 3TOM

' Cm. W:[ynpasnsioume nocnepoBatenbHocTH ANSI).
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yBUIeTb © Ha TepMHHaje MOCPeACTBOM BoCbMepHuHoro 0d(1) WM 1LeCTHaaUATePHYHOro
namna hexdump(1), hd(1).

MHoOrHe «I0MOJNHUTE/bHbIE» KJIAaBHLIW COBPEMEHHbIX TEPMHHAJIOB, TaKHe KaK (yHKLHO-
HaJlbHbie §7. K7aBHLIM ynpaBJieHHsl KypCOpOM , CKPOJIJIMHTOM
D] 4 np., cenepupyrom (nuctuHr 2.10) yhpaamuoume nocJie0BaTeJIbHOCTH,
KoTopble 06pabaTbiBaloTcsi, Hanpumep, Oubianorekoi readline(3) u wucnosmbaytoTes anst
PeNaKTHPOBaHHs KOMAaHIHOH CTPOKH.

finn@ubuntu:~$ od -a

0000000 esc O Q nl

finn@ubuntu:~$ od -a

i

PO0OO00 esc O F nl
010,0.0,00%

HecMmotps Ha craHmapTH3auHMio ynpaBJsIOLMX [MOC/EeN0BaTe/NbHOCTEN, pa3Hble TepMHHAJbl
BCE JK€ MMeIOT pasJiMuus, MO3TOMY B OMNepalLHOHHONH cHCTeMe MOsIBHIHCh 6a3bl JaHHbLIX
C OMHcaHWeM CBOKCTB M YMNPaBJSIOUMX [0C/e10BaTeNbHOCTEH TepMHHanoB termcap(5)
u terminfo(5) (suctuur 2.11). Y3uate ESC-nocnienoBaTesbHOCTH MOXHO [PH [OMOLLH
koMauzbl infocmp(1), a BbIBECTH HMX Ha TePMHHaJl — BKJIOUHTb COOTBETCTBYHOLLHE
peXuM — MpH MoMoLud KoMaHabl tput(1).

finn@ubuntu:~$ infocmp
# Reconstructed via infocmp from file: /lib/terminfo/1/linux
1inux|linux console,

am, bce, ccc, eo, mir, msgr, xenl, xon,
colors#8, it#8, ncvitl8, pairs#64,
op=\E[39;49m, rc=\E8, rev=\E[7m ®, ri=\EM, rmacs=\E[16m,

sgro=\E[@;10m ®, smacs=\E[11m, smam=\E[?7h, smir=\E[4h,

smpch=\E[11m, smso=\E[7m, smul=\E[4m "®, tbc=\E[3g,
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finn@ubuntu:~$ tput smul
finn@ubuntu:~$ tput rev

finn@ubuntu:~$ tput sgro
finn@ubuntu:~$ tput smul | od -ac
esc [ 4 m

033 [ 4 m

0000000

[Tpumepom npocTeiileil NMPoOrpaMmMbl, HCMOMb3YIOLLEH YNpaBsiiOlHe MOC/IeA0BATENbHOCTH
15t (opMaTHPOBaHHs CHMBOJIOB TMpPH BbIBOJE Ha 3KpaH, SIBJSIETCS YTHIWTA MPOCMOTPa
crnpaBouHbIX cTpaHdil mMan(1). B kauectBe GoJsiee M30LUPEHHBIX MPOrPaMM, HCIMOMb3YIOLIKX
yrnpaBlieHHe paclIMPeHHbIMH BO3MOXXHOCTSMH TepMHHana, MoxHO npuBectH less(1),
nano(1), mc(1), MHOrHe M3 KOTOpPbIX HCMOJB3YIOT A 3Toro GuGaxoTeky Ncruses(3). A ca-
MbIM 3KCTPEMAaJIbHbIM TPHMEPOM HCIOJIb30BaHUSI YNPABJSIOLUIHX MOC/eI0BATENbHOCTEH
tepMuHanoB siBasiercss W:[ASCI-rpaduka] u W:[ANSI-rpadmka], peanusyiouiasicsi GubaHOTE-
KaMH aalib M caca, npu nomollH KOTOpbIX Ha andaBuUTHO-uHppoBOM (!) TepmuHane
MOXXHO TMpOCMaTpHBaTh BHAeO(DHIbMbl (AHCTHHT 2.12), HanmpuUMep, NpH MOMOLUH BHAEO-
naeepa mplayer(1), noanepxusaiolero 3T GHOIHOTEKH.

finn@ubuntu:~$ setfont koi8r-8x8
finn@ubuntu:~$ mplayer -vo caca http://goo.gl/7BG1Yu
finn@ubuntu:~$ mplayer -vo aa:contrast=50 http://goo.gl/RQgznU

2.5. OCHOBHO# CMHTAKCUC KOMAHLHOW CTPOKK

OcHoBoil uHTepdeiica xomaHaHoi ctpokd UNIX siBasiercss KoMaHIHBIN HHTepnpeTaTop
(KH), siBnsilouuiicss nepBoit M TJIaBHOH MpOrpaMMoii, 3anmyCcKaeMOH B CeaHCe I10J1b30Ba-
tensl. JIByCTOPOHHHII MornepeMeHHbIH AHaNor C KOMaHAHbIM HHTEPIPETATOPOM HauHHaeT-
csi ¢ npurnawedus @, B OTBET HAa KOTOpOe MOJb30BaTe/Nb BBOIMT KOMaHJy, OTNpaBJss
ee Ha BbIMOJIHEHHE YMPAaBJSAIOLUIMM CHMBOJIOM LF Ox0A, MoJiyyaeT pe3ysbTaT €€ HCIOoJIHe-
HUsl Ha TepMHHaJle U HOBOE MpHIJalleHHe, CHrHamu3upymolee o roroHoctH KM k wue-
MOJIHEHHIO oOuepelHoil KoMaHnbl (puc. 2.5). MHorue npyrue ouasoz2o8vie NpPOrpamMmMbl,

I o | ® ®
$ command -x [-y] -z optarg {-1 | --long-option} argl arg2 ...
o 0 o T L o

PuC. 2.5. OCHOBHOM CHHTAKCHC KOMAHAHOW CTPOKH
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HanpuMep 1ftp, Tak ke OYyAyT NPHIEPKHBATbCS CHHTAKCHCA M COrJAlUeHHH, MPHHATHIX
B sI3blKE KOMAaH/IHOrO MHTEeprpeTaropa.

Ba3oBhiil cHHTakche (nmoauuHsiouMiicss BTOpod uyacth cranmapra W:[POSIX]) si3bika Jio-
6oro' KOMaHAHOro MHTepnpe\TaTopa Ha caMOM JeJie [O0CTaTOYHO MNpPOCT W HaNoOMHHAaeT
13blK, OJIH3KMH K ecTecTBeHHOMY. Hampumep, rm -f -R M3o6paxenns Mysbka MepeBOIUTCS
Ha uesloBeuecKuil Kak «ynanutb (rm) 6e3 wyma u nbiid (-f) ¥ co BcemMH norpoxamH (-R)
KaTa/nord Msobpaxewna M Mysbika». [IpHHSITO FOBOPHTb, YTO KOMaHAA COCTOMT (CM. puc. 2.5)
M3 JeKceM (JIeKCHYECKHX 3JIEMEHTOB), paslesleHHbIX NpoOenbHbIMH CHMBOJIAMH — MpO-
6enamMu SP 0x20 U TabynsUMAMH HT 0x@9 — B J1060M KosiHyecTBe W coueTaHuH. [lepBas
nexcema @ — 3TO Ha3BaHHe KOMaH[bl, 33 KOTOPOH ClelyloT ee MapameTpbl: CHauana
ONMuUMH (OHH e — KJIIOUH, OHM ke — Moaudukatopbl) 6e3 aprymentoB @ u @ wiu
c aprymeHTamMd ©, a B KoHUe — apryMeHThl © camoii koMaHabl. Ha3pdHue xomaHmbl —
310 raaroJ, ykasbiBarowuid UTO penaTb; OMUMH — 3TO Hapeuwsi U MpOYHe UYACTH peuH,
ob6bsacHsaowmre KAK 3To nenatb; ¥ HakoHell, apryMeHTol 3agailT To, ¢ YEM arto ne-
Jatb. B pa3Hoo6pa3HON NOKyMeHTalLWH NpPH OMHCAHWM CHHTAKCHCAa KOMaHIbl, ee OMLUHH
M apryMeHTOB TMpPHHSATO HCMOJb30BaTh KBaapaTHble cKOOkH @ nis ykasaHusi Heo6si3a-
TeNbHOCTH OMNUHH MWW aprymeHta, ¢urypHole ckoO6kd @ U BepTHKaJbHYI0 4epTy AJs
yKa3aHusi Bbl6Opa M3 BapHaHTOB W MHorotouHe @ n/si yKa3aHHS MOBTOPSEMOCTH.

[TonyunB KoMaHAy, HHTEpPIpeTaToOp OMNpeleJisieT, SIBJSETCS JH OHA MCeBOOHUMOM, BCMPO-
eHHOlU B WHTEPNPeTaTop, WK peaju3yeTcsi sHew el MPOrpaMMoOH, MOAJexalled 3amycKy
(uctunr 2.13).

finn@ubuntu:~$ which date

/bin/date

finn@ubuntu:~$ type date

date asnsetca /bin/date

finn@ubuntu:~$ type -a ls

s sensetca anmacom ana ‘ls --color=auto

1s aensetca /bin/ls
finn@ubuntu:~$ type -a pwd
pwd BCTpoeHa B 060/104KY

pwd sensetca /bin/pwd
finn@ubuntu:~$ type which
which senserca /usr/bin/which
finn@ubuntu:~$ type type
type BcTpoeHa B 060/104KY

' JlnanektoB s3bika KOMaHJHOTO WHTepripeTaTopa A0CTaTouHOo MHoro: Bourne shell sh, Korn shell ksh,
C shell ecsh u 1. 1.
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[py HaAHYMH HECKOJIbKMX BapHaHTOB KOMaHMIbl HaWBLICLIHH MPHODPUTET HMEIOT MCEBIO-
HUMbl, HAUMEHbLIWA — BHelHHe KOMaHAbl. [10ACTAHOBKY MCEBLOHHMOB MOXHO YBHIETh,
BKJIIOUHB TPACCHPOBKY BBIMOJHEHHWS] KOMaHI HHTEpNpeTaTopa MpH MOMOILK KOMaHIbl set
(nuctuur 2.14).

finn@ubuntu:~$ type 1s
1s sBnserca anmacom gns " Ls --color=auto’
finn@ubuntu:~$ set -x
finn@ubuntu:~$ 1s -ASs
* + 1s --color=auto -ASs

ntoro 36
12 examples.desktop 4 .bashrc 4 .profile 4 .lesshst
4 .cache 4 .bash_history 4 .bash_logout

2.5.1. OnuumM KOMaHAHOM CTPOKH

B uctopuu passutus onepaunoHHoi cuctembl UNIX nporpammbl Hcrosb3oBand pasHble
croco6bl 3aJaHUsi CBOHMX OMNLMM:

4 O0IHOCHMBOJIbHble, HanpuMep ls -a -1 (YTo 3KBHBaJeHTHO ls -1 -a WiaH ls -al WJH
s -la);

MHOTOCHMBOJIbHbIE, HanpuMmep find /var -xdev;
IJIMHHbIE, Hanpumep ps --help;

c aprymeHTamH, Harpumep kill -n 15 1, uad kill -n15 1, WiH du -B M, HJIH du -BM,
unn find /etc -type d, uau naxe ls --sort=size;

4 «HecTaHAapTHble», HAalpuUMep set +x, tar czf tar.tgz ~ WIH dd if=/dev/dvd of=dvd.1iso.

3HaK «MHHYC», TNpeiBapsilOLIMH OIMLWH, EeCTeCTBEHHO HCMOJb3yeTcst Ui TOro, 4toObl
otnnyath' MX OT aprymenTtoB. Cpead npouux, OH Obll BbIOpaH MOTOMY, UTO - PEAKO
BCTpeYaeTCsi Kak NepBblil CHMBOJ B apeymenmar KoMaHL (B KayecTBe KOTOPBIX 3ayac-
Tyl0 BbICTynalT HMeHa ¢aiiioB). M ewe noTomy, 4TO Ha TepMHHale KJacCHYECKOH?
UNIX Ha6op Gosee JOrHYHOrO 3HaKa «maOC» (Y4TO MOrIO Obl 03HAUaTh «BKJIOUHMTbY,
«aKTHBHPOBaTb») TpeGOBal NOCTATOYHBIX YCHJIHH MO HaXaTHIO KJaBHLUH . B pe-
3y/bTaTe MOJYYHIOChb, UYTO, Harmpumep, B KOMaHIe set onuus x (execution trace)
B (hopMe -x BKJIIOUAET, a +X BBIKJIIOYAET TPAaCCHPOBKY BbIMONHEHHsS KOMaHA.

'B npumepe ¢ KomaHaoii FM JekcemMa =-R o3HauaeT onyuioo, TPeGYIOLLYI0 BHIMOIHUTL DEKYPCHIO
(recursion), HO He apeymenm — O0ODBEKT, MOMNEKALIHH YyAaNEHHUIO.

2 Quepennoit npuser u3 npoutoro ot Teletype ASR-33.
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B Tex pemkux ciyuasix, Korja apryMeHT KOMaHIbl BCe XK€ HauHHaeTCsl C CHMBOJIA «MH-
HYyC» M TeM CaMbiM [OXOX Ha OMNUHIO (MPeACTaBHM, YTO HYXHO BbIMOJHHTb JAeHCTBHE
Hal daitioM ¢ MMeHeM -=filename=-), crieLMa/lbHas OMLHS -- CHCHAJH3HPYeT O KOHLE
cnucka onuui (mucTHHr 2.15), 3a KOTOpBIM CllelyloT JieKceMbl, 06si3aHHble pacCLeHH-
BaTbCS KaK apeyMeHmol, BHE 3aBHCHMOCTH OT MX HaMHCaHHS.

finn@ubuntu:~$ stat -=filename=-

stat: HesepHuii Koy — "="

Monpobyiite "stat --help" ana nonyudenna Gonee nogpobHOro onNUCaHus.
finn@ubuntu:~$ stat -- -=filename=-

®ain: "-=filename=-"

Pasmep: 0 Bnokos: © Bnok B/B: 4096 nycToit 0bbMHbiA pain
YctpoiictBo: fcOOh/64512d Inode: 26870044 Cebiikn: 1
Joctyn: (0600/-rw------- ) Uid: ( 1000/ finn) Gid: ( 1000/ finn)

JlocTyn: 2015-02-24 01:33:21.574640275 +0300
MoandnumposaH: 2015-02-24 01:33:21.574640275 +0300
W3meHéH: 2015-02-24 01:33:21.574640275 +0300
Co3gaH: -

Koporkue, onHocHMBOJIbHbIe onuMH (HampuMep -1 -a) Ge3 CBOWX apryMeHTOB H3JpeBJie
MOXHO OblJI0 00bequHsITh B rpynmnbl (-la WM -al), OJHAKO HX B 3TOM CJiyuae CJIOXHO
OTJIMYaTb OT MHOTOCHMBOJIbHbIX (-xdev) WM OJHOCHMMBOJIbHBIX, CKJIEEHHBIX CO CBOMMH
aprymeHntamu (-BM). [TosTomy mnoaxe mnosiBuiauchb IJiHHHbie (B Tak HasbiBaeMoM GNU-
CTHJIE) OMLMH, 0603HauaeMble NBYMsl 3HAKAMH «MHHYC», MO3BOJISIOLIME HABECTH HEKOTO-
pbii MmopsinoK B BHIAe --block-size=M BMecTO -BM WJIH, MpPENINOJIOXKHM, --dont-descent
BMeCTO -xdev.

2.6. CnpaBoYHbIe CHCTEMDI

Mcnonb3yemble B Linux 3JeKTpOHHblEe cripaBouHble cucTeMbl (online help) siasitorcs
JIOTHYHBIM CJIeICTBHEM KaK €ro pOACTBA C CeMeiCTBOM omnepauuoHHbiXx cucteM UNIX —
cTpaHuUbl pykoBoacTBa man(1) (manual pages), Tak ¥ MPHUHALIEKHOCTbIO K CBOGOIHOMY
nporpaMMHoMy o6ecneueHHio moa 3rugoit aBwxweHuss GNU — cnpaBouHasi cucrema
info(1). Cnenyetr oTMeTHTb, 4TO MOHsiTHe online B KOHTEKCTE CIPAaBOYHBIX CHCTEM BOBCE
He 03HayaeT HMX MOCTYMHOCTb yepe3 HMHTepHeT, Kak 3TO 4acTo, HO OLIMGOYHO, BOCMPH-
HUMaercsi ceroiHs. B paccmaTtpuBaemoM KoHTekcTe online o3HayaeT HeMeLJEHHYIO JOC-
TYMHOCTb CMpPaBOYHON HH(OpPMalLHH HENOCPEACTBEHHO M3 MPOrpaMMHOro obecreueHus,
M0 CpaBHEHHIO CO CNpaBoYHOH HHpopMauuel, focTynHoll B neuaTHoi, offline, dopwme.
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2.6.1. Cncrema CTpaHnL, pyKOBOACTBA

Camoii M3BeCTHOH CMpaBOYHOH CHCTEMOH, COMPOBOXKAAIOLLEH UNIX npaxTHuecku ¢ Mo-
MEHTa ee pOXIEHHsl, SIBJSIETCs CMpPaBOYHAsi CHCTeMa CTPaHUL, PYKOBOACTBA, HH(opMaLus
M3 KOTOpOH aocTynHa npu nomowid komanx man(1), apropos(1) u whatis(1). Crnpasounas
cucTeMa mMan-pages(7) COCTOMT H3 OTAENbHbIX CTPAHHL, MMOCBSILIEHHbIX OTIAEJbHbIM KOMaH-
naM, creuuanbHbiM ¢aiaaM  ycTpoACTB, KOH(UIrypaUHOHHbIM (aiisaM, CHCTEMHbIM M
O6UONHOTEUHBIM BbI30BAM M JPYTHMM [OHATHSIM, KOTOpble CrpYNNHPOBaHbl MO BOCbMH
(06bIYHO, HO €CTb HCKJIIOUEHHS M3 npaBui) cekuusM. Kaxnas cekuusi MMeeT 3aroJio-
BOYHYIO ‘CTPaHHLY intro, OMUCHIBAIOILYI0O Ha3HAueHHe caMoil CeKUHH (JMUCTHHT 2.16).

finn@ubuntu:~$ whatis intro

intro (2) - Introduction to system calls

intro (7) - Introduction to overview, conventions, and miscellany ...
intro (8) - Introduction to administration and privileged commands
intro (3) - Introduction to library functions

intro (1) - Introduction to user commands

intro (6) - Introduction to games

intro (4) - Introduction to special files

intro (5) - Introduction to file formats

finn@ubuntu:~$ whatis whatis

whatis (1) - MOKa3biBaeT OMMCaHWA CMPaBOYH. . .

finn@ubuntu:~$ whatis apropos

apropos (1) - MOUCK B MMEHax CrpaBoOYHbIX CTP...

finn@ubuntu:~$ whatis man

man (1) - JOCTYN K CrpaBOYHbM CTPaHMLIaM

man (7) - macros to format man pages

EcrecTBeHHBIM 06pa3oM CIpaBOYHAasi CHCTeMa OMHCbIBaeT cama cebsi, MMO3TOMY H3BeCT-
Helilledl «MaHTPOH» B OMEPAaLlHOHHOH CHCTEME fBJISIETCS man man, T. €. 3alpoC CTPaHHLIbI
DYKOBOJICTBA, MOCBsilleHHO# camoil komanze man(l). Camu cTpaHHLbl PYKOBOACTBA Ha-
MUcaHbl HAa sA3blKe Pa3METKH TEKCTa roff' u pasmewiarorcst B oxkaThix gz-(daiiiax «cek-
LHOHHBIX» [OJKATaJOroB manl, man2, ... man8 KaTajora /usr/share/man (aucTHHT 2.17).
CTpaHHllbl PYKOBOJCTBA YaCTHUHO MOCTABJSIOTCS MepeBeNEHHbIMH Ha pasJiIMYHble HaLMO-
HaJibHbl€ $I3bIKH, OTJIHYHble OT AHIJIMACKOrO.

! CucreMa noAroToBKH TEKCTOB, JOCTaBLIAsCs B HacJencTBO oT kiaacchueckoit UNIX.
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finn@ubuntu:~$ man -w man

Jusr/share/man/ru/man1/man.1.gz

finn@ubuntu:~$ file /usr/share/man/ru/mani/man.1.gz
Jusr/share/man/ru/manl/man.1.gz : gzip compressed data, from Unix, max compression
finn@ubuntu:~$ filé -z [usr/share/man/ru/mani/man.1.gz

Jusr/share/man/ru/manl/man.1.gz: troff or preprocessor input, UTF-8 Unicode text (gzip com-
pressed data, from Unix, max compression)

finn@ubuntu:~$ whatis file
file (1) - determine file type

Komanna man(1), Takum 06pa3om, OTBETCTBEHHA 3a MOWCK YKa3aHHOH MOJb30BaTeeM
CTpaHHMlIbl, PAaCMaKOBKy ee cxaroro (aiisa npd nomolud pacrnakosiuuka gzip(1), dbopma-
TUPOBaHHUsl NpH mnomoluk mnpoueccopa troff(1) u (mo ymosuanuio) BbIBOA pe3ysibTata Ha
TEPMHHAJ NPH TMOMOILK NocTpaHuyHoro juctatens less(1). Mimenno npoueccop troff yme-
eT MOCPEICTBOM YMPABJSIOIMX [OCJAEN0BATENbHOCTEH HYXHOTO TEePMHHAla pacKpalin-
BaTb BbIBOJ CTPaHHL PYKOBOACTBA MpPaBWJbHbIM 06pa3oM, a JHcTaTeslb less mpokpyun-
BaTb MOArOTOBJIEHHYIO CMPABKYy BMEpel W Hasail.

Hcnonb3oBanne s3bika pa3MeTKH M03BoJsteT (OPMATHPOBATb CTPAHHMLY OIHHAKOBO
yao6HO IUISi MPOCMOTPAa HAa pa3HbIX TEPMHHANaX C PA3JHUHBIM KOJHYECTBOM CTOJOLOB,
KoTopble yuntbiBaer troff, u pasHbiM KosHuecTBOM CTpOK, yunTbiBaembiM less. Tak, Ha-
npuMep, pe3yJbTaT OJAHHAKOBO XOpOLI W Ha ICEBAOTEPMHHANe B OKHe 3MyJsTOpa Tep-
MHHajla xterm W/IM gnome-terminal pasBepHyToro B J0060i pa3Mep, H Ha BHPTYaJbHOM
TepMHHaJle KOHCOJIM C 3arpyeHHbIM wwpupToM Joboro pasmepa. Bosee Toro, ucrmonb-
30BaHHe YHHBEPCAJbHOTO si3blka Pa3MeTKH W COOTBETCTBYIOLUHi «apaiiBep» troff mosso-
Jser rnpeo6pa3oBbIBaTh CTPaHHLBl PYKOBOACTBA B caMble pasHble BHAbl. Hanpumep,
B «npuHTepHbli» PostScript unu PCL, npuromublii asisi meuatd Ha NpuUHTEpPe C BBICOKOH
paspeluawoieit crnoco6Hoctbio, unu B HTML' ans npocmorpa B html-Gpaysepe (amc-
THHT 2.18).

finn@ubuntu:~$ man -t man > man.print.1
finn@ubuntu:~$ file man.1.print
man.print.1: PostScript document text conforming DSC level 3.0

finn@ubuntu:~$ man -T1j4 man > man.print.2

" Tlpu HanWuuu ycTaHoBJeHHOro nakera groff.
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finn@ubuntu:~$ file man.print.2

man.print.2: HP PCL printer data

finn@ubuntu:~$ man -Thtml man > man.html

finn@ubuntu:~$ file man.html

man.html: HTML document, ASCII text, with very long lines

[lpy npocMmoTpe CTpaHHL, DPYKOBOACTBA Ha TEpPMHHale HaBHralMs Mo H300paxaeMoki
CMpPaBOYHON CTpPaHHLIE MPOM3BOAMTCS TaK, KaK MpPELYyCMOTPEHC HCIOJIb3yeMbIM JIHCTaTe-
JieM, KOTOpbIM MO yMOJuaHHI0 B GosbLIHHCTBe cayyaeB Gyner less(1), mpuemHuK KaaccH-
yeckoro more(1). OmHMM H3 caMbIX MOJIE3HBIX HABHTALMOHHBIX NEHCTBHE B CIPaBOYHBIX
cuctemax (tabua. 2.2) siBasieTcsl MOHMCK perynsipHbiX BbipaxxeHuii'. CoOCTBEHHO CTpaHHLbI
PYKOBOACTBA pa3GMTbl Ha pasjielibl, 3arOJIOBKH KOTODbIX pa3MeLlaloTCsi B Hayale CTPOK
M 3andcbiBaloTcsl B BepxHem peructpe. Hanpumep, SYNOPSIS — «kpatkuit 063o0p,
EXAMPLES — npumepbl, FILES — wucnosnb3yemblie nporpammoii (KOHQHrypauHoHHble) caii-
Jbl, ENVIRONMENT — nepemeHHble okpyxeHuss W np. [ToatoMmy nnsi nepemelleHnsi K pas-
neny TOPIC oueHb yno6HO HCMOJB30BaTh CHMBOJI MOMCKAa / W BbipaKeHHe ATOPIC, uToO
6yKBaJlbHO O3HauaeT: HalTH B Hayaje CTPOKH — A CJlOBO — TOPIC.

Tabnnua 2.2. Knasniwn HaBHraLuM THCTaTeNeH CTPaHHL

' ’ . , " / ynpéinmw,nﬁ . yngasnmomni Ynpasnsiowmi
HasnraunonHoe peficrane CHMBOA CHMBOA CHMBOA MAH
. " WA KiaBmiua less | WaK knaBuia more xnasna info

Bbixoa Quang | Quan guan AC Quan quan AC
conepxn::ep:::; - huwmmH huwm? huan? nan AH

BHM3 0fIHY CTPOKY CRum j nan CR wam AN

BBepx 0AHy CTPOKY AP uan k nan Unn AP

BHU3 OAHH 3KPaH f"TM" f uan pi)?DH
BBepX OAMH 3KPaH b uam b wnv G

MoKCK perynapHbIX BbipaXeHui Bnepes / / [wans
Mounck Hasap ?
MoBTOPHTL NOMCK n n }

! Monpo6Hee o perynsipHbIX BbipaeHUsX ci. 6 pasd. 5.8.
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Tabauua 2.2 (oxonyanne)

- - Ynpasasioumi Ynpasnsoumi Vnpamﬁ
Hasnraumnonnoe peiicreue MMBOA HMBOA _ CHMBOA MK
WAK KAQBMIA less | AW KAABHWA more xnaswusa info
MoBTOpHUTbL NOKCK N {
B 06paTHOM HanpasneHnu
Gum> e unn
B KOHeL, CTpaHuLbl (HOAbI) w0 wn B>
B Hayano crpaHuupl (Hoabl) g uam < biinkHeme
PaHhl N unn Home unan ESC<
Cnepyowas HoAa He NPUMEHUMO He NPUMEeHMO ]
MNpeabiaywan HoAa He NPUMEHUMO He NPUMEHNMO [

2.6.2. CnpaBoyHas cuctema GNU

Eute onno#t cuctemoit noxymentauud sisisiercsi cucrema W:[GNU texinfo]. B oTanune ot
CMpaBOYHHKA MAN, BHICTYMAMIIETO MO CyTH KpamKuM PYKOBOACTBOM MO KOMaHiaM, HX
OMLKMSAM W aprymeHtaM, crnpaBouHuk info npencrasnsier coGo#l passepHymoe pPyKOBOX-
CTBO C MpHMepaMH U OGBbSICHEHUSIMH.

CrnpaBoyHasi CHCTeMa COCTOMT H3 TMpeABAPHTENIbHO TMOArOTOBJEHHbIX (THMEp)TEKCTOBbIX
CTPaHHL,, pa3MellleHHbIX B CxkaTblX (hainax katanora fusr/share/info, ornaBieHHeM Ko-
TOPbIM CJYXHT TaK Ha3blBaeMblil «KaTajor» NOKyMeHTauuH. Kaxnasi cTpaHuua CTpykTy-
pHpOBaHa MpH MOMOLIH HEPAPXHYECKH YIMOPSAOYEHHbIX, TaK HA3blBAEMbIX <«HOMI», aHaJO-
roB KHIXHbIX pa3jenoB/noapasnenos/rnas/cexuuii.

S13bik pasmerku texinfo, xak W si3bik roff B cucreme cTpaHWU pykoBoxCTBa, Mo3BOJsiET
MOATOTAB/IHBATL pa3Hble MPEACTABJEHHsI CMPaBOYHOH MH(MOPMALMH H3 €IMHOrO0 HCTOYHH-
Ka MpH MOMOLUK CrelHaNbHbiX' WHCTPYMEHTOB, HO B OTJIHYME OT CTPaHHL, PYKOBOACTBA
Man TOJMIbKO MPH HANMUMH HCXOMHBIX (halIOB JOKYMEHTallHH.

2.6.3. BctpoeHHan CNpaBKa KOMAHAHOrO HHTEpPNpPeTaTopa

Kak 6b10 ykasaHo paHee, KOMaHAbl MHTEpPNpETaTOPy MOTYT TNPHBOAHTb K BbI3OBY
BHEWHUT TIPOrpaMM ONEPALHOHHOH CHCTEeMbl WJH HCMOJHATLCS HEMOCPeACTBEHHO HH-
TeprnpeTaTopoM, OyIoyuH 8CMpOeHHbMU B Hero. BHellHHe MpOrpaMMmbl 3auyacTylo [OKY-
MEHTHPYIOTCSl OTHAE/NbHbBIMH CTPAaHHLIIAMH PYKOBOJACTBA MAn WJM OTAEJbHbIMH CIPaBOYHbI-

" Tlpu Hanuuuu ycTanoBieHHoro nakera texinfo u ucxomHbix (aiiioB 10KymeHTauuu .texi.
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MU cTpaHuuamH info, Torna Kak BCTpOeHHble KOMaHIbl SIBJASIOTCS YacCTbiO HHTEPPEeTaTo-
pa M ecTeCTBEHHbIM 06pa3oM OMMCHIBAIOTCS BCe BMeCTe Ha CMPaBOYHON CTpPaHHUE, MO-
CBsillieHHO# HHTepnpeTaTopy (MMcTHHT 2.19).

finn@ubuntu:~$ type cd

cd BcTpoeHa B 060/104KY
finn@ubuntu:~$ man cd

HeT cnpaBouHoi cTpanuupl ana cd
finn@ubuntu:~$ whatis cd

cd: HMYero NoAxoAsuwero He HawgeHo.
finn@ubuntu:~$ man bash

SHELL BUILTIN COMMANDS
Unless otherwise noted, each builtin command documented in this section
as accepting options preceded by - accepts -- to signify the end of the
options. The :, true, false, and test builtins do not accept options
and do not treat -- specially. The exit, logout, break, continue, let,

-2 cd [-LI[-P [-e]]] [dir]
Change the current directory to dir. The variable HOME is the
default dir. The variable (DPATH defines the search path for
the directory containing dir. Alternative directory names in
CDPATH are separated by a colon (:). A null directory name in
CDPATH 1is the same as the current directory, i.e., *'.''. If

OnHako ofpauiatbesi KaxIblii pa3 K BecbMa BHYLUMTEJbHOH CMpaBKe MO KOMaHIHOMY
MHTEPIIPETaTOpPy He COBCeM YNOOHO, MO3TOMY BCTPO€HHAas B KOMAHIHbIN HHTEPNpeTaTop
koManza help nosBosisier mosyuuThb KpaTKyl0 CMpaBKy MO BCTPOEHHbIM KOMaHAAM HHTEp-
nperaropa (auctuur 2.20).

finn@ubuntu:~$ help -d help

help - Display information about builtin commands.
finn@ubuntu:~$ help -d cd

cd - Change the shell working directory.

finn@ubuntu:~$ help cd s
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cd: cd [-L|[-P [-e]l]] [xaTanor]
Change the shell working directory.

Change the current directory to DIR. The default DIR is the value of the
HOME shell variable.

The variable CDPATH defines the search path for the directory containing
DIR. Alternative directory names in CDPATH are separated by a colon (:).

2.1. lonb3oBaTenun 1 rpynnol

Kak 6biio ykazaHo paHee, Ais Hauaja pabGoTbl B MHOTMOMOJIb30BATENbCKOH OMEpallHOH-
HOW CHCTeMe M0JIb30BaTeN0 HeOOXOAHMO «3aperHCTPUpPOBAThCSA», NMPENbsBAAs HUMS CBOeH
M0JIb30BATENILCKONH YUYETHOH 3alMCH W MapoJib, MOATBEPXKAAIOUIMHA NMPABO Ha €€ HCIOoJb-
30BaHue. B pesysnbraTe perucTtpauud B cuUCTeMe 3allycKaeTcsl KOMAaHIHbIA HHTeprnpera-
TOp — nepBas Mporpamma MoJib30BaTeNbCKOr0 CeaHca.

Yueruble 3anucu (Y3) cayxarT misi asmopusayuu, T. €. Uil pa3rpaHHuYeHHsi MpaB 10C-
Tyna cy6beKTOB (MpOLECCOB MO0Jb30BaTeN el MK MPOLECCOB CHCTEMHbIX CTyk6) K 06b-
exTaM (cafinaM, ApyruM mpoueccaM, CHCTeMHbIM BbI30BaM H TIp.).

Paanuuaior nosb3oBaTeNbCKHe M TPYNMOBble yueTHble 3aMUCH, MPU ITOM KaxAas MOJb-
30BaTesbCKasi yuyeTHasi 3aMuCb uOeHmuguyupyemcs yHWKalbHbIM UYHCJIOBBIM «M0Jb30Ba-
TenbckuM uaeHTHuKaTopoM» — UID (User Identifier), a xaxpas rpynnoBasi — TaKHM
e YHHKaJbHbIM UYWCJIOBbIM «IpynnoBbiM HiaeHTHukaTopom» GID (Group Identifier).
MmeHHO 3TH yMc/OBble HAEHTH(HKATOPbI H HCMOJb3YIOTCS AAPOM ONEPaLHOHHONH CHCTe-
Mbl TIDH OMNpejlelleHHH W MpPOBepKe MpaB JOCTyna CyObeKTOB OTHOCHTENbHO OOBHEKTOB
(nuctuHr 2.21).

YueTHble 3amucH MoJib30BaTesedl HCMONb3yTCs sl aymenmugukayuu (NpoBepKH Moi-
JHHHOCTH) HX TP PErUCTPALlUM B CHCTEME MO0 UMEHU W NaApoAio, a ydyeTHble 3anucH
rpynn — ais KJacCH(HKALHK MO0Jb30BaTeNbCKUX ¥3 (Mo GyHKUHSAM, 3amgadyaM, poJisiM,
MpOeKTaM MWJIH JAPYyrMMH crocob6aMH) W MOCJedyiollell pa3faud [paB AOCTyNa 3THM
«KJlaccam» MoJib30BaTesei.

finn@ubuntu:~$ id
uid=1000(finn) gid=1000(finn) rpynnb=1000(finn),4(adm),...,109(sambashare),110(admin)

Kaxnas yuernas sanucb moJib3oBaTesiss 00si3aTeNbHO CBsi3aHa C OJHOH TpYyNMoOBOK yyeT-
HOH 3anuchblo, TaK Ha3biBAeMO «MepBHYHOH» TPYNMbl MoJb3oBaTens. Kcropuuecku cino-
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®unocb, yto B paHHeii UNIX usneHcTBO mnosb3oBaTeneli B rpynnax ornpenensiioch AHHA-
MHUECKH, T. €. MOCJe perucTpaluH MoJb30BaTeNsi B CHCTeMe eMy (TouHee — €ro Mpo-
ueccy, cu. pasd. 4.5.1) BbinaBancss uaeHTH(dHKATOp (M, KaK clencTBHe, MpaBa NOCTYMa)
TONBKO OAHON rpynmnbl. [Nt BbIMOJHEHHS] AEHCTBHH B IpYyrodl posiu (TMOJyYeHHs] IPYrux
TPYNMoBbIX HAEHTH(HKATOPOB) HYXKHO ObIJIO «3aHOBO 3aperdcTpHpPOBATLCS B TpyIMe»
Npy MOMOLLK KOMaHAbl NEWQrp, npeabsiBisia UMsi ¥ naposb (!) rpynnbl. [To3nHee (1 mo
CHX NOp) UYJEHCTBO B TIpyMMe CTaJo CTAaTHYECKHM, T. €. MNPH PETHCTPALUH B CHUCTEME
NoJIb30BaTe/I0 BbIAAIOT HIEHTH(UKATOPbl BCEX TPYMM, B KOTOPbIX OH COCTOHT, MPH 3TOM
nepBasi rpynna HOCHT Ha3BaHHe MEPBHYHON (primary), a ocTrajibHble — JOMOJHHTEJbHbIX
(supplementary).

KpoMe 3THX OCHOBHBIX CBOHCTB, Kaw/adsl yueTHasi 3alCb XapaKTepH3yeTCsi MMeHeM 00-
MawiHeeo Kamaaoea W VMEHEM KOMAHOHO020 unmepnpemamopa (3alycKaeMoro mpH
peructpauud B cucTeme). [lOMOJNHHTENbHO, YueTHasi 3aMKkCh M0JIb30BATENs MOXeT CO-
JepxaTb MOJIHOe MMS Mosb30BaTensi, paboyuit M noMaliHUN TenedoHbl, pabouuit ampec
¥ MpoYyld HHQOPMAILHIO, KOTOPYK MOXHO mocMmotperh npu nomoiun pinky(1) u finger(1)
(mactunr 2.22), a usmenutb npu nomoiu chfn(1).

finn@ubuntu:~$ finger dvk

Login: dvk Name: Dmitry V. Ketov
Directory: /home/dvk Shell: /bin/bash
Office Phone: +7(812)703-02-02 Home Phone: ---

On since Tue Mar 3 13:48 (MSK) on tty2 28 seconds idle
On since Mon Mar 9 23:11 (MSK) on tty1 20 seconds idle
(messages off)
On since Mon Mar 9 23:10 (MSK) on pts/1 from :1.0
4 seconds idle
On since Sat Feb 14 16:08 (MSK) on tty7 28 days 21 hours idle
Mail last read Sun Mar 8 21:10 2015 (MSK)
No Plan.

YueTHasi 3amuMChb CHCTEMHOrO aAMHHHMCTPATOpPa C ' [PHBUJETHPOBAHHBIMH (a TOYHee —
HeorpaHHueHHbIMH B OYKBaJbHOM CMbIC/Ie) MpaBaMH 10CTyna OOGBIYHO Ha3biBaeTcsi root
¥ BCErna HMeeT HAEHTH(HKATOp UID=0. YueTHble 3aMHCH, «OT JIHLA KOTOPbIX» BbIMOJHS-
IOTCSl MPOLIECCHl CHCTEMHBIX CHy)KO6, Ha3bIBAlOTCSl TMCEBAOMOJb30BATEbCKHMH H HIEHTH-
¢duuMpyloTcs B AMana3oHe UID=1—499 wiM UID=1—999, a HauuHas c UID=560 (redhat) uuu
UID=1000 (debian) u nanee HOEHTHDUUHUPYIOTCS YueTHble 3amHUCH OOGBLIYHBLIX MOJb30Ba-
TeNed.
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2.7.1. Nepepaya NnONHOMOYHH

Jlisi BLINOJIHEHHsI ONpeJeeHHbIX AaAMHHMCTPATHBHBIX (MPHBHIETHPOBAHHbIX) NEeHCTBHH,
HaTipUMep I/ YCTAHOBKM CHCTEMHOrO BpeMeHM NpH roMmoluu KoMmanibl date(1), HyxHbl
npaBa J0CTyna K ONpe/ieJeHHbIM CHCTEMHbIM BbidoBaM. B knaccuueckoir UNIX Obliu
NpeNyCMOTPeHbl MPOCTbie MpaBHia' pa3rpaHHUeHHsl «BCe HWJH HHYEro», T. €. 6Ce MPHUBH-
JIETHPOBaHHble NEHCTBHs OblIH pa3pellieHbl CYNeprojb3oBaTesio root C UID=0, W HuKa-
Klue NpPUBMJIETHPOBAHHbIE — BCEM OCTaJbHBIM MOJb30BaTeNsAM. B 3THX M MoaoGHBIX CH-
Tyauusix JUisi afMMHUCTPHPOBAHHS OMEPALlHOHHOH CHCTeMbl HEMPWUBHJIETHPOBAHHBIM MOJb-
30BaTesisiM HeoGXOJHMO BpPEMEHHO BOCIMOJb30BaThbCS MpaBaMH CyMNeproJib3oBaTelisi, 4YTo
peanusyeTcsi MOCPEICTBOM K/IACCHYECKOH KOMaHIbl A6HOU Nepeiaud mnosxomouwi su(l) —
switch user, unu 6osee mosaHed komaumbl sudo(1) — switch user do xowmpoaupyenoi
nepeiayd MoJHOMOUYHH. .

OcHoBHoe pasnuude Mexay su(1) u sudo(1) 3akiiouaercs B TOM, YTO KOMaHAa su pealiu-
3yeT «[OBTOPHYIO PErucTpauuio B CHCTeMe», Tpebys yKa3aTb HMs H BBECTH MapoJjib TOTO
Mo/b30BaTeNlsl, YbH MOJHOMOUMSI HYXHO mnojyyutb. HamportuB, komaHza sudo peasnusyer
sisHble npasusia sudoers(5) mepenauu monHOMouui, yka3aHHbie B (aiine [etc/sudoers, u
Tpe6yeT MOATBEpPAHTb Mepenady MOJHOMOYHI MapoJeM TOro MoJib30BaTelis, KOTOpbii Mo-
JlyuaeT nepelaaBaembie MOJNHOMOUMS (JHCTHHT 2.23).

iceking@ubuntu:~$ su -1 finn

MNaponb: <napone finn'a>

finn@ubuntu:~$ id

uid=1001(finn) gid=1001(finn) rpynnb=1001(finn)
finn@ubuntu:~$ su -1 jake

Maponb: <naponb jake'a>

jake@ubuntu:~$ id

uid=1002(jake) gid=1002(jake) rpynnb=1002(jake)
jake@ubuntu:~$ 3

finn@ubuntu:~$ D

iceking@ubuntu:~$ sudo -i -u finn

[sudo] password for iceking: <naponb iceking'a>
finn@ubuntu:~$ id

uid=1001(finn) gid=1001(finn) rpynnb=1001(finn)
finn@ubuntu:~$ sudo -i -u jake

"Ha tekywwmii Moment Bpemenn B Linux peanusoBana cucrema POSIX.le npusuneruii capabilities(7),
noapoGHee cx. paso. 4.5.2.
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[sudo] password for finn: <maponb finn'a>
finn is not in the sudoers file. This incident will be reported.

HyxHo 3ametuth, yto B Ubuntu Linux napoab cyneprnosb3oBaTensi root 3a6JOKHPOBaH,
YTO He MO3BOJISIET HCMOJIb30BAaTh YYETHYIO 3aMUCh KaK «OOblUHYIO» IJIsi PErHcTpaluH B
cHCTeMe M MpeBpallaeT ee B «posieBylo». Kak ciencTBue, MPHBHIErHSIMH «pPOJIH» Cymep-
10J1b30BaTe/Isl MOXHO MMOJIb30BAThCS JIHLIb MPH MOMOLUH sudo H TOJIbKO HENMpPHUBHJIETHPO-
BAaHHBLIM [10/1b30BaTe/IsIM, SIBHO yKa3aHHbIM B MpaBuiax nepenaun sudoers(S).

2.7.2. XpaHUNHLLA YYETHbIX 3aNHCeH

Hucdopmauns o6 unentuduxkaropax UID u GID, umenax nosnb3oBarteneii u rpymnm, HX
naposisx M MpPOYHX CBOMACTBAX YUETHbIX 3amucell pa3mellaercss (B MpocTefilieM ciyyae)
B (aliIoBbIX «XPaHHMHLIaX» — OObIYHBIX TEKCTOBbIX (haiinax Kartanora [etc, dopmupys
6a3bl JaHHbIX MOJIb30BaTebCKUX [etc/passwd, /etc/shadow 1 rpynnoBbix /[etc/group,
/etc/gshadow yueTHbIX 3anuceii. PopMaT W CTPyKTypa 3THX (DaiJIOB XOPOLLO NOKYMEHTH-
poBahbl B pykoBozactse passwd(5), shadow(5) u group(5), gshadow(5) u npeacrasasiorT co6oii
npocTeillie TeKCTOBble TalJHLbl, Ile CBOHCTBA KaX[0H Y4YeTHOH 3aMuCH MpeacTaBjieHbl
Hab6opoM CTO/IBLIOB OIHOI CTPOKH, Da3JeJleHHbIX CHMBOJIOM ABOETOUYHMS : (JMCTHHTr 2.24).

finn@ubuntu:~$ cat /etc/passwd
root:x:0:0:root: /root: /bin/bash

dvk:x:1000:1000:Dmitry V. Ketov,,+7(812)703-02-02,,: /home/dvk: /bin/bash
finn@ubuntu:~$ cat /etc/group

dvk:x:1000:
padmin:x:168:dvk
sambashare:x:109:dvk
admin:x:110:dvk

[pu ucnosb3oBaHuM «KommyTaTopa ciayx6bl Wmer» (NSS, W:[Name Service Switch]) ume-
eTCsl BO3MOXHOCTb XPaHWTb 06a3bl JaHHbIX YUETHbIX 3amucell B JIOObIX XpaHHIHLIAX,
BKJlouasi cereBble cayxObl KartasoroB NIS, NIS+, LDAP, aktuBublil katasor Microsoft
Windows ¥ naxe pessildoHHble ceTeBble 6a3bl naHHbix SQL — npu momowu coor-
BercTBYyloLMX Momyneii NSS (auctuHr 2.25) u cornacHo HacTpoikaM KOMMyTatopa
nsswitch.conf(5).
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finn@ubuntu:~$ cat /etc/nsswitch.conf

passwd: compat ®
group: compat
shadow: compat

finn@ubuntu:~$ find /1ib -name 'libnss_*'

/lib/1386-1inux-gnu/libnss_nisplus.so .2
/lib/1386-1linux-gnu/libnss_compat.so.2 ®

/lib/1386-1inux-gnu/libnss_files.so0.2
/lib/1386-1inux-gnu/libnss_nis.so.2
/lib/1386-1inux-gnu/libnss_winbind.so.2

2.8. [lepeMeHHble OKpyXeHuA
N KOHHTYpaLnoHHbIe dot-¢aiinbl

Ins oonopasosoll mapameTpu3alldM BbIMOJHEHHS KOMaHI CJYXaT HX UHOUBUOYAAbHbLE
KJIOYH, yKa3blBaeMble KaxcIblii pa3 MpH 3amycKe KOMaHIbl, HO HHorza tpebyercsi ycra-
HOBHTb HEKHH MapameTp, KOTOpbli Obl [eHCTBOBaJ B TeyeHHe BCero ceaxca paboThl
MoJb30BaTes C CHCTeMOH, WaM oOwjuli mapameTp, KOTOpbiii nAeficTBoBaa Obl 1451 BCex
KOMaHI, 3alyCcKaeMbix B ceaHce. TakuM MexaHH3MOM siBJisieTCsi OKpyxeHue environ(7) u
nepeMeHHble OKDY)XEHHsl, 3HAaueHMsl KOTOPbIX MOXHO YBHAETb MpPH [OMOLUH KOMAaHMbl
env(1). TMepemeHHble OKpyXeHHsi OObIYHO IOKYMEHTHPYIOTCSI Ha CTpPaHHLle PYKOBOACTBA
K TeM MnporpamMmamM, Ha KOTOpble BO3[eHCTBYIOT, KaK npaBuJio, B pasznene ENVIRONMENT.

Hanpumep, nepemeHHasi OKpyXeHWsi PATH CONEPXHT Mepeulc/ieHHe pa3fielleHHbIX CHMBO-
JIOM : HMEeH KarajoroB, rjae Jio6oi KOMaHAHbIH WHTEprperaTop HWIIeT OJHOMMEeHHbIe
3aMycKaeMblM KOMaHIaM Mporpammbl (JHCTHHT 2.26).

finn@ubuntu:~$ date

Yr. maprta 12 01:24:47 MSK 2015

finn@ubuntu:~$ help -d unset

unset - Unset values and attributes of shell variables and functions.
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finn@ubuntu:~$ unset PATH
finn@ubuntu:~$ date
bash: date: Het Takoro daina wwm katanora

[TepemeHHasi OKpy»xeHHsi LANG COIEpXHMT HAEHTH(HKATOp si3blka, HAa KOTOPOM TMpOrpam-
Mbl CcTapaioTcsi o6liaThCsi ¢ Mosb3oBaTesneM (MUCTHHT 2.27), Hanpumep man(l) uuer ne-
PeBOZ CTPaHHLbl PYKOBOJCTBA.

finn@ubuntu:~$ LANG=ja_JP.UTF-8
finn@ubuntu:~$ date

20155 9A 12R *HEH 17:00:09 MSK

f"L,nn@Jbuntu:-S LANG=ka_GE.UTF-8
finn@ubuntu:~$ cal

Lgdhaddaho 2015
33 ™ Lo mm by 3o Bo

1 2 3 435

6 7 8 91011 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30
finn@ubuntu:~$ unset LANG
finn@ubuntu:~$ whatis man
man (7) - macros to format man pages
man (1) - an interface to the on-line reference manuals ®
finn@ubuntu:~$ export LANG=ru_RU.UTF-8
finn@ubuntu:~$ whatis man
man (1) - JOCTYN K CMpaBOYHbM CTPaHMLaM

man (7) - macros to format man pages

[TepemenHasi OKpykeHHsi PAGER yKa3blBae€T WMsi MPOTPAMMbl «JIHCTATEJIs», MCIOJb3YHolile-
rocsi APyrHMH MPOrPaMMaMH, BbIBOJ KOTOPbIX He yMelllaeTcsi Ha OIAWH 3KpaH. Tak, Ha-
npumep, nocrynaer man(l) npu oroGpaxeHHH OT(HOPMATHPOBAHHONH CTPAHHLBI PYKOBOI-
crtea, mail(1) npu npocmorpe miuHHoro nucbma, mysql(1) uau psql(1) npu BbiBOmE GOJb-
LIOr0 KOJIMYeCTBAa pe3yJbTHPYIOLIMX CTPOK OTBeTa 3a 3anpoc K 6a3e naHHbix. HauGosee
pacnpocTpaHeHHbIM JiHcTateneM siBasiercst  less(1), Wcnosb3yemblif Kak 3aMeHa MeHee
yno6HOro «Kjaaccuyeckoro» more(1).

[TlepemeHHble OKpyxeHHs EDITOR ¥ VISUAL yKas3biBalOT HMsi TEKCTOBOrO pelaKTopa, KOTO-
peiit 6yner BbI3BaH APYTHMH NpOrpaMMaMu MNpH HeOOXOAMMOCTH pPeNaKTHPOBAaTb TEKCT.
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Hanpumep, crontab(1) ucnosbayerT ykasaHHbiii TakuM .06pa3oM peNaKTOp /ISt W3MEeHeHHsl
CMHCKA MNepuoanyeckux 3ananuii, mMail(1) mnsi penakTHpoBaHHs oOTMpaBiasieMoro coobuue-
uust, mysql(1) wam psql(l) ans pemakTHpOBaHMSI IJIHHHBIX 3anpocoB K 6a3e JaHHBIX, a
Iftp(1) mis penakTHpoBaHMsi CMHCKa «3aknanok». OueHb YacTo B KauecTBe pelaKTopa
MCMONb3YeTCs «KJNAaCCHYECKHi» M JOCTATOYHO HempHBbluHbIA Vi(1), KOTOpPBI# MOXHO Takum
06pa3oM 3aMeHHTb GoJiee ynoGHbiM Nano(1).

[Tepemennasi BROWSER ykasbiBaeT uMmsi npocmotpuiika HTML (auctunr 2.28), koTopblit
OyleT WCMOJb30BaH JPYrHMH MporpaMmaMHd rnpH HeoGxomumoctH mnokasatb HTML-
CTpaHMlly, Hanpumep, OT(POPMATHPOBAHHYIO TaKHM 06pa3oM CTpaHMLY PYKOBOJCTBA
man(1).

finn@ubuntu:~$ man -H 1s

sh: 1: exec: www-browser: not found

man: couldn't execute any browser from exec www-browser
finn@ubuntu:~$ export BROWSER=chromium-browser
finn@ubuntu:~$ man -H 1s

B Tekyuem ceaHce 6pay3epa CO3AaHO HOBOE OKHO.

HeKOTopble nporpaMMbl UMEIOT CIleLHa/IbHYI0 MEepeMEHHYIO OKPY>X€HHs, KOTOopas coaep-
XXHUT KJIKOUH, MPUMEHsieMble KaXIblH pa3 npy Bbi30B€ MpoOrpamMmbl, HanmpuMmep MANOPT 1.4
man(1). Takue nepemeHHble [Jisi MPOrpaMM XXX uyaile BCEro HMMeIOT HMSi XXXOPT HJH
XXX_OPTIONS /M fake XXX, Hanpumep ZIPOPT assi zip(1), TAR_OPTIONS auisi tar(1), GzIP nns
gzip(1) u LESS/MORE mnisi less(1) u more(1) cooTseTcTBEHHO.

YcraHoBHB, Hanpumep, MANOPT=-H (BROWSER=chromium-browser, HJ1 BROWSER=firefox, uiu
BROWSER=1inks, Wyii BROWSER=lynx), MOXXHO MPOCMAaTpPHBaThb CTPaHHLbl PyKOBOACTBAa B (OX-
HOM M3 yKasaHHbIX rpacduueckoM W/unu TekctroBom) Web-6paysepe, a ycTaHOBUB GZIP=-
9, MOXHO 3aCTaBHTb YMAaKOBIUIWK BCEria HCMOJb30BaTh MAEBATYI0 (CaMyl0 CHJbHYIO, HO
CcaMylo MeJJIeHHYI0) CTeneHb CXaTHs.

[lepemenHasi OKpyeHHsi PS1 H3MeHsleT MpHIJalleHHe KOMaHAHOro HHTeprnpeTatopa H
MOXeT COAepKaTb MOACTAHOBKH (1OKyMeHTHpoBaHHbie B bash(1), cm. pasnen PROMPTING),
HanpuMep, \u— HMSi 3aperHCTPHPOBAHHOTO B CHCTeMe MoJb30BaTensi, \h — KopoTkoe
co6CTBEHHOE HMsl KOMMblOTepa, \w — HMs TeKyllero karajnora, \$ — CHMBOJ MpHIJa-
WeHHst $§ st 0ObIYHOTO MOJIb30BaTeNsi M # 1JI Ccyneprosb3oBaTensi root, \t — Bpems
B 24-yacoBoM ¢(opmarte, \e — ynpaBisilOLLHH CHMBOJ ESC W mp.

Mcnoabayss noactaHoBku PS1 W ynpasasiowue ESC-nocnenoBatesnbHocTH console_codes(7)
WK  BOCMOJIb30BaBILMCh 06a30f  [aHHbIX  YMpaBJsiiOIMX  ESC-MOC/eN0BaTeNbHOCTEH
terminfo(5) u xomanpoit tput(1), MoxHo MomudHUHPOBATH MPUrIalleHHe MO CBOEMY Npei-
nouteHuto (NUCTUHT 2.29).
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finn@ubuntu:

~$ man 5 terminfo

enter_reverse_mode rev mr turn on reverse

video mode

enter_dim_mode dim mh turn on half-bright

mode

exit_attribute_mode sgro me turn off all

»

finn@ubuntu:

POOOEEO esc

finn@ubuntu:

esc
0,0,0,0.00

finn@ubuntu:

000OOEO esc

finn@ubuntu:

13:17:25
finn@ubuntu
13:17:25
finn@ubuntu

attributes

~$ tput rev | od -a
[ 7 m

~$ tput dim | od -3
[ 2 m

~$ tput sgro | od -a
( Besc [ m

~$ Ps1="\e[2m\t\n\e(B\e[m\ug\h \e[7m\w\e(B\e[m \$ '
B$cd fetc

/ety

Mnu naxke MOXHO BOCIOJIb30BaThCsl MOMAAEPKKO# cumBosos unicode(7) B UTF-8(7) npen-

cTaBlieHWH Ha TepMmuHane' (nuctuHr 2.30).

finn@ubuntu:

speed 38400
eol = M-7?7;

~$ stty

baud; line = 0;
eol2 = M-"?; swtch = M-7;

'B 3ToM npumepe 3MysisTOp TepMuHHana B rpaduueckoM HHTepdeiice MO YMONYAHHIO MMEET HyXHble

lWwpHdTL, a Ha

KOHCOJMM Heo6X0AWMO 3arpy3utb mnoaxoasiiiuit Unicode-wpudT, Hanpumep, KoMmaHIO#

setfont Uni2-Terminusi16.
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ixany iutfg =
finn@ubuntu:~$ PS1="\u\342\230\273 \h:\w\$ '
finn @ ubuntu: ~$

[lepemeHHasi okpy»xeHHst TERM yCTaHaBJMBaeT MMsl TepMHHaJa, 1O KOTOPOMY IMpPOrpamMMbl,
ucrnonbaymoliye ynpasaswouine ESC-mocnenoBarenbHocTH (Hanpumep, ¢alioBblil MeHen-
xep mc(1)), 6GepyT ux 3HaueHdst u3 Gasbl mauHbix terminfo(5). nsi amyssitopoB TepmuHa-
Ja B rpaduueckoM HHTepdelice ee 3HaueHHe 0ObIUHO TERM=xterm WM TERM=xterm-color,
s KoHconmu Linux TERM=linux, a asis HacTosiwlero annapathoro TepmuHana W:[VT100]
TERM=vt100. [Ipy HenpaBHJbHOM 3HaueHHH NepeMeHHOH (MUCTHHr 2.31), Hampumep, MOryT
«repecTtathb paboTaTb» (YHKLHOHAJbHblE KJABHIUH, MPOCTO MOTOMY 4YTO Nporpamma Oy-
IeT OXHAaTb MNOCTyMieHue onpeneieHHoll ESC-mocnenoBarenbHOCTH @, COOTBETCTBYIO-
el (yHKUHOHANLHON KJaBHIle, a B peajibHOCTH OyneT mocTynatb apyras @.

finn@ubuntu:~$ env

TERM=xterm
finn@ubuntu:~$ TERM=linux
finn@ubuntu:~$ infocmp
o kf18=\E[32~, kf19=\E[33~, kf2=\E[[B ®, kf20=\E[34~,

finn@ubuntu:~$ od -a

® 0000000 esc 0 Q *nl
0000004

CTOHT OTMETHTb, YTO MepeMeHHbie OKPYXEHHs] COXPaHsIlOT CBOM YCTAHOBJIEHHble 3Haue-
HHSl B OMepaTHBHOH NaMsTH KOMAHIHOrO WHTeprpeTaTopa W TepsiloT WX MNpH 3aBepllie-
HUM ceanca. JIns yCTaHOBKH NOCMOAHHLLL ~ 3HAUEHHH MapaMeTpoB MNpPOTpaMM JIOTHYHO
MOMECTHTb HX B Kakoe-JH60 N0JrocpoyHoe XpaHWJHlle, HanpuMep B (aiibl Ha OUCKe.
Crieunanbhble (aiiibl W KaTajlord, COXpaHsiiollke KOH(MUIypalHOHHbIE MapaMeTpsbl, [0
cornallleHHI0 HMMelT HMeHa, HauuHawouuecss ¢ Toukd (dot — Touka), pacnosararoTcs
B JOMalllHeM Karajore rosb3oBaTesiss U HocsAT Ha3BaHue dot-caiinoB (auctuHr 2.32).
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finn@ubuntu:~$ 1s -A

* _bash_history
.bash_logout
.bashrc

.profile

.ftp

.ssh

finn@ubuntu:~$ file .profile .bashrc .1ftp .ssh
.profile: ASCII English text

.bashrc: ASCII English text

ftp: directory

.ssh: directory

Hekoropbie nporpammbl, Hanpumep Iftp(1), ssh(1) wan ssh(1), umeior coGerBentbie KoHpH-
rypauvonHbie Gaiinbl W/unM  Katanorw, torma kak mnpocteiimne less(1), tar(1) u zip(1)
MpPeamnosnaralT, YTO «MOCMOSAHKble» MApaMETPbl MO-TIPEXHEMY 3aNaloTCsi MPH MOMOLLH
TMepeMeHHBIX OKpY>KeHHsi LESS, TAR_OPTIONS W ZIPOPT.

B Takux cayuasix «moCTOsiHHbie» 3HaueHHs MEPEMEHHBIX COXPaHsIloTCs B KaKoM-JH60
KOH(UrypauHoHHOM (haiiie KOMaHIHOrO HHTeprperatopa bash, HanpuMmep, CUHTHIBaEMOM
B Hayaje ceaHca — .profile WJM NPH KaxaoM 3anycke — .bashrc (nuctuHr 2.33).

finn@ubuntu:~$ less ~/.bashrc

GZIP=-9v
PS1="\e[2m\t\e(B\e[m \u@\h \e[7m\w\e(B\e[m \$

/

Koudurypaunonusie dot-daitnel npenctaBnisiioT co6oii TEeKCT Ha HEKOTOPOM si3blKe, M0-
HSITHOM KOH(UIypHpyeMOH nporpamMme, HanpHMep, s13bIK KOMAaHIHOTO HHTeprperaropa
bash(1) ucnonbsyercss B .profile u .bashrc.

B 6onbuinHcTBe ciyyaeB MMeHa dot-¢alnoB M HMX $I3bIK JOKYMEHTHPYIOTCSl B CTpaHHLAX
PYKOBOACTBA K «HX» mnporpammam, o6biuHo B pasnene FILES. Hepenko xoHdurypauuoH-
HOMy (baiily MocBsillaeTcsl OTHeJbHAs CTpPaHHLA B MSTOM CeKUWH, Harmpumep, Nnanorc(5)
mast dot-caiina .nanorc TekctoBoro pemakropa nano(1) uau netrc(5) mns dakina .netrc
FTP-kauentos ftp(1) u Iftp(1), uau ssh_config(5) mas .ssh/config SSH-knuenta ssh(1).
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B oTnenbHbIX ciyyasix, Koraa KoHGHUrypHpyeTcsi He KOHKpeTHasi nporpamma, a o6uias
LSl MHOrMX mporpamMm GuGmnuoteka, nanpumep readline(3)', HasBaHue nepemMeHHBIX OKpY-
XKEeHHsl, UMsl H $I3bIK KOH(HIypaUHOHHOTO (aiia MOXKHO MOJYYHTb (INPUTRC H .inputrc
nasi readline(3), cooTBeTCTBEHHO) M3 CTpPaHHIbl PYKOBOIACTBA CaMOW GHOIHOTEKH.

2.9. B 33kn104eHHe

Komaunubiéi untepdeiic Linux, kakuM Obl «CTpalUHbIM» He Ka3ajCsi, B peajbHOCTH YyIH-
BUTeNbHO (DYHKLHOHa/NeH JJIsi pelleHHss MacChl pa3HooOpasHbiX 3ajay, XOTs OH M He
peluaer abCoOMIOTHO BCe 3ajaud OfMHaKOBO 3(ddekTuBHo. Hanpumep, ero HeBeposiTHO
CJIOXHO W HeynoOHO HCMo/Nb30BaTh st 06paboTku rpaduueckoil HWHdopmauuH, Koraa
NnpH B3aHMOAEHCTBHHM C TMoJb30BaTeseM TpebGyeTcsi BBECTH KOJOCCA/NbHOE KOJIHYECTBO
«rpadHuecKux» JaHHbIX, HanpuMep, yKa3aTb OOGTpaBouHbli?> KOHTYp. B 3ToM cayuae
rpacduueckuii uHTepdeHCc C «HenocpeaCTBEHHbIM» MaHHMYJIWPOBAHHEM MONOHAET ropaszio
Jyulie.

Jnsi HauuHalOLlero nosb3oBaTessi HHTepdelc KOMAaHAHON CTPOKH NEHCTBHTENbHO SIBJISI-
eTCsl HenpusviuHbiM, YTO 3a4acTylo MyTalT C Heyodo6CcmeoM, TaK TOJKOM H He pa3o-
6paBIUKCh CO BCEMH €ro BO3MOXHOCTIMH. Besi cuna si3bika KOMaHIHOrO MHTEpNpeTaro-
pa B MOJIHOH Mepe pDacKpbIBaeTCsi B 21aée H, IO OCBOEHHS KOTODOH UYHMTaTesl0 MNpea-
raeTcsi He JeslaTb CKOPOMaJHTEJbHbIX BbIBOIOB.

EcrecTBeHHble S3bIKH, KOTOpble HCMOJB3YIOT JIIOAH VISl B3aHMOIEHCTBHSI Mexay co6oi,
Ha MOpANOK cloXHee (POPMaNbHOrO KOMaHIHOTO si3blka OrnepalnoHHOl cucTeMbl. OnHa-
KO HCIOJb30BaHHE TJ1arojioB (KOMaHA), CYLIECTBHTEeNbHbIX (apryMeHTOB) W Hapeuui (on-
LUMHA) poaHOro f3blka Majlo Yy KOro Bbi3biBaeT 4yBCTBO Heyno6GcTBa. HaoGopoT, cTpaH-
HbIM TOKaXeTcsi TOT Ye/lOBEUeCKHi HHIAWBHAYYM, KOTOpbIH MOMbITaeTcsi B OGLLECTBE HC-
No/Mb30BaTh HEMOCPEeNCTBEHHOE MaHHUIYJHPOBaHHe, HanpuMep, YKa3biBasi (lLesKast)
najblieM B Mara3uHe Ha TOBapbl (3HauKM) M Mblua 4TO-TO HeuJeHopasaeibHoe. Ckopee
BCEro, Mbl NpPHMEM ero 3a HHOCTpaHUa (WaH 3T0 OyneT peGeHOK), ellle He B TOJHON
Mepe BJIaJIeIOLLero A3bIKOM.

VIMeHHO xomanOHwil unmepdeiic B coBpeMeHHOM BHae — ayaHodopme — OGoJiblie He
IBJIIETCA YZIeJIOM XyJOXEeCTBeHHbIX (paHTaCTHUECKHX MPOW3BENEHHH, Te KanHWTaHbl Mex-
ralaKkTHYeCKHX KopabJyieli KOMaHOylOT KOopabusiM «BKJIOUMTb 3allWTHOe TMoJie». Tenepb
Mbl BCe MOXeM TMpH MOMOLLH KOMaHIHOro ayaHouHTepdeiica cMmapTdoHa HaHTH Oiu-
Kafillylo MHLLEPHIO HWJIH MaplipyT K HyxHoMy Mecty. Hapetoch, uTo W andaBHTHO-
uudpoBas ¢dopma KOMaHAHOro HHTepdeiica, nocTaBluasics «B HacaenctBo» oT UNIX u3
70-x ronoB mpouuioro Beka, Bac Toxe He ocoGo ucmyraer. Ok, Google?

"'readline(3) — 6u6AHOTEKA paCLIHPEHHOTO pPelaKTHPOBAaHWS BBOAMMON KOMAHIHOH CTPOKH, KOTOpas HC-
noab3yercsi bash(1), Iftp(1), mysql(1) u np.

2 BhiieuTh MYLIHCTOrO 3Bepbka — meclia, choTorpaHpOBAHHOTO CHAALLHM B Tpase.
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Mopcucrembl ynpasieHna pannamu
W BBOJJOM-BbIBOJJOM

3.1. ®aitnbl M epeBo KaTasioros

Bce onepauyonnbie chctembl cemeiictBa W:[UNIX], Bkmiouasi Linux, 6a3upyioTcss Ha On-
HOH YyHHBepCaJbHOH HIee, 3aJlOXXKeHHOH B MX OOLIeM MpelKe, ONpelesMBLIEM OCHOBHblE
yepTbl cemeiicTBa — onepauuoHHo#t cucreme UNICS. B a66pesuarype UNICS', uau
x#e UNiplexed Information & Computing Service, UeHTpaJbHOe MecTO 3aHMMaeT Hies
«uniplex»MpoBaHHs, WJIH e ONHOCOCTaBHOCTH (ONHOCJOXHOCTH) — HAes pellaTb pas-
Hble 3aJaul eIHHBIM CIOCO6OM.

OnHHM M3 BbIpaKEHHHA 3TOH HIEH SBASETCS yTBEpXIeHHE O TOM, uTO uUH@PopMayus
ecmbv @aiia, oTkyna Obl 3Ta MHpoOpMauus B CHCTeMy He noctynana. [Ipu momouu daii-
JoB obecreyuBaeTcss AOCTYN K HH(OPMAaLMH Ha YCTPOHCTBaX XpaHeHHs (3anucaHHOH
paHee), WH(oOpMaLHK C yCTPOHACTB CBSI3H (MPHHHMAaeMO# M3 KaHaJoOB CBSI3H B pealbHOM
BpeMeHH), UHPOPMALMH M3 JIOObIX NPYrMX HCTOYHMKOB. Paiia, TakiM o6pa3oMm, siBisieT-
cs enuHHLel obecriedeHuss docmyna K HHPOPMALMH, a He eNUHHLEl ee XpaHEHHs, Kak
B JPYTHX OMEepalHOHHbIX CHCTeMax.

OnHu caiinbl 06ecrneyuBalOT. JOCTYN K HHGOPMaLKMH, XpaHHMOH Ha pa3HOOOpPa3HbIX HO-
CHTeNISIX: MarHMTHbIX JMCKaX M JWcKeTax, ontuueckux CD/DVD/BD, TBepmoTesbHbix
«auckax» W np. Ilpyrde daiinbl obecrneynBaloT A0CTYNn K HHbOpMallMK, MNocTynawolle
u3/B yCTPOKHCTB BBONA-BbIBOJA — KJABHATyp, MaHHMYyJAATOPOB «Mbllllby, TaunajioB, CeH-
COPHbIX 3KpaHOB, MOCJe10BaTe/bHbIX H MapajjelbHblX MOPTOB, BHIEOKAMep, 3BYKOBBIX
kapt 4 np. OcobeHHble aiinbl obecneynBaOT [OCTYN K HHGPOPMaLUUH O CYLIHOCTSX
flpa OMNepaLMOHHON CHCTeMbl (MpoLecChl, HUTH, MOMLYJH, ApaiBepa W Mp.).

Tak unu wHaue, Bce (aiisibl OAHHAKOBO HAEHTH(PULMPYIOTCS CBOUMH UMEHAMU, YNOPSLO-
YeHHbIMH B (opMe eIHHOH M eNUHCTBEHHOH HepapXHUecKOH CTPYKTYpbl, Ha3blBaeMO#
depesom kamanozos (puc. 3.1).

! Bonee nosnuss a66pesuatrypa UNIX npoM3HOCHTCS HAEHTHYHO, HO Ha ONHY GyKBY KOpoue.
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etc

g

-

sbin

g

lib

usr

var

tmp

Puc. 3.1. A6contoTHOE NyTEBOE HMA M OTHOCHTENIbHOE NYTEBOE UMS

3.1.1. NyTesble nMeHa $aitnos

[no6anbHO YHHKaNbHBIM HAEHTH(DHKATOpOM (haiina B Mpefesnax ONepaLMOHHON CHCTEMbI
SIBNISIETCSl €ro abcoatomHoe nymesoe UM, BbIUHCISIOLEECS KaK MyTb OT KOPHS JepeBa
KaTajoroB 10 uUeneBoro ¢haiina, BKJOUAs HAualo M KOHeL, MyTH.

Heo6xonuMMo akileHTMpOBaTb BHHMaHHE Ha TOM, YTO HMsl y KODHEBOro Karajora oTCyT-
CTBYET, T. €. SIBJISIETCS NYCTOH CTPOKO#H
umsi  aina
Ha  BCEX  KATalOroB MyTH M WM CaMmoro (aitna,  BkJIOYasE  KOHLBI —

. Takum o6pasom, abconiotTHoe @ mnyTeBoe

.

(cm. puc. 3.1) 3anucbiBaeTcsl Kak pasjieieHHble CHMBOJOM [ HMe-

OmnocumenvHoe nymesoe uMs BbIUHCISAETCS KaK OCTATOK MYTH OT HEKOTOPOro 3apaHee
3agaHHoro (HasbiBaeMoro pabouum, WD — working directory) xatanora no ueneBoro
taiina, BkOYasi L nym Ins pabouero katanora WD: fusr/local OTHOCHTeJbHOE

KaTaJloroB OCTaTKa nyTn M uMsi camoro caina — RE

D,Jlﬂ NPOBEPKH MPaBHUJIbHOCTH 3aIllUCH IyTE€BbIX HMEH BcCeriaa MOXHO BOCl'lO.HbSOBaTbCH
pR——

nposepkoit ABS=WD 4 REL, nanpumep /usr/local/bin/bender = fusr/local f i i.ns/'m
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Hekoropble katanord nepeBa (Hampumep, Karalord NepBOrO yYPOBHsS) HOCST YCTOSIBLUHe-
csi B cemeiicTBe onepaudoHHbix cucteM UNIX umena (cm. hier(7)) v muddepenuupyior
coflepXaHHe 10 CMbICJIOBOMY MpPH3HAKY.

Hanpumep, katanor /bin (binary) npenHasHaueH [Jisi cucmemHux Nporpamm oobLiero
Ha3HaueHus, KaTajior fusr'/bin — 1as npuxiaduwvir (YCJAOBHO) MporpamMmm oO6LIEro Ha-
3HayeHHsl, Karajaor Jusr/local/bin — 1/l «10KAABHON YCTaHOBJIEHHbIX TMPHKJIAAHbIX
nporpaMm o6lllero Ha3HaueHWsi, a KaTaJord bin BHyTpPH NOMALUHMX KaTaJoOroB I0Jb30Ba-
Teseli — JJIsi TIPOrPaMM MepPCOHAAbHO20 Ha3HAUEHHs.

Ananoruyso onpenensieTcsl Ha3HaueHHe KaTanoroB [sbin, /[usr/sbin, /usr/local/sbin
C TOH JHllb pa3HHLeH, uTo KaTajJoru sbin pacuindpoBbiBaloTcst Kak superuser's binaries
U MpelHa3HayarTcs IJs MPOrpaMM CHCTEMHOrO aJAMHHHCTPHPOBAHHMSA: CHCTEMHbLIX, MPH-
KJaIHbIX M «JIOKaJbHO YCTAaHOBJIEHHbIX» COOTBeTCTBeHHO. Karanoru /lib, fusr/lib u
Jusr/local/lib aHaJOTMYHO CONEPXKAT CUCTMIEeMHble U NPUKAAOHbEe GUOJHOTEKH.

Katanor /etc comepxuT o6luecHCTeMHble KOH(HUrypaluHoHHble (aijibl U ¢ MOJHBIM Mpa-
BoM MoxeT® pacwindpoBbiBaThbest Kak editable text configuration.

Katanor /[home sBisieTcsl KOHTEHHEpPOM JOMALLIHMX KaTaJoOroB MoJib30BaTesnell (Kpome
cynepriosib3oBatesisi root). Katasor /var siBjsieTCs XpaHWIHMLLIEM JHHAMHUECKHX JaHHbIX
(kypHanbHble ainbl /var/log, MNOuYTOBble SIIIHKH /var/mail, pa3HooOGpa3Hble OYepenH
[var/spool W ToMy nomo6GHOe), a KaTajor [tmp sIBJsieTCS] XPaHWJIMLIEM BpEMEHHbIX NaHHBIX.

Karanoru /dev, /proc W [sys comepxaT creuuanbHbie (ainbl ycTpoiictB! U ncesnodaii-
JIOBBIX CHUCTeM proc U sysfs.

3.2. Tunbi ¢painos

@aiinbl, Kak endHHUbl o6ecreueHHsi [OCTyNa K JAHHbIM, pa3jHualoTCs OMNepaLHoOHHOH
CHUCTEMOH N0 munam, YKa3blBalOLIMM HCTOUHHK HHpopmauuu. Ob6wvunbvie (regular) daii-
abl ¥ kamasoeu (directory) obecneunBalOT coxpaHeHHe HH(GOpPMALKMHU HAa TeX WJIH HHBIX
Hocutensx. Cneyuaavnovie gaiisve yempoiicms (special device file) moaBossiior o6MeHH-
BaTbCsl HH(poOpMauMeldl C TeM WM HHbIM annapaTHbiM YCTPOHCTBOM BBOJAa-BbIBOJAA, a
UMEHOBAHHKbIE KAHAAbL. W Paiirosvie cokemb, TpedHa3HaueHbl 1t oO6MeHa HHpopMaLHel
MeXIy MpoLLecCOM ONHOH NMpPOrpaMMbl H MPOLECCAMH APYrHX MPOrpPaMM.

"usr — B pauneit UNIX cokpaienue oT unix source repositrary, COBpeMeHHOE COKpallleHHe OT unix
system resources.

2yCTaHOBJ’IeHHbIX CHCTEMHbIM aJMHHHCTPATOPOM H3 CTOPOHHHUX HCTOYHHKOB, T. €. HE€ H3 nnc*rpmiymaa
CHCTEMBDI.

Setc — B panneii UNIX cokpaluienwe ot Jar. et cetera (u ToMy nomo6Hoe) — conepxan Gaiibl,
KOTOPbIM He HALJIOCh MECTO B IPYrHX Karajorax.

*[onpo6hee cu. pasd. 3.2.5 u 3.4.4.
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B npumepe u3 nucruura 3.1 B nosmvoM (-1, long) BbiBoge komaunpl S(1) mpousocTpu-
poBaH npu3Hak THna ¢aina. CumMBosoM - o6Go3HauaeTcsi OObluHbIA (haiiai, cHMBoOJIaMHu b
WIH ¢ — CrelHasbHble daiinel 610uHoro (block) uanm cumBoabHoro (character) yer-
pPOKMCTB, CHMBOJIOM p — HMeHOBaHHbIH KaHal (pipe), cumBoJOoM s — cokeT (socket), a
cuMBoOJIOM 1 — cuMBosHyeckasi ccbiika (link).

finn@ubuntu:~$ 1s -1 /bin/ls /dev/sda /dev/tty /sbin/halt
@ -rwxr-xr-x 1 root root 104508 Hos6. 20 2012 /bin/ls
brw-rw---- 1 root disk 8, O MapTa 24 23:45 /dev/sda

crw-rw-rw- 1 root  tty 5, © mMapTa 27 13:47 /dev/tty
lrwxrwxrwx 1 root root 6 sHB. 18 2013 /sbin/halt -> reboot
finn@ubuntu:~$ 1s -1 /run/screen/S-finn/11322.pts-5.ubuntu /run/udev/control
* prwx------ 1 finn finn 0 MapTa 27 13:47 /run/screen/S-finn/11322.pts-5.ubuntu
srwxr-xr-x 1 root root 0 mapTa 24 23:45 /run/udev/control

3.2.1. O6bIuHbIe dabl

OO6bluHble (haliibl  CcomepKaT MOJb30BATENbCKYI0 HH(OPMALHIO: TeKCT, H300paXeHus,
3ByK, BHIEO M TMpOYHe JaHHble B BHAe Habopa Oaiimos (cM. @ Ha puc. 3.2, Jauc-
THHT 3.2). 3a CTPYKTYpy conepXaHHsi M HMeHa OObluHbIX (DalIOB OTBETCTBEHHbI MpPH-
K/ajHble TMPOTrpaMMbl, a OMepalHOHHAsi CHCTeMa He HaK/aAbiBaeT HUKAKHX OrpaHUYeHHH.

finn@ubuntu:~$ file /usr/share/man/man1/file.1.gz
Jusr/share/man/man1/file.1.gz: gzip compressed data, from Unix, max compression
finn@ubuntu:~$ file /etc/passwd

/etc/passwd: ASCII text
finn@ubuntu:~$ file /etc/ls

/bin/ls: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked
(uses shared libs), for GNU/Linux 2.6.24,
BuildID[ sha1]=0x83531f308f1fa18221be53eaf399303400c14638, stripped

finn@ubuntu:~$ file /usr/share/sounds/alsa/Noise.wav

Jusr/share/sounds/alsa/Noise.wav: RIFF (little-endian) data, WAVE audio, Microsoft PCM,
16 bit, mono 48000 Hz

finn@ubuntu:~$ file /usr/share/backgrounds/Floorboards_by_Dawid_Huczynski.jpg
Jusr/share/b. ..s/Floorb. . .Huczynski.jpg: JPEG image data, JFIF standard 1.01

Co3natb 0ObluHbli (aili MOXHO MpH MoMmoulM J60H MporpaMmbl, COXpaHsiloUled HH-
dopmauuio B haii, HanpuMmep MOCPEACTBOM TEKCTOBbIX penaktopos Vi(1), nano(1) waw
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mcedit(1). [dasi co3manusi myctoro oGbIYHOTO (haiisia MOXHO BOCIOJIb30BaTbCs KOMaHIOM

touch(1) — cm. aucrunr 3.5. Iasi ynanenusi o6biuHoro ¢aitia npeaHasHauaerTcsi KOMaHaa
rm(1) — cm. auctunr 3.6.

Directory

Type
uUser Owner root
Group Owner root

Data Btocksl 30, 3%, ae

Metadata #26869764

. S L L LR TR D

T Attribute | value
Type Syalink
User Owner root
Group Quner root
Dats alocksI 874
3.2.2. Katanoru

26965761 .
file.txt
hardlink 20320797 4

2
syalink 26869754 *

20320737 +{-
{ i
\ L ] L w,
A

Data
Block#10  Block#22 Block #23
IO B 4 X N

1&8188186109160&191916691181919:{818191E
§128151810160610011160010816616018681000
1©61111019661011181681616651112111816881
261110691001%100@180181818811181869118}:

I | -

Data
Block 2874

mﬁﬁ;m /to, /t;rgei};"ﬁe 5 tx/

Puc. 3.2. UMeHa, MeTafiaHHble 1 AaHHble painnos

Regular

Type
User Qwner root
Group Owner root

Data Blocksr 13, 22, 23 ... 8%

@ajinbl-KaTanory, B OTJHUME OT OObIUHbIX (DaiJioB, UMEIT cJyxeOHOe st OrnepaLHoH-
HOH cHcTeMbl coiepumoe — mabauyy umen (cM. @ Ha puc. 3.2) dainoB u coorser-

CTBYIOLIHX MM HOMEpOB HHIEKCHbIX neckpuntopoB (inode, index node), mpousiocTpu-

POBaHHBIX B JIHCTHHre 3.3.
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finn@ubuntu:~$ 1s -ai
20332580 . 20318930 .bash_logout 20320866 examples.desktop
20316161 .. 20320868 .bashrc 20320867 .profile

o 20320797 .bash_history 20332712 .cache

Kaxnplii HHIEKCHBIA [ECKPHNTOP CONEPKHT MemadanHwvie (cM. OOO Ha puc.3.2) —
CMHCOK CTaHOApPTHBIX CBOHCTB ¢halia, B TOM YHCJIe YKa3blBAlOLUIMX MECTOMOJIOKEHHE
Oannuixr aitna (Habopa O6aokoB) Ha ¢aitoBoil cucreme. [TosHblii HabGoOp MeTajaHHbIX
(muctunr 3.4) nospossieT monyunTh komannaa stat(l), skaiouas pasmep daiina @, konm-
yecTBO 3aHHMaeMbiXx 6JIOKOB Ha aucke @, Tun daiina ©, HOMep HHIEKCHOrO AECKPHII-
tTopa @, npaBa noctyna ©, Bnanenbues @ u np.

finn@ubuntu:~$ stat .profile

oamn: ".profile"
Pasmep: 675 © Bnokos: 8 ® Bnok B/B: 4096 © obbmHbiA daitn
Yctpoiicteo: fcOOh/64512d Inode: © 20320867  Ccoukm: 1

© Joctyn: (0644/-rw-r--r--) @ Uid: ( 1001/ finn) Gid: ( 1001/ finn)
JocTtyn: 2015-04-01 00:48:07.220999337 +0300

MoanduumposaH: 2011-05-18 13:54:10.000000000 +0400

W3ameHéH: 2015-03-11 23:36:12.060159729 +0300

CozpaH: -

Ilns cosmaHus KartaJoroB MpenHasHayeHa Komanma mkdir(1), a mas ymanenus rmdir(1),
MpH 3TOM YIAJEHHIO MOMJIENAT TOJbKO MyCTble KataJord (cM. JUCTHHT 3.8).

3.2.3. UMeHa, laHHbIe, MeTalaHHbIe
H MHAEKCHbIE AeCKPUNTOPDI

Kaxnpiit pas, korama wucnoJb3yercss mnyTeBoe (aGCOJIOTHOE HJIH OTHOCHTENbHOE) HMs
¢aiina, NPOU3BOAMTCS HTEpPaTHBHbIH MOWUCK (aiiia B IepeBe MyTeM MOCJeNOBaTENbHOIO
pasbopa Ha HWMsA — MeTaJaHHble — JaHHble MepBOro KaTajora I[yTH, COAepXallero B
CBOI0 Ouepellb MMEeHa — MeTaJaHHble — JdaHHble BTOPOro M T. M., [OKAa B KOHLE [OHCKa
He OyZyT HalIeHbl HMMs — MeTallaHHble — JaHHble yKasaHHoro aina. Takas cchliou-
HOCTb MO03BoJisieT C(HopMHpOBaTh yNOOHYIO APEBOBHIHYI CTPYKTYpY VISl KaTajoTH3alHH
¢ainoB (HasbiBaeMylo 1epeBOM KaTaJoroB), OJHAKO CaM TMOHCK SIBJSIETCH OTHOCHTEJbHO
IJIMTEJIbHON ornepalHen.



Moancrembl ynpasneHns Gainamu n BB0OM-BbIBOZOM 57

3.2.4. Ccoinku

Katanor kak caits-cnicok HMeH NpyrHx (aiiyioB, KOTOPbIM COMOCTaBJeHbl HOMepa HH-
JIeKCHbIX JECKPHIITOPOB, He 3aripellaeT HMeTh ABA PA3HbIX HMeHH (ailia, yKasblBalolIHX
Ha OmHH U Texe Mmemadannwvie (cM. ©® Ha puc.3.2). Takoit sddekr Hocur Ha3BaHHe
Hecmroll ccolAKl, CO31aTh KOTOPYK MOXHO npu nomoid komauisi In(1) (muctuur 3.5).

finn@ubuntu:~$ touch readme
finn@ubuntu:~$ 1s -1i readme
20318653 -rw-r--r-- 1 finn finn © anp. 1 01:22 readme
finn@ubuntu:~$ ln readme readme.txt
finn@ubuntu:~$ touch README
finn@ubuntu:~$ 1s -1i readme readme.txt README
* 20318653 -rw-r--r-- 2 finn finn © anp. 1 01:22 readme
20319121 -rw-r--r-- 1 finn finn © anp. 1 01:23 README
* 20318653 -rw-r--r-- 2 finn finn © anp. 1 01:22 readme.txt

Bonee toro, o6a HWMeHH SABNSIIOTCS PaBHO3HAUHbIMM, H HET BO3MOXHOCTH Y3HaTb, KaKoe
M3 HHUX CO3[aHO MepBbIM, M3 Yero HYXHO 3aK/IOYHTb, YTO [epBOe€ H €IUHCTBEHHOE. HMS
(haiina yxe sIBJISIETCS €ro XeCTKOH CChIIKOH (Ha HOMep HHIEKCHoro aeckpuntopa). [lpu
no6aBneHuu ailly HOBOrO MMeHH (XeCTKOH CChIIKH) B €ro MeTaJaHHbIX yBeJHYWBaeTcs
CUeTUHK KoJuyecTBa HMeH (cM. @ B sucThHre 3.6), a mpu ynaneHuu dafina cHavaja
yaansieTcsl WMsl U yMeHbLlaeTCcsl CYETUHK KOJIHUecTBa MMeH @, UM TOJNbKO MpH ydaleHHH
TMocJieIHEro UMeHH BBICBOOOXKIAIOTCS MeTaflaHHble W JaHHble (afina.

finn@ubuntu:~$ 1n readme read.me
finn@ubuntu:~$ 1s -11i read*
20318653 -rw-r--r-- @ 3 finn finn © anp. 1 01:22 readme

* 20318653 -rw-r--r-- 3 finn finn © anp. 1 01:22 read.me
20318653 -rw-r--r-- 3 finn finn © anp. 1 01:22 readme.txt
finn@ubuntu:~$ rm readme
finn@ubuntu:~$ 1s -1i read*
20318653 -rw-r--r-- ® 2 finn finn © anp. 1 01:22 read.me
20318653 -rw-r--r-- 2 finn finn © anp. 1 01:22 readme. txt
finn@ubuntu:~$ rm readme.txt
finn@ubuntu:~$ 1s -11i read*
20318653 -rw-r--r-- ® 1 finn finn @ anp. 1 01:22 read.me
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HyxHo 3ameTuTb, uTo ynajenue (aiina — IByXliaroas onepaiysi, COCTOslIAs H3 yna-
NeHus uMeHH (afina, a 3aTeM — ylalleHHs MeTalaHHbIX (M BBICBOGOXJeHHs GJOKOB,
3aHMMaBLUHXCA 3THM taiiiom). Ynanexnne MeranaHHbix (aiina He BBIMOJHSIETCH 8000wWe,
ecny y (aiina eule ocTalHCh MMeHa (MeCTKHe CChIIKH), U He TMPOUCXOAHT cpasy, ecju
¢daiin oTKpHIT (cM. pasd. 3.3) kakuM-nub60 mnpoueccoM. MeranaHHble W OJIOKH, 3aHH-
Maemble (haityioM, BbICBOOOXKIAIOTCH TOJbKO MPH 3aKPbITHM 3TOro (aiina BceMH OT-
KPbIBLUMMH €ro MpoueccamH, 4To MPOHJ/UIIOCTPHPOBAHO B MpHMepe H3 JHUCTHHra 3.7.

Komanna df(1) uamepsier moctynHoe (cBoGonnoe, disk free) mecto Ha aiinoBoil cucre-
Me yKkaszaHHoro daiinia, Torna Kak komanma du(1), Hao6GopoT, H3MepsieT 3aHHMaemoe
(disk usage) ykazaHubiM ¢haitioMm MecTo Ha ero (ailoBoii cHUcTeMe.

finn@ubuntu:~$ df -h .
®aitn. cuctema Pasmep WcnonbsosaHo [JlocT Wcnonb3oBaHo% CMOHTMPOBAHO B
/dev/mapper/ubuntu-root 455G 400G 32G™ 93% /
finn@ubuntu:~$ du -sh astra-linux-1.3-special-edition-smolensk-disk3-devel.iso
* 2.8G astra-linux-1.3-special-edition-smolensk-disk3-devel.iso
¥ finn@ubuntu:~$ rm astra-linux-1.3-special-edition-smolensk-disk3-devel.iso
finn@ubuntu:~$ df -h .
®aitn. cuctema Pasmep WUcnonb3oBaHo [JlocT Wcnonb3oBaHo% CMOHTUPOBAHO B
? /dev/mapper/ubuntu-root 455G 400G 32G* 93% /
finn@ubuntu:~$ 1lsof astra-linux-1.3-special-edition-smolensk-disk3-devel.iso
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

fuseiso 16925 finn 3r REG 252,0 2947385344 20316584 astra-linux-1.3-special-edition-
smolensk-disk3-devel.iso

\ finn@ubuntu:~$ kill 16925

finn@ubuntu:~$ df -h .

aitn. cuctema Pazmep Wcnonb3osBaHo JlocT Wcnonb3oBaHo% CMOHTMPOBAHO B
! /dev/mapper/ubuntu-root 455G 397G 35G 92% /

finn@ubuntu:~$ mkdir folder
finn@ubuntu:~$ 1s -1di folder
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* 20357139 drwxr-xr-x 2 finn finn 4096 anp. 1 01:59 folder ®
finn@ubuntu:~$ cd folder
finn@ubuntu:~/folder$ s -lai
ntoro 8
@ 20357139 drwxr-xr-x @ 2 finn finn 4096 anp. 1 01:59 . ™
20332580 drwxr-xr-x 4 finn finn 4096 anp. 1 01:59 ..
finn@ubuntu:~/folder$ mkdir child
finn@ubuntu:~/folder$ cd child
finn@ubuntu:~/folder/child$ 1s -lai
ntoro 8
20357140 drwxr-xr-X 2 finn finn 4096 anp. 1 02:02 .
* 20357139 drwxr-xr-x * 3 finn finn 4096 anp. 1 02:02 .. ™
finn@ubuntu:~/folder/child$ cd ../..
finn@ubuntu:~$ stat folder/
Oaitn: «folder/»
Pazmep: 4096 Bnokos: 8 Bnok B/B: 4096 katanor
Yctpoiicteo: fcOh/64512d Inode: 20357139 Ccovkn: @ 3

finn@ubuntu:~$ rmdir folder

rmdir: He yaanocb ypamtb «folder»: Kartanor He nycTt

CyllecTBEeHHbIM OrpaHHYEHHEeM JKeCTKOH CCbUIKM B [€peBe KaTajoroB, Kyda CMOHTHPO-
BaHa GoJsiee yeM ojHA (paisioBasi CUCTeMa, sIBJsIETCS JIOKAJIbHOCTb ECTKOH CChbUIKH B
npenenax cBoeii  ¢ailoBOH CHCTEMbl B CHJy JIOKaJbHOH 3HaYMMOCTH HOMEPOB HHIEKC-
HbIX JeCcKpunTopoB. Tak Kak Ha Kax/0#i HOBOH (aiJoBOH cHCTeMe HOMepa HHAEKCHbIX
JIECKPUNTOPOB HAYMHAIOT HyMepOBaTbCA C HYJsl, TO JKECTKas CChblJKa BCeraa yKa3blBaer
Ha MeTajaHHble (aina B «cBoed» (ailoBOH CHCTeMe W He MOXeT yKasblBaTb Ha MeTa-
JaHHble daiina B «uyxoii» ainoBoii cucteMme obluero repeBa Katanoros. [las npeono-
JIEHHsI 3TOTO OTPAHUYEHHs] CHYXHT cumgoauueckas ccoiaka symlink(7), siBasiiowiasicss camo-
CTOSITENIbHBIM  CJly)KeOHbIM  THIOM (cM. @ Ha puc. 3.2) U colepxalias MyTeBoe HMs
(cm. @ Ha puc.3.2 u * B saucTHHre 3.9) Kk uLeneBomy daiiay.

finn@ubuntu:~$ 1n -s read.me readme.1st

finn@ubuntu:~$ 1s -1i read*

20318653 -rw-r--r-- 1 finn finn © anp. 1 01:22 read.me

20319944 lrwxrwxrwx 1 finn finn 7 anp. 2 00:03 readme.lst -> read.me %

B cayuae ¢ cuMBOJIMUECKOl CCHIIKOH MpH yAaleHHH LeneBoro (afia cama ccblika 6y-
JleT yKa3blBaTb B HHKyJa W Ha3blBaThcs «cHpoToi» (orhpan). [lonbiTka npouuraTh (sMc-
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taHr 3.10) Takyl CChbUIKY NPHBONMT K CTPaHHbIM, Ha MepBbli B3MJisl, pe3YJbTaTaM:
daitn «cyuecrByer» @ masi komauabl Is(1), Ho komanma mpocmorpa comepxumoro cat(1)
roBopur o6 ob6patHoM @®. Huuero ynuBHTeNbHOro, eciaW MOMHHTb, uto Is(1) paGoraer
¢ uMeHaMH ¢aiinoB, a t(1) — ¢ UX AaHHBIMH (KOTOpble AEHCTBHTENILHO HE CyILECTBYIOT).

finn@ubuntu:~$ M read.me
finn@ubuntu:~$ s read*

O readme.1st
finn@ubuntu:~$ cat readme.1st

® cat: readme.1st: Her Takoro ¢aina wm Kartanora
finn@ubuntu:~$ 1s -1 read*
lrwxrwxrwx 1 finn finn 7 anp. 2 00:03 readme.1st -> read.me
finn@ubuntu:~$ cat read.me

cat: read.me: HeT Takoro ¢aila wwm KaTanora

CHMBOJIHUECKHE CCBIJIKH MOTYT CCbUIATbCSl HA UMEHA IPYr Npyra HeOrpaHHYEHHOe KOJIM-
YecTBO pa3, a MpH MOMbITKE HCIMO/Mb30BaTh ONHY H3 TaKHX CChLIOK OYIyT HMCMOJb30BaHbI
Oannbvie Gaiina, NocjenHero B lienoyke ccbliok. [1o owkbke MOXHO Iaxe 3aKoJblleBaTh
(mucTunr 3.11) nBe unan Gosee CCbUIOK, ¢ 4eM pa30epeTcsi OnepaLMOHHAsi CHCTeMa MpH
YTEHHH OJIHOH H3 CCBIJIOK.

finn@ubuntu:~$ ln -s readme.ist read.me
finn@ubuntu:~$ s -1 read*
Trwxrwxrwx 1 finn finn 10 anp. 2 00:41 read.me -> readme.1st

Trwxrwxrwx 1 finn finn 7 anp. 2 00:03 readme.1st -> read.me
finn@ubuntu:~$ cat read.me
cat: read.me: CIMWKOM MHOTO YPOBHEN CHUMBOJIbHBIX CCbUIOK

OCHOBHbIM Ha3HaueHHeM CHMBOJIHUECKHX (M H3HAYaslbHO, >XECTKHX) CChUIOK SIBJISETCS
«MHOXECTBEHHasl KaTaJoruaauusi» (aiioB, T. e. pa3Hble HabGOpbl Pa3HbIX HMEH OJHHX H
TeX e JaHHbIX. THMHUHBIM MPHUMEPOM HCIOJb30BAHUS CCHUIOK SIBJSIETCS] OpraHU3aLus
boot(7) cuienapueB 3amycka CHCTEMHBIX CJyXO6 MpH cTapTe OMepaLMOHHON cHcTembl. Ca-
MH ClLEeHapHH pacnoJjaraloTcss B Katajore Jetc/init.d, a B Kartanorax /etc/rcS.d,
[etc/rcO.d, ..., /etc/rc6.d pa3melleHbl CHMBOJIHYECKHE CCbIIKH Ha 3TH CLEHapHH, KOTO-
pble OJDKHbI ObIThb 3anyllleHbl C ONpele/eHHbIMH MapaMeTpPaMu MpH MEPEKTIOYEHHH CO-
CTOSIHHSI CHCTEMbl MEXIy TaK Ha3biBAEMbIMH <«ypOBHsSIMH wucrosHeHusi» runlevel(7) (muc-
THHT 3.12).
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finn@ubuntu:~$ 1s -1 /etc/rc?'.d

Jetc/rc2.d:

Trwxrwxrwx 1 root root 20 mapta 12 2015 /etc/rc2.d/S19postgresql -> ../init.d/postgresql
lrwxrwxrwx 1 root root 17 sHe. 31 2015 /etc/rc2.d/S20postfix -> ../init.d/postfix

/etc/rc6.d:

lrwxrwxrwx 1 root root 17 sHe. 31 2015 /etc/rc6.d/K20postfix -> ../init.d/postfix
Trwxrwxrwx 1 root root 20 maprta 12 2015 /etc/rc6.d/K21postgresql -> ../init.d/postgresql

B sTom npumepe clueHapHu postfix H postgresql HMeIOT BTOPHYHble HMeHa, HauHHalO-
uecss ¢ K B Karajore rcé.d, U JIpyrie BTOpDHYHble HMeHa, HauHHalOLIHecs ¢ S B KaTa-
jore rc2.d. DTO CHMBOJIH3HPYeT HeoOXOAMMOCTb 3amyckaTb (start) ciyx6bl pestfix H
postgresql MpH MepeKJlOYeHHH CHCTeMbl Ha YpoBeHb HcroJiHeHHss Ne 2 M yHMYTOXKATb
(kill) npouecchl 3THX cayx6 MNpH MepekIlOUeHHH CHCTEMbl Ha YpPOBeHb HCIMOJIHEHHs
Ne 6.

3.2.5. CneumnanbHble ¢ainbl ycTpoiicTs

CneuuanbHble aiiaibl yCTPOHCTB NpeiHasHaueHbl JJisi BBOAA JAHHBIX C anmapaTHbIX YCT-
pOHCTB M BbiBOJA NaHHbIX Ha HHX. Hacrosiulylo paGoTy mo BBOAY M BbIBOAY HaHHbIX
npojenbiBaeT ApaiBep YCTPOHCTBA, a cneLMalbHble dainbl (nuctuHr 3.13) urpaiot ponb
cB0oe0oOpa3HbIX «MOPTAJOB» CBSI3H C JpailiBepaMH. Pasnuuaior cumgosvroie @ W Oa0uHbie
® creunanbHble (aisibl YCTPOHCTB, Y KOTOPbIX MHHHUMalbHOM €IWHHLEH oO6MeHa HH-
topmauneii ¢ npaiiBepamu siBasieTcst 670K (0GbluHO pa3mepoM B 512 6GaiiT) WM CHMBOJ
(1 6aiit), cooTBETCTBEHHO.

finn@ubuntu:~$ s -1 /dev/sd* /dev/input/mouse* /dev/video* /dev/snd/pcm*

® crw-r----- 1 root root 13 @, 32 ®'MapTa 24 23:45 /dev/input/mouse®
brw-rw---- 1 root disk 8, 0] MapTa 27 15:01 /dev/sda
brw-rw---- 1 root disk 8, 1 MapTa 24 23:46 /dev/sdal
brw-rw---- 1 root disk 8, 2 mapTa 24 23:45 /dev/sda2

" Tonpo6Hee o WabnOHHBLIX CHMBONAX 2, * W np. ci. pasd. 5.3.
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® brw-rw---- 1 root disk 8,

crw-rw---T+ 1 root audio 116,

mapta 24 23:45 /dev/sda5

mapTa 27 19:02 /dev/snd/pcmCODOC
MapTta 27 13:48 /dev/snd/pcmCODOp
mapTa 24 23:47 /dev/snd/pcmCOD3p
mapTa 24 23:45 /dev/video®

crw-rw---T+ 1 root audio 116,

crw-rw---T+ 1 root audio 116,

@ N W b~ wn

crw-rw----+ 1 root video 81,

Bce npaiiBepbl snpa MpoHyMepoBaHbl TJaBHBIMH (MaXXOpPHbIMH, Major) udcaamu @, a
annapatHble YCTPOKHCTBA, HaXOASILIMeCs MOJ MX YrNpaBjieHHeM, — JIOTMOJHHTebHbIMH
(MHHODHBIMH, MINOr) ukciamMu @.

Hanpuwmep, Bce IDE-mucku paGoraior nox ynpasiennem apaiisepa hd(4), umerowero

3najor Zma:lor

(nepBHYHBIE KOHTpOJIEP) H 2 (BTOpPHYHBIH KOHTpOJJIEP), U HYMEpYIOTCsl Kak

Oninor (MACTEP-IUCK) U 64minor (C3MB-nMCK). AHanoruuno, SCSI-nuckn pa6oraior nosu
ynpaBnenuem apaiisepa sd(4), umeroumero 8™

16pinor (BTOPOH JHCK) M T. I

, U HYMEpYIOTCS Opinor (MEpBBbIH IHCK),

OCHOBHOI XapaKTEPUCTHKOH crelHanbHbiX (aiioB yCTPOHCTB SsBJsEeTCS Mapa uHucel
major, minor (MHOrna Ha3blBaeMbIX XapaKTEPUCTHYECKMMM UYMCJaMH), MPUBSA3bIBAIOIIAsI HX
K KOHKPETHOMY JpaiiBepy M YNpaBJsieMOMY WM YCTPOHCTBY. VIMeHa crneuuanbHbix aii-
JIOB M HMX MECTOIOJIOXKEeHHe B JlepeBe KaTaJoroB He HMEIOT HHUKAKOro 3Ha4yeHHs, HO Mo
cornawenuio MAKEDEV(8) ux npuHsiTo pacrnonaraTh B KaTajiore /dev ¥ HMeHOBaTb CO-
3BYYHO HMEHaM J1paiBepos.

CrneuuanbHbiMi  (haiiJlaMH JIHCKOBBIX YCTPOKCTB [0JIb3YIOTCSl MPOrPaMMbl, YIPaBJsIOLIHE
CTPYKTypaMH €aMoro Hocuressi, Hanpumep Tabiauuamu pasnenos fdisk(8) u parted(8) (muc-
tunr 3.14), unu Mexanukoit Haxonutensi eject(1) (aumctuur 3.15), wiau aiyioBbIMH cHC-
TeMaMH pasnenioB Hocutesns mount(8), Fsck(8), mkfs(8) u mp.

finn@ubuntu:~$ sudo fdisk -1 /dev/sda
Inck /dev/sda: 500.1 [6, 500107862016 6aiT
255 ronosok, 63 cekTopos/TpekoB, 60801 umamHApoB, BCcero 976773168 cekTopos

Units = cekTtopbl of 1 * 512 = 512 bytes

Pasmep cekTopa (Jlormyeckoro/¢usndeckoro): 512 6aiit / 4096 Gant
I/0 size (min'lmum/op‘timal): 4096 bytes / 4096 bytes
WneHTudMKaTop Avcka: Ox000c8d62

YcTp-Bo 3arp Havano KoHey Bnrokn Id Cucrtema
/dev/sdal * 2048 499711 248832 83 Linux
/dev/sda2 501758 976771071 488134657 5 PacwmpeHHbiii

Partition 2 does not start on physical sector boundary.
/dev/sda5 501760 976771071 488134656 8e Linux LWM
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finn@ubuntu:~$ 1s -1 /dev/dvd
Lrwxrwxrwx 1 root root 3 mapta 27 14:54 /dev/dvd -> sr@
finn@ubuntu:~$ eject /dev/dvd

Oco6eHHOe MecTO 3aHMMAIOT JApaiiBepbl TePMHHANOB' (cM. eaasy 2) — OKOHEYHbIX yCT-
PONCTB /sl B3aHMOJEHCTBHS C TMOJIb30BaTeNsiMH. AmnmnapaTHble TepMHHalbl (Hamnpumep,
VTI100), nomkatouaiolkecs MoCcpeacTBOM MocJjenoBaTenbHoro HHTepdeiica RS232, noc-
TYyMHbl TIPH TOMOILK CreuHanbHbIX (aiinoB /dev/ttySN npaiiBepa MpHeMonepenaTyHKa
nocnenoBaresbioro rmopra ttyS(4). BupTyanbHble TepMHHaNbl, peanu3ylOLLHeCs KOH-
COJIbI0 (CTaHZApTHOM KJaBHATypo#l W aucrjeeM B ai(aBHTHO-LH(POBOM pexHMe —
CM. pHC. 2.3), LOCTYMHbI MpPH MOMOLIH creuuanbHbiX (ainoB /dev/ttyN (muctunr 3.16)
npaiiBepoB KoHcosiu console_ioctl(4) u tty_ioctl(4).

finn@ubuntu:~$ 1s -la /dev/tty?

crw--w---- 1 root tty 4, O mapta 24 23:45 /dev/tty®
CrW-=-=----- 1 finn tty 4, 1 mapta 27 10:46 /dev/ttyl
Crw------- 1 jake tty 4, 2 mapta 27 10:46 /dev/tty2
CrW-=------ 1 marceline tty 4, 3 MapTta 27 10:47 /dev/tty3
Crw------- 1 iceking tty 4, 4 maprta 27 10:46 /dev/ttys
Crw------- 1 bubblegum tty 4, 5 MapTta 27 10:46 /dev/tty5
Ccrw-rw---- 1 root tty 4, 5 maprta 27 10:46 /dev/ttyé6

ViMeHHO 3TH creuuasnbHble (ailibl TePMHHAJIOB HCMONb3yloT kKomauabl write(1) u wall(1)
LIS OTCHIIKH COOGLLEeHHII MOJb30BaTelIsiM, 3aperHcTpHpOBaBLIMMCst B cucTeme, setfont(1)
ast cmetbl wpudTos, chvt(l) ans nepeknouenuss Mexmy TepMmuHanamu, a setleds(l) mas
ynpaB/ieHUsl . CBETOAHOJAMH KJaBHATypbl (JAHCTHHT 3.17).

finn@ubuntu:~$ tty
/dev/tty1
finn@ubuntu:~$ setleds -L +hum +scroll

Kpome cneunanbHbix (haiiloB HacTOSILIMX anmnapaTHbIX YCTpPoicTB, B apceHanse Linux
MMeloTCA  creuualnbHble (aisibl MCceBAOYyCTPOHCTB, TakWe Kak /[dev/null, /dev/full u

' Cm. W:[TTY abcrpakunus].
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/dev/zero, CHMYyJHDYIOLIMX BCeraa MyCTOe, BCEeraa MOJHOe W GECKOHEYHO HyJieBOe YCT-
po#ictso, cm. null(4).

Bcerna nyctoe ycrtpoiicToBo /dev/null LIMPOKO NpHMEHSIeTCS Ha MpaKTHKe B KauecTBe
«MMOAABJSAIOLIEr0o» CTOKa HH(OPMALMH MpH MepeHanpaBieHusix', a GeCKOHEUHO HyJeBoe
YCTPOHCTBO [dev/zero 3ayacTyl0 HCIMOJIb3YyIOT B KaueCTBe HCTOYUHHKA JJs [OJyYeHHs]
HyJeBbIX (DalioB HYXHOH BeJHYMHBI.

[TceBnoycrpoiictBa /dev/random H /dev/urandom OpraHH3ylOT NOCTYN K silepHOMY reHepa-
TOpy CJyualHbIX M MCeBAOCTyyakHbIX uncen random(4), oCHOBaHHBLIX HAa BHELIHHX COGbI-
TUAX NepudepHiHbIX YCTpoiCcTB. [10TOKM cllydyaliHbIX UYHMCeN HMCMOJb3YITCS B KauecTBe
HCTOYHHKOB SHTPONHH IS KPHMTOANrOPHTMOB, B YaCTHOCTH HCIOJIb3YIOTCS GHOMHOTEKO
W:[OpenSSL], uau caysxar komange shred(1) McTOUHHKOM cilyualHbIX GalTOB 1S HamexX-
HOTO CTHDAHHSI [daHHBIX.

3.2.6. UMeHOBaHHbIe KaHaNbl H $aiN0BbIe COKeTbI

MiMeHoBaHHble KaHalbl U (alJoOBble COKETbl SIBJSIOTCSI MPOCTEHIIMMH CpPeNCTBAMH MeX-
npoueccHoro B3aumoneiicteus (IPC, InterProcess Communication) u cayxat nporpam-
MaM 1jsi o6MeHa HHQopmauueii Mexay co6oi. PasHble nporpaMMbl BbIMOJHSIOTCA B
paMKax pasjHuHbIX MpolieccoB? (M30MMPOBAHHBIX APYr OT [pyra), Mo3TOMy Ajsi OGLUEHHUS
HYXNalTCA, B CrEUMaNbHbIX CPEACTBaX B3auMoneHcTBHs. TakuM cpeiacTBOM MOraH Obl
cTaTh OObluHble (haiiyibl, HO HX OCHOBHOE Ha3HaueHHe COCTOHT B COTrpaHeHuu HHdopma-
UMK Ha KakoM-au60 HakonuTene, uto Oyner npu obmene HH(DOPMaALHEH COMPsKEHO
C HAaKNaJHbIMH PacXolaMH, HarpUMep 3alepXKaMH 3afucH/yTeHHs JMCKOBOTO (T. e. Me-
XaHHYeCKoro) Hocutess. [IpemocTaBHTb npoleccaM BO3MOXHOCTb HCMOJb30BaTh (haiiio-,
Bble onepaund aas 3pQeKTHBHOro 83aumodeticmsus MexLy co6oi NpH3BAHbI UMEHO-
sannvie kanasvt (named pipe) pipe(7), ouu xe FIFO-gaiian (first in first out) fifo(7) u
paiirosvie coxemwvr (socket) unix(7). Kananbl W cokeTbl HCMoONb3ylOT AJisi Mepenaud JaH-
HbIX OT MpoLlecca K MpOLeCCY OMEepaTHBHYI MNaMsTh siipa OMepaLHOHHOH CHCTEMbI, a
HE MaMsiTb HaKOMHUTeJs, Kak oObluHble (haiiubl.

OcHoBHOe oTaHuHe (moapoGHee cM. pasod. 4.9) UMEHOBAaHHOrO KaHajla OT COKeTa COCTOHT
B crnocobe nepenayd naHHbIX. Yepe3 HMeHOBaHHBIN KaHal OpraHH3yeTcsi OIHOHANpaB-
JieHHasi (CHMIUIeKCHasi) repenaya 6Ge3 MYJIbTHIJIEKCUPOBaHHsl, a yepe3 COKeT — JBYHa-
npasJieHHasi (LyrnJeKcHasi) MyJbTHIJIEKCHPOBaHHasi nepenava.

VIMeHOBaHHbI KaHasl OOGBIYHO HCMOJb3YIOT MPH B3aHMOAEHCTBHH IPOLIECCOB [0 CXeMe
«MOCTaBLIMK — TnoTpebuTeab» (producer-consumer), Koraa OAMH MOTpeOUTeNb MNpPHHHU-
MaeT MH(OpPMAaLMIO OT OIHOrO MOCTaBIUMKA (Ha CaMOM Jese OT pPa3HblX, HO B pa3jHy-

' O nepenanpasnenusix cu. pasd. 5.3.

2 O npoueccax cu. 2aasy 4.
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Hble MOMEHTbl BpeMeHH). Hanpumep (B HEKOTOpbIX peanu3alusix), MPOrpamMbl
shutdown(8), reboot(8), poweroff(8) u telinit(8) mepemaroT nocpencTBOM HMEHOBAaHHOTrO KaHa-
na [dev/initctl KOMaHIbl Nepe3arpy3KH, BbIK/IIOUEHHsl MUTaHWs W np. aucrneryepy init(8),
KOTOPbIH BBIMOJHAET COOTBETCTBYIOLUHE AEHCTBHS.

Coker HCrMONb3YIOT NpH B3aHMONEHCTBHH MO cXxeme «KaMeHT — cepsep» (client-server),
T. €. ONMH CepBep MPHHHUMAaeT W OTNpaBjsieT MH(POPMALHMIO OT MHOTHX M KO MHOTHM
(onHoBpeMeHHO) knueHTaM. Hanpumep, B LensX LeHTpanH30BaHHOro c6opa COOBITHHHOM
uHdopMauuK pazHooGpa3Hbie CJyXKObl OMEpaLHOHHON CHCTeMbl (B YaCTHOCTH ciayx6a
MEePUOIMUECKOrO BbIMOJNHEHHs1 3anaHuii Cron(8), cayx6a neuatu cupsd(8) u naxe xomanna
logger(1)) nepemator mocpeactBoM (aiisioBoro cokera /dev/log cooOlLueHHs O MPOHCXO-
IAWKX cobbiTusix cayx6e rsyslogd(8) misi ueHTpanu3oBaHHOH KypHATH3ALKH.

3.3. annosbie feCKpUNTOPDI

OCHOBHBIMH OMNeEpaLUAMH, MPEIOCTaBISEMbIMH SIPOM OMEPALHOHHOH CHCTEMbl MpPOrpam-
MaM (a TouHee — rmpolueccam') mas paboThl ¢ ailnamu, SBISIIOTCS CHCTEMHble BbI30BbI
open(2) read(2), write(2) u close(2). B coorBeTcTBHH CO CBOMMH HMEHaMH, 3TH CHCTEMHble
BbI30Bbl MpeJHAa3HaueHbl /ISl OTKPBbITHS M 3aKpbiTusi (paiinia, mast uteHuss u3 (aiina u
3anucu B ¢aia. [lononHuTelbHbIi cHcTeMHblH Bbi3oB ioctl(2) (input output control) uc-
MoJib3yeTcsl JUIsi YrpaBjieHHsi NpaiBepaMH YCTPOHCTB M, KaK CJe[ACTBHe, NpHMeHsieTcs
B OCHOBHOM JIsi CleLHa/bHbIX (PaiyioB yCTPOHCTB.

[Tpu 3anpoce npouecca Ha OTKpbITHE, (haiisia CHCTEMHbIM BbI30BOM Open(2) mpouaBoauTCs
€ro OJHOKPATHbIA (OTHOCHTEJbHO MeIJIeHHbIl, cM. pasd. 3.2.2) mouck uMeHH dailna B
JepeBe KaTaJoroB M MJIs 3alpoCHBILEro Mpolecca Co3JaeTcsl TaK Ha3biBaeMblil dhaiiio-
suill deckpunmop (onucatelb, OT aHrl. descriptor). ®aioBbIil AECKPHMNTOP «COAEPKHTH
MH(bOpMaLHIO, OMHChIBalOLLylo (haii, HanpuMep HHIEKCHbIH Jeckpuntop inode caitna Ha
(aioBoii cucTeMe, HOMépa major M minor YCTpOHCTBAa, Ha KOTOPOM pacroJiaraercs
(aiinoBasi cuctema (aiina, peXXUM OTKpbITHs (aiina, ¥ npouyw ciyxebHyl HHpopMa-
uuio. [Ipu nocnenywowmnx onepauusx read(2) u write(2) moctyn kK camum maHHbIM (aitna
MPOMCXOAHT C MHCMOJNb30BaHHEM (DaiyoBOro aecKpunTopa (YTO HCKJIOYaeT MeJJleHHbIH
nouck ¢hafiia B 1epeBe KaTajoros).

DaiinoBble NECKPUNTOPLI MPOHYMEPOBaHbl W colepxaTcs B TabJjHlle OTKPLITbIX MpoLec-
coM (haisioB, KOTOPYID MOXHO MOJNyYyuTb (JMUCTHHT 3.18) nMpH nomouM JHarHOCTHYECKOH
nporpammbl sof(1). B o6paTHylo CTOPOHY MOJNyYHTb CHHCOK MPOLLECCOB, OTKPLIBLIHX TOT
und WHoil aitn, MoxHo npu nomoud nporpamm Isof(1) u fuser(1), uro GbiBaer mosesHo
AN MAeHTH(hUKALMKM TIPOrPaMM, «3aHSIBLIMX» (alIoBYI0 CHCTEMY, MOMIEKALLY0 OTMOH-
THpPOBaHHIO (cM. % B JjucTUHre 3.21).

! TMoapo6Hee o mpoueccax cu. aaasy 4.
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® finn@ubuntu:~$ lsof -p $§*
COMMAND PID USER FD "® TYPE DEVICE SIZE/OFF NODE NAME

bash 17975 finn  1u ® CHR 136,2 oto 5 /dev/pts/2

@ root@ubuntu:~# lsof /dev/log
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
rsyslogd 543 syslog @u ® unix Oxefef5680 0t0 1338 /dev/log

root@ubuntu:~# fuser /dev/log

/dev/log: 543
root@ubuntu:~# ps p 543

PID TTY STAT  TIME COMMAND

543 ? Sl 0:43 rsyslogd -c5

root@ubuntu:~# lsof /var/log/syslog
COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME
rsyslogd 543 syslog 1w ©® REG 252,0 29039 26214496 [var/log/syslog

B nepsom @ npumepe u3 auctuHra 3.18 nokaszaHo mosiyueHHe crucKa (aiioBbIX HECK-
puntopoB (crobel FD) mpolecca KOMaHAHOrO HHTepriperaTopa bash nosb3oBartens finn,
Ha KoTopoM «aitnioBblli neckpunTop @ HOMep 1 OMHCHIBAET OTKPLITHIH Ha UTEHHE H
3aMUCb u CreLUaNbHbl# CHMBOJIBHBIH CHR (haiinl ycTpoiicTBa /dev/pts/2. Bo BTopoM @
npuMepe MOKa3aHO MoJiyueHHe HH(opMmauuK o mnpouecce, OTKpbiBLIeM (aAIOBbI COKET
unix ¢ HMeHeM /dev/log ((haiinioBblil meckpunTop @ HOMep © Ha uTeHHe W 3alHChb u) H
o6bluHbIf (baiin REG ¢ nWMeHeM /var/log/sysog (caitnoBbiii neckpuntop © Homep 1 Ha
3aMuch W).

[TpoHa6nioaaTh 3a MCMONb30BAHHEM CHCTEMHBIX BbI30BOB (DaiiJioBOr0 MPOrpPaMMHOrO HH-
Tepdeiica B MOMEHT BBIMOJNHEHHSI MPOrPaAMMaM TMO3BOJISIET CHCTEMHbIH TPACCHPOBILMK
strace(1) (nuctunr 3.19).

finn@ubuntu:~$ date
BT. ceHT. 15 19:05:41 MSK ® 2015

' O noxcraHoBKax KOMaHIHOrO WHTepriperatopa cx. pasd. 5.4.2.
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finn@ubuntu:~$ strace -fe open,close,read,write,ioctl date
* open("/etc/localtime", O_RDONLY|O_CLOEXEC) = 3

finn@ubuntu:~$ file /etc/localtime

/etc/localtime: timezone data, version 2, 13 gmt time flags, 13 std time flags, no leap
seconds, 77 transition times, 13 abbreviation char

finn@ubuntu:~$ 1s -la /dev/dvd
Trwxrwxrwx 1 root root 3 ceHt. 15 19:08 /dev/dvd -> sr@
finn@ubuntu:~$ strace -fe open,close,read,write,ioctl eject

open("/dev/sr@", O_RDWR|O_NONBLOCK) =3 =
* {octl(3, CDROMEJECT, Ox804cbde) =0
close(3) =0

finn@ubuntu:~$ strace -fe open,read,write,close,ioctl setleds -L +num +scroll

ioct1(0, KDGKBLED, Oxbfedfaff)
ioct1(0, KDGETLED, Oxbfeafafe)
ioctl(®, KDSETLED, 0x3) =0

[Mpennonoxus, uto nporpamma date(1) mokasbiBaeT npaBu/IbHOE MOCKOBCKOE BpeMsi, MO-
TOMY uTO Y3HaéT 3alaHHyl0 BpeMeHHyl0 30Hy MSK H3 Hekoero KOH(HrypaLHOHHOrO
(haiina onepalMOHHON CHCTeMbI, MPH TPACCHPOBKE ee paboTbl MOXKHO YCTaHOBHTb €ro
TouHOe MMsi — [etc/localtime. AHAJOTHUHO MNPENNOJOXKHB, uTO mporpamma eject(l) or-
KpbiBaeT JoTok npuoga CD/DVD npu nomoluu crneuuanbHoro ¢aiina ycTpoicTBa, NpH
TPacCHPOBKE MOXHO y3HaTb uMsi (aiina — /dev/sr@, HoMmep (aiiioBOro necKpHHTOpa
npu pa6ore c aiioM — 3 W KOMaHIy CDROMEJECT COOTBETCTBYIOLLErO YCTPOHCTBY
npaiisepa ioctl_list(2). Tpaccuposka komanmbl setleds(l) nmoxasbiBaer, uto oHa BooOlie He
OTKpbIBAeT HHKaKHX (ailyioB, HO TOJIb3yeTcsi (haloBbLIM [IECKPHITOPOM O TaK Ha3biBae-
MOrO CTaHIApPTHOTO MOTOKA BBOAA (MPHUKPENJIEHHOTO K TEKyLleMy TepMHHaly') H KOMaH-
naMui KDGETLED W KDSETLED apaiiBepa KoHcoJiu console_ioctl(4).

3.4. ®annoBble CUCTEMDI

3.4.1. ®aiinoBble CHCTEMbI M NPOLEAYPA MOHTHPOBAHHA

Hocmyn x uudopMaluu opraHudyercss Mpd Nomoluy (aiioB, yrNoOpsiIOYEHHbIX B €IHHOE
«BOOGpa)kaeMoe» J1epeBO KaTaloroB, TOTAA KaK «HACTOALHMMH» UCMOYHUKAMU JaHHBIX

' O crannapTHbIX NMOTOKAX BBOAa-BbIBOAA CM. pasd. 5.3.
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SIBNSIIOTCA (Paiinosbie cucmemv, — CTPYKTYphI, pelualoliue 3anaud rparenus' unbopma-
uud. OrobpaxeHne mHomecmea (HaIOBbIX CHCTEM B eOunoe NePeBO KaTaloroB peasH-
3yeTcsl MOCPEACTBOM MpoLenypbl Monmuposarus. Takum o6pasom, Bce, uto HabJiopaer-
csl B JlepeBe KaTajoroB, B PeaJibHOCTH pa3mellaercsi Ha (aijoBbIX CHCTEMaX.

CocTaB nepeBa KaTaJloroB MOKa3biBaeT KoMaHaa mount(8), paBHO Kak W TpHCOENHHAET
K HeMy — MOHTHpyeT ouyepenHylo ¢aitnoByio cucremy. OTcoennHsieT (OTMOHTHpYET)
(aitnoBylo cucTeMy OT [epeBa KaTaJoroB KoMaHaa UmMoOUNt(8), HO To/MbKO MpH yCJIOBHH,
YTO HH OAMH (paiin Ha 3ToH (baiiyloBOi CHCTEMe He HCMOJb3yeTcsl HUKAKOH MpPOrpamMoi
(a mpaBU/IbHEE — HHKAaKHM MPOLECCOM) OMEepalLHOHHONH CHCTEMbI.

B npumepe Ha puc.3.3 u B JaucruHre 3.20 uanocTpupywotcesi: (QailnioBasi cHcTeMa
W:[extd], pacrnonaraioiasics Ha IHCKOBOM HakomuTese, uaeHTH(hUUHpyollemcs daiiiom
ycrpoiicTBa /dev/sda2, ¥ CMOHTHDOBaHHasi HEMOCPEACTBEHHO B KOpPEHb JiepeBa KaTaJjoroB
®; oaitnosast cucrema vfat flash-Hakonurens @ Ha ycrpoiicTBe /dev/sdbl, CMOHTHpO-
BaHHasi B [media/flash; ¢aiinoBasi cuctema W:[ISO9660] CD-mucka © Ha ycTpoiicTse
[dev/sr0, cmouTHpOBaHHasi B [media/cdrom.

Kpome 3Toro, B nepeBo KaraloroB CMOHTHPOBaHbl [Be MNceBAO(AHIOBbE CHCTEMbI proc
® u sysfs O, CUNTBIBAIOLLHE H3 OrnepaTHBHOH NaMSATH fiApa OMEPaLHOHHOH CHCTEMbI
HHpopmaLHio 0 npoueccax, oOHAapyKeHHbIX YCTPOHCTBaX, 3arpyeHHbIX ApaidBepax H
NpefoCTaBsOINX «(halsoBbIdY NOCTYN K Hell.
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Puc. 3.3. MoHTHpoBaHHe $ainoBbix CHCTEM

' Unu usBneyenuss MHpOpMALKMH OTKyAa-1u60 (cu. pasd. 3.4.4 v 3.4.5).
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finn@ubuntu:~$ mount
© /dev/sda2 on / type ext4 (rw,errors=remount-ro)

® proc on /proc type proc (rw,noexec,nosuid,nodev)

® sysfs on /sys type sysfs (rw,noexec,nosuid,nodev)

©® /dev/sdbl on /media/flash type vfat (rw,...)
© /dev/sr@ on /media/cdrom type 1s09660 (ro,...)

HecMotpst Ha To, uTO B coBpeMeHHbIX NHCTpHOyTHBax Linux o6GHapyxeHHe W MpoLeny-
pbl  MOHTHpOBaHHS (aHNOBBIX CHCTEM aBTOMAaTH3HPOBAaHbl, OMEpPalLlUH MOHTHPOBA-
HHsi/Pa3MOHTHPOBAHHS MOTYT GbiTh MpPOH3BeeHbl BPYuHylo (JHCTHHT 3.21).

finn@ubuntu:~$ mount /dev/dvd /media/cdrom

mount: TonbkKo root MoxeT caenatb 3To

finn@ubuntu:~$ sudo mount /dev/dvd /media/cdrom

mount: 6no04Hoe ycTpoicTBo /dev/dvd 3aumueH OT 3anucu, MOHTUPYETCA TOMbKO ANA YTeHUs
finn@ubuntu:~$ mount

/dev/dvd on /media/cdrom type 1s0966@ ® (ro)

finn@ubuntu:~$ cat /media/cdrom/.disk/info
Ubuntu 14.04.1 LTS "Trusty Tahr" - Release 1386 (20140722.2)
finn@ubuntu:~$ umount /media/cdrom
umount: /media/cdrom He B fstab (a ebl He root)
finn@ubuntu:~$ sudo umount /media/cdrom
finn@ubuntu:~$ cat /media/cdrom/.disk/info
cat: /media/cdrom/.disk/info: HeT Takoro ¢aitna wm katanora
finn@ubuntu:~$ sudo umount /proc
umount: /proc: device is busy.

* (In some cases useful info about processes that use

the device is found by lsof(8) or fuser(1))

finn@ubuntu:~$ mount /dev/sdcl /media/flash
finn@ubuntu:~$ mount

/dev/sdcl on /media/flash type vfat ® (rw)
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3.4.2. inckoBbie $annoBbie CHCTEMbI

Pasuble ¢aitnosbie cuctembi fs(5), kaxk ynomuHasoch pakee, NnpeiHas3HauyeHbl WISl Tpawe-
Hus uH(OpMaUKMK Ha BHELIHMX HOCHTENSX M MpecyefyloT pasJ/iMuHble LelH, Harpumep,
o6ecrneyuBaloT Halle)HOe XpaHeHHe MpH MOMOIUM >KypHala TPaH3aKUMH WIH GbICTPBIil
MOMCK MeTalaHHbIX (hailna (Cpead MHOXECTBa KAaTajoros, MOAKATaJOrOB W APYrux aii-
JIOB) MO ero HMeHH, JH6GO0 YUuMTHIBAalOT CrelH(HKy CBOHCTB CaMOro HOCHTeNls W T. 1.
B GosbluivHCTBe ciyyaeB 10 CHX MOP HOCHTENSIMH HH(MOPMALIMKM SIBJSIOTCS MarHHUTHbIE
WK OMTHYECKHEe IHCKH, Onaromapsi uemy (aiioBbie CHCTEMbl, pa3MellldeMble Ha HHX,
3a4aCTyl0 Ha3blBAlOTCS «IUCKOBBIMH» (haiIOBBIMH CHCTEMAMH, JaXKe €CJIH HCIOJb3YITCs
Ha TtBeppotenbHbix (flash) Hocurensix.

JInsi MarHWTHbIX JHCKOB, XaPAKTEPHU3YIOLIUXCS BO3MOMXHOCTbIO YTEHHSI W 3aMuCH GJIOKOB
uH(hOpMaLKH B MPOU3BOJbHOE MecTo HocuTensi (random access), B Linux Ha Tekyuiuii
MOMEHT BpPEMEHH HCIOb3YIOTCsl «poiHble» ainoBbie cucteMbl W:[Ext2], W:[Ext3] u
W:[Extd], cneunanbho paspaGorannbie W:[ReiserFS] u W:[Reiserd], a Takxe 3aumcTBOBaH-
nole W:[XFS] u W:[JFS]. '

Ilns ontuueckux CD/DVD-auckoB, MMelowMx cneuudHKy 3anucH B BUIe CMHPalbHOR
JIOPOXKKH, MNpUMeHsiioTcst daisioBbie cuctembl W:[ISO9660] 1 W:[udf]. [das USB-flash-
HaKonuTeseli B GOJIbIUMHCTBE CJy4aeB HCIOJb3YIOTCA 3aUMCTBOBAHHble (aiJlOBble CHC-
tembl W:[FAT] u W:[NTFS] B cully nNpHMeHeHHs 3THX HAKOMMUTeNed KaK MOGHJbHbIX
CPENCTB MepeHoCa AAHHBbIX MEXIy Pa3HbIMH KOMIbIOTEPAMH C Da3jIMUHBIMH OMepalHOH-
HbIMH CHCTEMaMH.

3.4.3. CeTeBble ¢aiiNoBbIe CHCTEMDI

CereBble (aii/ioBble CHCTEMbl, PaBHO KaK M JHMCKOBble, 00€CMeuHBAOT IpaHeHue HH-
dopMallMi Ha BHELIHEM HOCHTeNe, KOTODbIM B HX CJyuae BbiCTynaeT (aityloBblii cepBep
(nanpumep, nomawHuii NAS, Network Attached Storage), moctynHblit mo mnpoTokosy
NFS (Network File System, W:[Network File System]), CIFS/SMB (Common Internet File
System wuau Server Message Block, W:[Server_Message_Block]) uau um mnomoGubiM. OnHo-
uMeHHble (afinobie cuctembl nfs u Cifs/smb ucnonbayioTest st MoHTHpoBaHusi (aiiioB
cepBepa B [lepeBO KaTaJloroB kjveHTa. TakuM o6pa3oM, oObluHble (HHYEro He 3HalollHe
HH MpPO KaKHe ceTeBble MPOTOKOJIbI) MPOrpaMMbl, 3alycKaeMmble B OMNEPALHOHHOH CHCTe-
Me KJIMEHTa, MCIMOJb3yloT (haiiyibl CeTeBOro cepBepa TOYHO TaK, KaK ecjH Obl OHH OblIH
pa3MellleHbl Ha JIOKAJbHbIX AMCKaX, MOJ yNpaBjleHHEM NHCKOBbIX (DaiJIOBBIX CHCTEM.

B npumepe u3 auctunra 3.22 nporpammbi avconv(l) u avprobe(1), mpeanasnauenubie s
paboTbl ¢ «0ObIYHBIMH» BHIeodaiJaMH, HCNOJb3YyOTCA A1 06pabOTKH 3anucell CeTeBO-
ro BHIEOperucTpaTopa, Buaeodaiisibl KOTOporo AOCTymHbl 1o npotokoay NFS. CmoHTHpo-
BaHHble MpH MNOMOILK ceTeBoH (aiioBoil cuctembl Nfs B jepeBo KaTanoros  caitnbl
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cemegozo pEerucTpaTtopa CTaHOBATCS HHKAK HEOTJIHYHMbl OT (alIOB NOKAAbHLLL IHCKO-
BblX (DaHJIOBBIX CHCTEM.

,ﬁumﬂra.zz_.géiem ¢aiinosas cncrema NFS -

finn@ubuntu:~$ mount -t nfs 182.168.1.10:/share/video /mnt/nas/video
finn@ubuntu:~$ mount

182.168.1.10: /share/video on /mnt/nas/video type nfs (rw)

finn@ubuntu:~$ cd /mnt/nas/video/screencasts
finn@ubuntu:~$ 1s

20140523142626 . mp4

finn@ubuntu:~$ file 20140523142626.mp4
20140523142626.mp4: ISO Media, MPEG v4 system, version 2
finn@ubuntu:~$ avprobe 20140523142626.mp4

Input #0, mov,mp4,mda,3gp,3g2,mj2, from '20140523142626.mp4 ' :

Duration: 00:00:07.94, start: 0.000000, bitrate: 11020 kb/s

Stream #0.0(eng): Video: h264 (High), yuv420p, 1920x1080 [PAR 1:1 DAR 16:9], 10843 kb/s,
50 fps, 50 tbr, 50k tbn, 100 tbc

finn@ubuntu:~$ avconv -i 20140523142626.mp4 20140523142626.mkv
OutpUt #0, matroska, to '20140523142626.mkv':

Stream #9.0(eng): Video: mpeg4, yuv420p, 1920x1080 [PAR 1:1 DAR 16:9], g=2-31, 200 kb/s,
1k tbn, 50 tbc

Stream mapping:
Stream #0:0 -> #0:0 (h264 -> mpeg4)
Stream #0:1 -> #0:1 (aac -> libvorbis)
Press ctrl-c to stop encoding
frame= 395 fps= 72 q=31.0 Lsize= 2481kB time=7.94 bitrate=2561.5kbits/s dup=0 drop=1
video:2339kB audio:128kB global headers:4kB muxing overhead 0.457686%

AuanoruuHo, B npuMepe H3 JuCTHHra 3.23 reorerd (aityioB H300paxkeHHH CeTeBOro
BHIEOPErucTpaTopa aHaJM3WpyloTcs yTHAMTOH exiv2(1), npenHa3HaueHHOW st paGoThl
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C «oObluHbIMH» H306paxenusiMH. 3a cuer (¢ainoBoit cucrembl Cifs W moctynnocTH
Buaeopeructparopa no npotokony CIFS ero comepkHMoe CMOHTHPOBAHO B J€PEBO KaTajo-
roB TakK, CJOBHO cemegoll PerucTpaTop SIBISETCS 10KAAbHbIM JTHCKOBbIM HAKOMHUTENeM.

finn@ubuntu:~$ mount -t cifs -o username=guest //182.168.1.10/share/photos /mnt/nas/photos
Password:
finn@ubuntu:~$ mount

//182.168.1.10/share/photos on /mnt/nas/video type cifs (rw)

finn@ubuntu:~$ cd /mnt/nas/photos
finn@ubuntu:~$ s

DSC_0034.JPG DSC_0043.JPG DSC_0062.IPG DSC_0074.IPG DSC_0100.JPG DSC_0189.IPG
finn@ubuntu:~$ exiv2 -p a DSC_0043.IPG

Exif.GPSInfo.GPSLatitudeRef Ascii

2 North
Exif.GPSInfo.GPSLatitude Rational 3 60deg 10' 3.479"
Exif.GPSInfo.GPSLongitudeRef Ascii 2 East
Exif.GPSInfo.GPSLongitude Rational 3 24deg 57' 23.294"

3.4.4. CneynanbHble ¢pannoBble CHCTEMbI

Pasutve uneu ¢aiina, xak enuHHLbl obecrieyeHusi 10CTyna K HH(OPMAallWH, MPHBENO
K TOMy, uTO abcTtpakuuio (aioBOH CHCTEMbl MepeHecqH M Ha JpyrHe CYyLIHOCTH, 10C-
Tyl K KOTOPbIM CTajl OPraHH30BbLIBaTbCSi B BHIe HepapxuH ¢ainos. Hanpumep, utdop-
MalH{I0 O MpOLeCCax, HHUTAX H MPOUYHX CYLLHOCTSIX siApa OMEepalMOHHOH CHCTEMbl H HC-
noJib3yeMbIX MMH pecypcax MpenocTaB/seT nporpaMmmam B Buue daino (!) ncesdogpaii-
n06as cuctema proc(5). Takum ke o6pa3om, uHboOpMaLKio 06 anmnapaTHbiX yCTPOHCTBAX,
oGHapyXeHHbIX AJPOM onepalHOHHOH cHctembl Ha wwuHax PCI, USB, SCSI wu np.,
npenocTtasnsieT ncegdogaiirosas cuctema Sysfs.

PasnuuHble yTHAHTBI, NoJb3yloliHecs siiepHOH HHGOPMaLHel, HalpuMep MOKa3biBAIOLIHE
Harpysky Ha oOnepaluOHHyl0 cuHcTeMy Uptime(1) WM CNHMCKH TpPOLIECCOB H 3arpyeHHbIX
MoayJeil (npaiiBepoB) sapa onepauuoHHoi cucTembl — ps(1) u Ilsmod(8), nosb3yiorcs
ncesaodaiioBoii CHCTeMOH ProC, B 4eM M03BOJsIET yOeAUTbCsi TPACCHPOBKA CHCTEMHbIX
BbI30BOB 0pen(2) (muctuur 3.24). '
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finn@ubuntu:~$ strace -fe open uptime

open("/proc/version", O_RDONLY) =3

open("/proc/uptime", O_RDONLY) 3

open("/proc/loadavg", O_RDONLY)

15:42:32 up 12 days, 5:27, 7 users, load average: ©.48 ®, 0.33, 0.32
finn@ubuntu:~$ cat /proc/uptime

1056774.23 1667210.55

finn@ubuntu:~$ cat /proc/loadavg

0.48 * 0.33 0.32 1/623 14277

AHanoruyHo, YTHJIMTBHI, MOKa3biBalollie CNHCOK yctpoiicTB Ha wuHax PCI, USB wu
SCSI — Ispci(8), Isusb(8) u lsscsi(8), moabayiores ncesnodaitnoBoit cuctemoit Sysfs (suc-
THHT 3.25).

finn@ubuntu:~$ strace -fe open lspci -nn

open("/sys/bus/pd/devices/@@@@:00:02.0/resource", O_RDONLY) = 4
open("/sys/bus/pci/devices/0000:00:02.0/irq", O_RDONLY) = 4
open("/sys/bus/pci/devicesleeeo:eezez.elvéndor", O_RDONLY) = 4
open("/sys/bus/pci/devices/0000:00:02.0/device", O_RDONLY) = 4
open("/sys/bus/pci/devices/0000:00:02.0/class", O_RDONLY) = 4

00:02.0 VGA compatible controller [0300 ®]: Intel Corporation 2nd Generation Core Processor
Family Integrated Graphics Controller [8086 ®:0116 ®] (rev 09)

finn@ubuntu:~$ cat /sys/bus/pci/devices/0000:00:02.0/vendor
Ox8086

finn@ubuntu:~$ cat /sys/bus/pci/devices/0000:00:02.0/device
0x0116 *

finn@ubuntu:~$ cat /sys/bus/pci/devices/0000:00:02.0/class
Ox030000 =



74 Tnasa3

3.4.5. BHeapepHbie ¢pannoBbie CHCTEMbI

CocyliecTBoBaHHe pas3HEIX MO cBoell CyTH (ailoBBIX CHCTEM B eIMHOM aepeBe (aiinoB
M KarajloroB TM03BOJIsIET HCMO/b30BaTh s paboTbl ¢ ero (aiaaMu «oObluHble» MpO-
rpamMbl, HHYEro He 3HAIOLLHE HH O MECTOMOJIOXKEHHWH, HH O CBOWCTBAX CAMHX HCTOYHH-
KOB MH(OpMaLUUHK 3THX GalinoB.

Takum ke «daiiioBbiM» 06pa3oM MOXHO OpraHM3oBaTh A0CTyn K (aiinam BHyTpH
GZ/ZIP/...-apxuBos, aitnam BHytpu 1SO-06pazos CD/DVD-auckos, taiinam 3aund-
pOBaHHbIX KaTajoros, (ainam ADYrHX y3jOB CeTH, MeauadaiiaM Ha MeaMaycTpOiACTBax
(nneepwl, cmaptdoubl) v T. n. PaiinoBas a6CTPaKUHS B ONPEAETEHHbIX CJyyasX OKa3bi-
BaeTcsi yNOGHOW gaxe Il OCYLLECTBJEHHS JOCTyna K HHGpOPMAlLMH, OpPraHU30BaHHOI
COBEpLIEHHO «HedainoBbiM» 06pa3oM — K JAaHHbIM TaGJHLL W MpPENCTABJEHHH BHYTpH
peJisilHOHHbIX 6a3 NaHHbIX, K 3/1eMeHTaM W atpubytam BHyTp XML-caitnos u np.

Insi peanuszaumu Takoro «aiioBoro» 10CTyna K MPOM3BOJBHBIM MCTOYHMKAM HHQOpMa-
LMK HMCHOJIb3YIOTCS TaK HasbiBaeMble «8HesdepHuie» (alnoBbie cucteMbl  W:[FUSE]
(Filesystem in USErspace), peainsyeMble He siI€PHbIMH MOAYJSAMH (aHJOBBIX CHCTEM
(xax extd, nfs, proc M mnp.), a OOBbIYHbIMH MpOrpaMMaMH', 3aMylUEHHbIMH B OGBIYHbIX
npoueccax ¥ paboTalILMMH BHe siapa.

B npumepe W3 nucthhra 3.26 nokasaHo, Kak MOXHO G6e3 paclakoBKH CMOHTHPOBAaThb
CKAaTblH apXHB HMCXONHbIX TEKCTOB sjpa linux-4.2.3.tar.xz W MPOYMTATb OTAENbHbI
dain fuse. txt.

finn@ubuntu:~$ wget https://cdn.kernel.org/pub/linux/kernel/v4.x/linux-4.2.3.tar.xz

finn@ubuntu:~$ file linux-4.2.3.tar.xz

1linux-4.2.3.tar.xz: XZ compressed data

finn@ubuntu:~$ archivemount linux-4.2.3.tar.xz ~/mnt/archive
OO0 DOD

finn@ubuntu:~$ mount

@ archivemount on /home/finn/mnt/archive type fuse.archivemount (rw,nosuid,...,user=finn)
finn@ubuntu:~$ cd ~/mnt/archive
finn@ubuntu:~/mnt/archive$ 1s -1
utoro © %
drwxrwxr-x © ® root root © ® okT. 3 14:52 linux-4.2.3
finn@ubuntu:~/mnt/archive$ cd linux-4.2.3/Documentation/filesystems

" [lnn uero B snpe Bce-Taku TpeGyeTcsi ONHH YHHBepcasibHblil Moay/b fuse.
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finn@ubuntu:~/mnt/archive/linux-4.2.3/Documentation/filesystems$ less fuse.txt
finn@ubuntu:~/mnt/archive/linux-4.2.3/Documentation/filesystems$ cd ~
finn@ubuntu:~ $ fusermount -u ~/mnt/archive

B npumepe u3 nucruura 3.27 nokasaHo, Kak Npu Momolld ceteBoro nporokona SSH
(cm. pasd. 6.4.1) MOXHO CMOHTHPOBATb YacTb JAepeBa KaTaJoroB (JOMAlUHHH KaTajor
noJjb3oBartensi jake) ¢ ynajeHHoro ysna jake@grex.org B KaTrajior ~/mnt/net JIOKaJbHOTO
JlepeBa KaTaJloroB.

finn@ubuntu:~$ sshfs jake@grex.org: ~/mnt/net
jake@grex.org's password: P@EsSword
DO

finn@ubuntu:~$ mount

@ jake@grex.org: on /home/finn/mnt/net type fuse.sshfs (rw,nosuid,...,user=finn)
finn@ubuntu:~$ cd ~/mnt/net
finn@ubuntu:~/mnt/net$ 1s -1
utoro 488
-rw-rw-r-- 1 156620 131077 495604 okt. 10 20:28 OPENME.txz
-rw-r--r-- 1 156620 131077 106 okT. 10 20:30 README.gz
finn@ubuntu:~/mnt/net$ zless README.gz
finn@ubuntu:~/mnt/net$ cd ~
finn@ubuntu:~ $ fusermount -u ~/mnt/netw

B npumepe u3 sauctunra 3.28' nokaszaHo, KaK MOXHO CMOHTHpPOBaThb 3allM(pOBbIBaeMblii
Katanor /media/flash/secret USB-flash-nakonurens (yxe CMOHTHPOBAaHHOTO B KaTasor
/meida/flash npu nomolwn aMcKoBO# (hailnoBoi cHcTeMbl vfat) B Karajor ~/mnt/exposed
M CKOMHpOBaTh Tyna (aiisibl, noanexaiure 3alidpoBbiBaHU0. Ternepb npu yTepe Hako-
MUTeNsT MOXHO He 6ecrnoKOUTbCsl 06 HH(OPMALKH, MonaBileii TPETbUM JIHLAM.

finn@ubuntu:~ $ mount

/dev/sdcl on /media/flash type vfat (rw)

finn@ubuntu:~ $ encfs /media/flash/secret ~/mnt/exposed
InpexTopna "/media/flash/secret" He cywectsyet. Cozpatb ee? (y,n) y
IvpexTopua "/home/finn/mnt/exposed" He cywectsyer. Co3paTtb ee? (y,n) y

"Bo Bcex JMCTHHrax aaHbl OpHrHHanbHble coobuienuss OC.
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Co3jaHne HOBOro 3auwmMppoBaHOro pasgena.

BuibepuTe ofHY M3 Crieayioumx 6yks:

seegute "X" ANA pexuma 3KcnepTa,

BBeguTe "p" ANA pPexmMMa MAKCMMANIbHON CEKPeTHOCTH,
noboii gpyras 6ykBa ans BbiGOpa CTaHAAPTHOrO pexvMa.
»>d

BoibpaHa CTaHAAPTHaA KOHGUrypauws.

Kondurypauma 3asepweHa. Co3paHa ¢ainoBas cucTema

C CUlIefyouumMn CBOMCTBaMM:

Liudpp dannosoit cuctempi: "ssl/aes", Bepcua 3:0:2

ndp danna: "nameio/block”, Bepcua 3:0:1

Pazmep Kmo4a: 192 6ur

Pazmep 6noka: 1024 Gait

Kaxgpit ¢aitn copepxut 8-mn GalTHLIM 33roNOBOK C YHUKaNbHbMM IV AaHHMA.
daiioBble MMEHa 3awMPPOBaHA C MCroNb3oBaHMeM IV uenoyek.

File holes passed through to ciphertext.

BeeguTe naposib Ana JoCTyna K $aiioBoW cucteme.
3anoMHUTE Napoiib, TaK Kak B CJlyyae yTepu ero,
6yneT HEeBO3MOXHO BOCTAHOBUTb [aHHbie. TeM He MeHee

3TOT Mapo/ib MOXHO M3MEHWTb C Mnomoublo yTWwnThl encfsctl.

HosbWi naponb EncFS: $ecrét +

MosTopute naponb EncFS: $ecrét «

finn@ubuntu:~$ mount

encfs on /home/finn/mnt/exposed type fuse.encfs (rw,nosuid,nodev,..., user=finn)
finn@ubuntu:~$ cp ~/U306paxennsn/IMG_20156801*.jpg ~/mnt/exposed

finn@ubuntu:~$ s -1 ~/mnt/exposed/

-rw-r--r-- 1 finn finn 1014408 okt. 10 19:06 IMG_20140801_123522. jpg

-rw-r--r-- 1 finn finn 1728838 okT. 10 19:06 IMG_20140801_124215. jpg
finn@ubuntu:~$ 1s -1 /media/flash/secret

-rw-r--r-- 1 finn finn 1014416 okT. 10 19:06 WgX2m6hiNNz8,117UI1AIPetU3qGuULbRNYwwIeHTiNN1-

-rw-r--r-- 1 finn finn 1728846 okT. 10 19:06 aavAA80-WGYg5042x2A0I5VZacpZfK-4tEzP3SCX8bkSy-
finn@ubuntu:~$ file ~/mnt/exposed/IMG_20140801_123522.jpg
IMG_20140801_123522. jpg: JPEG image data, EXIF standard
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finn@ubuntu:~$ file /media/flash/secret/9WgX2m6hiNNz8,117UI1ATPetU3qGULbRNywwOeHTiNNi-
9WgX2m6hiNNz8 , 117UI1AIPetU3qGuULbRNywWSeHTiNNL-: data
finn@ubuntu:~$ fusermount -u /mdia/ﬂ.ash/secret

B npumepe u3 snuctuura 3.29 nokaszaHo, KaK MOXHO MOHTHPOBaTh (haiyioOBbleé CHCTEMBI
fuse Ipyr moBepx Ipyra B CTeK — CMOHTHpOBaThb ColepxHMoe JepeBa KartanoroB FTP-
cepBepa mirror.yandex.ru, jiajee CMOHTHpoBaTb conepxumoe 1SO-o6pasa FreeBSD-9.3-
RELEASE-1a64-discl.iso, a 3aTeM CMOHTHDPOBaTb apXHB HCXOIHbIX TEKCTOB src.txz. [lpu
yTeHHH (haiina cTpaHHUbl pyKoBoACTBAa ls.1 ailsioBble CHCTeMbl OyLyT NMpoO3payHO MU Ha
Jety (!) usBnekatb ¢aiin U3 apxuBa, apxuB M3 ob6pa3a u o6pa3 c cepBepa 6e3 mpea-
BapHUTE/IbHbIX CKaYMBAaHHK H PACNaKOBbIBAHHH.

finn@ubuntu:~$ curlftpfs mirror.yandex.ru ~/mnt/net
DOV OODOD

finn@ubuntu:~$ fuseiso ~/mt/net/frecbsd/releases/IS0-IMAGES/9. 3/FreeBD-9.3-RELEASE-1a64-discl. iso ~/mit/ad
D000V ODDOD

finn@ubuntu:~$ archivemount ~/mnt/cd/usr/freebsd-dist/src.txz ~/mnt/arcive
DO OD

finn@ubuntu:~$ mount

curlftpfs#ftp: //mirror.yandex.ru/ on /home/finn/mnt/net type fuse (rw,...,user=finn)
fuseiso on /home/finn/mnt/cd type fuse.fuseiso (rw,nosuid,nodev,user=finn)

archivemount on /home/finn/mnt/archive type fuse.archivemount (rw,nosuid,nodev,user=finn)

finn@ubuntu:~$ man ~/mnt/archve/usr/src/bin/ls/ls.1
LS(1) BSD General Commands Manual
NAME

1s — list directory contents

finn@ubuntu:~$ fusermount -u ~/mnt/archive
finn@ubuntu:~$ fusermount -u ~/mnt/cd
finn@ubuntu:~$ fusermount -u ~/mnt/net
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3.5. InckpeLMoHHoe pasrpaHMyeHune Joctyna

B Linux, kak ¥ B J1060i MHOronoJib30BaTeNbCKOH CHCTeMe, abGCOJIOTHO €CTECTBEHHbIM
o6pa3oM BO3HMKaeT 3ajaya pa3rpaHHueHHst Hoctyna cybvexmos — [MoJib30BaTelnek
K o6vexmam — daiinam nepeBa karamoroB. ONMH M3 MOAXONOB K pa3rpaHHUEHHIO 10C-
Tyna — TaK HasbiBaeMblil duckpeyuonnwiil (ot aurn. discretion — ube-1u60 ycMoTpe-
HHe) — npearnoJaraeT Ha3HaueHHe 8.4a0eibles OOGBEKTOB, KOTOpble MO COOCTBEHHOMY
YCMOTpEHHIO OnpenensioT npasa docmyna cyObeKTOB (APyrHx MoJb3oBarteneii) K 06bek-
tam (¢aiinam), KOTOPbIMH BJaneioT.

JlMcKpeLMOHHble MeXaHH3Mbl pa3rpaHHuYeHHs NOCTyNa HCMOJb3YIOTCS IS pa3rpaHHueHH st
npaB joctyna npoueccoB (cm. pasd. 4.5.1) Kak O0ObIYHbIX TMOJb30BaTeNell @, TaK H
IJIS OrpaHHYeHHsl TMpaB CHCTEMHbIX NporpamMM @ (Hanpumep, CJayx6 ornepalHOHHOM
CHCTEeMbl), KOTOpble paboTalT OT JHLA [CEBAONOJNb30BATEbCKHX YUETHbIX 3amucei
(cu. paso. 2.7).

B npumepe u3 suctuura 3.30 npu momoid Komauabl Ps(1) nmpousmIOCTpHpOBaHBI Mpo-
1lecChl OMepaLHOHHON CHCTEMbl, BBIMOJHSIOLIHECS OT JIHLA PA3HbIX YUYETHbIX 3amuce.

finn@ubuntu:~$ ps axfu

@ USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 2 0.0 0.0 0 0? S NovO3 0:00 [kthreadd]
root 3 0.0 0.0 0 0? S  Novd3 0:03 \_ [ksoftirqd/e]
root 1 0.0 0.0 3672 2016 ? Ss Nov@3 0:01 /sbin/init
syslog 999 0.0 0.0 31064 1528 ? SL Nov03 0:02 rsyslogd -c5
messageb 1064 0.0 0.0 4244 2024 ? Ss Nov@3 0:06 dbus-daemon --system
avahi 1154 0.0 0.0 3576 1748 ? S Nov®3 0:00 avahi-daemon: running...
daemon 1218 0.0 0.0 2472 348 7? Ss Nov@3 0:00 atd
nobody 8077 0.0 0.0 6820 1088 ? S 09:35 0:01 \_ /usr/sbin/dnsmasq...
whoopsie 1279 0.0 0.0 26244 4548 ? Ssl NovO3 0:01 whoopsie
root 1847 0.0 0.0 5080 1384 ? Ss Nove3 0:00 /usr/lib/postfix/master
® postfix 1852 0.0 0.0 4936 1188 ? S Nov@3 0:00 \_gmgr -1 -t fifo -u
postfix 17763 0.0 0.0 4888 1204 ? S 14:34 0:00 \_ pickup -1 -t fifo -u -c
root 1226 0.0 0.0 34040 7204 ? Ssl NovO3 0:00 lightdm

root 1274 1.5 0.2 81988 17512 tty7 Ss+ NovO3 14:41 \_/psr/bi.n/X :0 -auth ...
root 1641 0.0 0.0 16644 3348 ? SL Nove3 0:00 \_ lightdm --session-child 12 19
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O finn 2000 0.0 0.1 52980 9448 ? Ssl Novo3 0:01 \_ gnome-session ...
finn 2048 0.0 0.0 4080 208 ? Ss  Nove3 0:00 \_ /usr/bin/ssh-agent ...
finn 2132 1.2 1.0 392140 83672 ? SL  Nov03 11:40 \_ compiz

3.5.1. Bnagenblbl 1 pexum 2ocryna K ¢painnam

B pamkax OHMCKpEeLMOHHOrO pasrpaHHueHHsi HOCTyNa Kawaomy (aiisly Ha3HaueH n104b30-
sameav-gradesel; ® u epynna-eradesey, ® daiina (auctuur 3.31).

finn@ubuntu:~$ s -la /etc/profile .profile

-rw-r--r-- 1 @ root ® root 665 mapta 6 2013 /etc/profile
-rw-r--r-- 1 finn finn 677 mapta 22 12:33 .profile
finn@ubuntu:~$ stat .profile

foctyn: (0644/-rw-r--r--) @ Uid: ( 1000/ finn) O Gid: ( 1000/  finn)

Hasnauaiorcs Bnamenbubl (aityioB npu HX co3AaHMKM — OOBIYHO MOJIb30BATENeM — Blla-
aenblieM (aiiaa CTaHOBHUTCSl MOJb30BaTeNb, CO3MAaBLIKH (ails, a rpynnoil — BiamesblLeM
(hafina CTaHOBUTCS ero nepBuuHas rpynna (JMCTHHT 3.32).

finn@ubuntu:~$ id
uid=1000(finn) gid=1000(finn) rpynnb=1000(finn),4(adm),20(dialout),...,110(admin)
finn@ubuntu:~$ nano README

finn@ubuntu:~$ 1s -la README ]
-rw-rw-r-- 1 finn™® finn™® 3 Mapta 26 23:26 README

Mamensitores (auctunr 3.33) nonb3oBaTens — Bragedel @ ¢haiioB TONBKO Cyneproib-
3oBateseM @ root npu nomoluu Komauabl chown(l), a rpynna-siaamenen — Bianefblem
daitna @ npu nomown komanmel chgrp(1), Ho TosbKO Ha Ty @, K KOTOPO# OH CaM MpH-
HaJLTI&KHT.

finn@ubuntu:~$ s -la README
-rw-rw-r-- 1 finn finn 3 Mapta 26 23:26 README
finn@ubuntu:~$ chown jake README
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©® chown: usmeHeHne Bnagenbua «README»: Onepaumsa He Mo3BONRETCA
finn@ubuntu:~$ id
uid=1000(finn) gid=1000(finn) rpynnb=1000(finn),4(adm),20(dialout),...,110(admin)
® finn@ubuntu:~$ chgrp admin README
finn@ubuntu:~$ 1s -la README
-rw-rw-r-- 1 finn admin 3 MapTa 26 23:26 README
finn@ubuntu:~$ chgrp daemon README
chgrp: n3meHeHue rpynmbl ana «README»: Onepauma He rnossosseTca
® finn@ubuntu:~$ sudo chown jake README
[sudo] password for user: =napone finn'as
finn@ubuntu:~$ 1s -la README
-rw-rw-r-- 1 jake admin 3 mapTta 26 23:26 README

B npumepe u3 nuctHHra 3.16 cTOMT 06paTHTb BHMMaHHe Ha BJafleNblieB CreLHabHbIX
¢daiiioB yCTPOHCTB BHPTyasbHbIX TEPMHHAJOB — HMH Ha3HaueHbl N0/Ib30BATENH, coBep-
wuBLIKe BXoA B cuctemy. CreuuanbHblii alin ycTpoHCTBa TepMHHANOB, Ha KOTOPBIX
BXOJ He OCYLLECTBJIeH, MPHHAJIeXHT CyNnepronb3oBaTelio root, HalpHMep Kak B CJjyuae
¢ TepMHHaloMm [dev/tty9. Takue Ha3HaueHHs ecTeCTBEHHbIM 006pa3oM [eJaloTCs MpH
BXOJle MMO0JIb30BaTeNell B CHCTEMY M Uil TOro, YyToObl OHM MOIJIM pacrnopskKaTbCsl NpaBa-
MH YCTpPOKMCTBa TepMUHa/a, uepe3 KOTOPbIH OCYLIECTBHJIM BXOA (CM. JHUCTHHT 3.41).

3.5.2. ba3oBble NpaBa AOCTYNA H JONOIHHTE/IbHbIE aTPHOYTDI

Ina pasrpaHuueHusi neidcTBUi Han Qaknamu onpeneneHbl TpH 6a30BbIX MpaBa [0CTyna
(6a3oBble paspellieHHsi): uTeHHe r — «read», 3amuUcb w — «Wwrite» W BbINOJHEHHE X —
«execute», COOTBETCTBYIOLME PpA3PELIEHHIO BHIMOJNHATL CHCTEMHble Bbi30Bbl  ead(2)',
write(2) u execve(2)’. Kaxnoe u3 6a3oBbix NpaB HaszHauaeTcsi Ha (aill TOMy WIH HHOMY
NoJb30BaTeNI0 WJIH TpyMie, pa3pellias COOTBETCTBYIOLLYIO OMepaLHio.

B Hacnemnnu knaccuueckoit UNIX onpenenenbl Tosbko Tpu cybGbekta (JAHCTHHT 3.34),
KOTOpPbIM Ha3HaualTcst 6a3oBble MpaBa — M0Jb30BaTelb-Baanesel (owner) @, rpynna-
Bnazgesey, (group owner) @ u Bce octaibHble (others) ©. CoBokynHocTh WX 6a30BbiX
npaB HasbiBaeTcsi pexcumom docmyna (access mode) k caiiny.

BasoBoe npaBo MoxeT ObiTb HA3HAYEHO r, W WIH X WJIM OTO3BAHO -, MO3TOMY B MeTa-
naHHbIX (aina npeacrasisieTcss OOHMM OMTOM, a s peXuMa Joctyna Tpebyercs

' Tounee, cHcTeMHOMy Bbi3oBy Open(2) c daaramu O_RDONLY u O_WRONLY, HO misi MpOCTOTBI MOMKHO
cyutath r — read(2), a w — write(2).

2 TMonpo6Hee 0 cHCTeMHOM Bbi3oBe execve(2) cu. pasd. 4.3.
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IeBATb OWT: MO TpH OWUTa MpaB HAa Kawablii W3 Tpex cyObekToB nocryna. KommakTHo
PeXHUM J10CTyna MoeT ObiTb 3alHCaH COOTBETCTBYIOLIMM YHCJIOM B BOCHbMEPHUHOH CHC-
TeMe CUMCJIEHHS! Fw-r--r-- — 110100100, — 644;.

finn@ubuntu:~$ stat .profile
®aiin: «.profile»
ol 1©®

Joctyn: (0644/-rw- |
et

finn@ubuntu:~$ 1s -1 .profile

-- 1 finn finn 677 mapta 22 12:33 .profile

r--) Uid: ( 1000/ finn)  Gid: ( 1000/ finn)

[TpoBepka pexuma poctyna (auctuHr 3.35) mnpH onepauusix ¢ aiijaMd npoBepsieTcs
«clleBa HampaBo» A0 NepBoro coBnajzeHus. Ecau nosb3oBaTelb, OCyLIeCTBSIOLIMEA oOne-
pauuio ¢ (¢aisiom, sIBIsieTCsl ero BJajesbleM, TOTAa HCIMOJb3YIOTCs moibko @ npasa
Blafenbla. B npoTHBHOM ciyuae npoBepsieTcsi UJEHCTBO [10JIb30BaTeNsl, OCYLLECTBISIO-
lero onepauuio ¢ aisom, B rpynne-siaaieibueB (aina, ¥ TOrza HCMoJb3ylTCs
moavko @ npaBa Tpynnbl-BiajesbleB. B Apyrux ciyuasix HCMoJib3yloTcs mnpaBa s
BCeX OCTalbHbiX ©, a 115 cyneprnoJsb3oBaTesss root BOOOLLe HHKaKHe TNPOBEPKH He
OCYILIECTBJISIIOTCS.

finn@ubuntu:~$ id finn
uid=1000(finn) gid=1000(finn) rpynnb=1000(finn),4(adm),20(dialout),...,110(admin)
finn@ubuntu:~$ 1s -1 README.*

©® -rw-r--r-- 1 fimn admin 2471 okT. 11 01:12 README.finn
-=w-r--r-- 1 finn admin 2471 okT. 11 01:12 README.finn.locked

® -rw-r--r-- 1 jake admin 776 okT. 11 01:12 README.jake
-rw----r-- 1 bubblegum admin 171 okT. 11 01:12 README.bubblegum

© -rw-r--r-- 1 marceline marceline 16 okT. 11 01:12 README.marceline
-TW-r--=-- 1 iceking iceking 31 okT. 11 01:12 README.iceking

finn@ubuntu:~$ wc README.*

wc: README.admins: OTkKasaHo B jocTyne

wc: README.bubblegum: OTtkasaHo B jocTyne
24 177 2471 README.finn

wc: README.finn.locked: OTkasaHo B gocTyne

wc: README.1iceking: OTkasaHo B gocTyne
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12 70 776 README.jake
1 1 16 README.marceline
- 37 248 3263 wntoro

PeXnMm focTyna HOBbIX $aiiNoB

HasHauaercsi pexuM noctyna ¢ainoB MpH WX CO3LaHWW NMpPOrpamMMol, co3jaslieil caii,
MCXO0Ns W3 Ha3HaueHus (aina, HO C yueTOM TMOXeNaHHH (TOuHee, HeXeJaHHH) MOJb30-
Batesisi. Tak, Hanpumep, TEKCTOBble PpeNAaKTOPbl Ha3HAUalOT CO3/aBaeMbiM (TEKCTOBLIM)
(aitnam npaBa rw 418 BceX CyO'beKTOB, a KOMIHWJSTOPbl Ha3HAuyalOT CO3/aBaeMbIM (Mpo-
rpaMMHbIM) ¢haitiaMm npaBa rwx 1Js1 Bcex cyObekToB. [lonb3oBatenb MOXeT BbIPa3HThb
CBOE HeXeJlaHWe Ha3HauaThb BHOBb CO3laBaeMbiM (haiisaM Te WJIM HHble TNpaBa IOCTyMna
JUIsl Te€X WM MHBIX CyO'beKTOB, YCTAHOBHMB TaK Ha3blBaeMYI0 peBepcHBHYIO (T. e. obpar-
Hylo, cuMBosu3upyloulyto HExenanue) macky pocTyna mnpd MNOMOLLH BCTPOEHHOMH
KOMaHZbl MHTepnperatopa Umask (mucTuur 3.36).

finn@ubuntu:~$ umask

0002

finn@ubuntu:~$ umask -S

U=rwXx ,g=rwx,0=rx

finn@ubuntu:~$ touch common.jnl

finn@ubuntu:~$ 1s -1 common.jnl

-rw-rw-r-- 1 finn finn © okT. 21 22:43 common.jnl

finn@ubuntu:~$ umask g-w,o-rwx

finn@ubuntu:~$ umask

0027

finn@ubuntu:~$ umask -S

U=rwx,g=rx,o=

finn@ubuntu:~$ touch group.jnl

finn@ubuntu:~$ 1s -1 group.jnl

“MW-F=--=-- 1 finn finn @ okT. 21 22:44 group.jnl
finn@ubuntu:~$ umask g=

finn@ubuntu:~$ umask

0077

finn@ubuntu:~$ umask -S

U=rwx,g=,0=

finn@ubuntu:~$ touch private.jnl

finn@ubuntu:~$ 1s -1 private. jnl

“TW-=--=---- 1 finn finn © okT. 21 22:44 private.jnl
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M3MeHsiTb pexXHM JOCTyMa pas3pelieH0 HeNoCPEeNCTBEHHOMY MOJb30BaTeNl0 — BJaflelblly
(haiina, HO He ujeHaM TpYMNMbi-BJAaJe/blleB, UTO WITIOCTPUpyeT JaucTHHr 3.37 npu mno-
molu Komanabsl chmod(1).

finn@ubuntu:~$ id finn

uid=1000(finn) gid=1000(finn) rpynnb=1000(finn),4(adm),20(dialout),...,110(admin)
finn@ubuntu:~$ 1s -1 README.*

-rw-r--r-- 1 finn admin 2471 okT. 11 01:12 README.finn

-wW-r--r-- 1 jake admin 776 okT. 11 01:12 README.jake

finn@ubuntu:~$ chmod g-r,o-r README.finn

finn@ubuntu:~$ s -la README.finn

“TW-=------ 1 finn admin 2471 okT. 11 01:12 README.finn
finn@ubuntu:~$ chmod g-r,o-r README.jake

chmod: uameHeHue npae goctyna ana «README. jake»: Onepauua He nossonsercs

CeMaHTHKa pexHMa 0CTyNa PasHbIX THNOB ¢aiisios

[TpaBa nmoctyna r, w, x /51 OObIYHBIX (haliIOB MpPEACTABJSIIOTCS YeM-TO HHTYHTHBHO MO-
HATHBIM, HO 1Js JApYyrHX THnoB ¢aiiioB 3To He coBceM Tak. Hampumep, karanor
(cM. puc. 3.2) conepkuT cnucox umen ¢GaiyioB, Mo3TOMy MpPaBO w JJIsl KaTtajora — 3TO
MpaBoO 3alHCH B 3TOT CMHCOK W MPaBO CTHPaHHs M3 3TOTO CMHCKA, YTO TPaHC(HOPMHPY-
ercsi B NpaBo ydasexus GaiiyioB M3 Kartajora W cosdaxus GaitnoB B Katamore. AHalo-
THYHO, MpaBO r Ui Karajora — 3TO MPaBO MPOCMOMPA Cnucka umex ero Ghaimos.
W HakoHell, 1MpaBo x 1JIsi Kartajora siBJsieTC MPaBOM npoxodd B KaTajor, T. €. M03BO-
JasietT obpaiuatbesi K (aiinam BHYTpH KaTajora no WX HMeHH (JMUCTHHT 3.38).

finn@ubuntu:~$ mkdir folder

finn@ubuntu:~$ s -lad folder/

drwxrwxr-x 2 finn finn 4096 okt. 12 00:37 folder/

finn@ubuntu:~$ cp /etc/magic folder

finn@ubuntu:~$ chmod u-w folder

finn@ubuntu:~$ 1s -lad folder/

dr-xrwxr-x 2 finn finn 4096 okT. 12 00:40 folder/

finn@ubuntu:~$ cp /etc/localtime folder/

CP: HEBO3MOXHO CO3/aTb obbiHbii paitn «folder/localtime»: OTkasaHo B gocTyne
finn@ubuntu:~$ rm folder/magic

rm: HeBo3MoxHo yaamTb «folder/magic»: OTkasaHo B goctyne
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finn@ubuntu:~$ s -11i folder/

utoro 4

20318203 -rw-r--r-- 1 finn finn 111 okT. 12 00:40 magic
finn@ubuntu:~$ chmod u-r folder

finn@ubuntu:~$ 1s -lad folder/

d--xrwxr-x 2 finn finn 4096 okT. 12 00:40 folder/
finn@ubuntu:~$ 1s -11 folder/

1s: HeBo3MoXHO OTKpbiTb KaTasor folder/: OTkasaHo B gocTyne
finn@ubuntu:~$ s, -1 folder/magic

20318203 -rw-r--r-- 1 finn finn 111 okT. 12 00:40 folder/magic
finn@ubuntu:~$ chmod u-x folder/

finn@ubuntu:~$ s -lad folder/

d---rwxr-x 2 finn finn 4096 okT. 12 00:40 folder/
finn@ubuntu:~$ s -11i folder/magic

1s: HeBoaMoxHO monyunTb goctyn K folder/magic: OTkasaHo B gocTyne
finn@ubuntu:~$ chmod u+rw folder/

finn@ubuntu:~$ 1s -lad folder/

drw-rwxr-x 2 finn finn 4096 okT. 12 00:40 folder/
finn@ubuntu:~$ cp /etc/localtime folder/

Ccp: He yaanocb BuinonHuTb stat ana «folder/localtime»: OTkasaHo B gocTyne
finn@ubuntu:~$ rm folder/magic

rm: HeBo3MOXHO yaamTb «folder/magic»: OTkasaHo B gocTyne
finn@ubuntu:~$ s -1 folder/

1s: HeBo3amoxHO MonyunTb gocTyn K folder/magic: OTkasaHo B gocTyne
ntoro 0

=222222222 2227 ? magic

finn@ubuntu:~$ chmod u=rwx folder/

finn@ubuntu:~$ 1s -1d folder/

drwxrwxr-x 2 finn finn 4096 okt. 12 00:40 folder/
finn@ubuntu:~$ cd folder/

finn@ubuntu:~/folder$ 1s -1

uToro 4

-rw-r--r-- 1 finn finn 111 okt. 12 00:40 magic
finn@ubuntu:~/folder$ chmod a= magic

finn@ubuntu:~/folder$ 1s -1 magic

---------- 1 finn finn 111 okT. 12 00:40 magic
finn@ubuntu:~/folder$ rm magic

rm: ynanvﬁb 33WMUEHHbIM OT 3anuck obbMHLIM darin «magic»? y
finn@ubuntu:~/folder$ 1s -1

utoro 0
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I KeCTKHX CChIIOK NpaBa [OCTYNa He CYyLIeCTBYIOT BOBCE — OHM [POCTO SIBJSIOTCS
TEMH )€ [MpaBaMH, uTO M MpaBa LleJeBoro (aina, B CWIy TOro 4TO NpaBa JOCTyna
XPaHSITCS B MeTalaHHbIX. [l CHMBOJIHUECKHMX CCHIJIOK CEeMaHTHKa MpaB COXpaHeHa Ta-
KO e, KaK H Yy XKECTKHX CCbUIOK, C TeM JHIlb Pa3JMYHeM, YTO MpPaBa CHMBOJHUECKHX
CChIJIOK = CYLIECTBYIOT OTHENbHO OT LeJNeBbiXx (aiioB, HO HHKOTAA He TMpOBepsIoTCs
(cm. symlink(7)). [nsi u3MeHeHHs MpaB AOCTYNa CAMHX CHMBOJHMYECKMX CCHIIOK Jawe He
CyLLECTBYeT CIelLHadbHOH KOMaHAbl — NpH ucnoab3oBanu chmod(1) co cchuikoil Bcerna
OynyT M3MeHsATbCs npaBa LeneBoro Qaina (nuctuHr 3.39).

finn@ubuntu:~$ 1s -1 README.finn

-rwxr--r-- 1 finn finn 2471 okr. 11 01:13 README.finn
finn@ubuntu:~$ 1n README.finn read.me

finn@ubuntu:~$ ln -s README.finn readme.ist

finn@ubuntu:~$ s -1 README.finn read.me readme.1st

-rwxr--r-- 2 finn finn 2471 okr. 11 01:13 read.me

lrwxrwxrwx 1 finn finn 11 okT. 12 01:19 readme.1st -> README.finn
-rwxr--r-- 2 finn finn 2471 okr.. 11 01:13 README.finn
finn@ubuntu:~$ chmod g+#w read.me

finn@ubuntu:~$ 1s -1 README.finn read.me readme.ist

-rwxrw-r-- 2 finn finn 2471 okt. 11 01:13 read.me

Trwxrwxrwx 1 finn finn 11 okT. 12 01:19 readme.1st -> README.finn
-rwxrw-r-- 2 finn finn 2471 okr. 11 01:13 README.finn
finn@ubuntu:~$ chmod o-r readme.ist

finn@ubuntu:~$ 1s -1 README.finn read.me readme.1ist

-rwxrw---- 2 finn finn 2471 okt. 11 01:13 read.me

lrwxrwxrwx 1 finn finn 11 okt. 12 01:19 readme.lst -> README.finn
-rwxrw---- 2 finn finn 2471 okrt. 11 01:13 README.finn

Hns cneunanbHbix (aitioB yCTPOHCTB, HMEHOBAHHBIX KaHAjJlOB W COKETOB MPaBO X He
onpejeseHo, a MpaBa r W w CTOMT BOCIPHHHUMAThb KakK NpaBa BBoAa M BbiBoaa HH(OP-
MalHH Ha YCTPOHCTBO M KaK MpaBa Mepefauyd M MpueMa HH(OpPMALHU uepe3 CPelcTBO
B3aUMOJENCTBHS.

JlonosHuTenbHbIe aTPHOYTDI

[Tomumo 6GasoBbiX NMpaB JOCTyna r, W H X, JJIl PelUeHHs] OTHAeJbHbIX 3aJay pasrpaHHue-
HMSI JOCTyNa HMCMOJb3YIOT JOMOJMHHTeNbHble aTpuGyTh s, Set user/group ID (SUID Set
User ID uau SGID, Set Group ID) — aTpuGyT HesiBHOTO HeNerupoBaHHsi MOJHOMOYHH
u t, sTicky — «aunyuka», aTpuOyT OrpaHHUEHHOrO YyHajeHHs.
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TunuuHo# 3apmaueil, TpeOyiollleli HESIBHOrO JeJIerHpPOBaHMsl MOJHOMOYHI, SIBJISIETCS MPO-
6JileMa HEBO3MOXXHOCTH H3MEHEHHsI M0JIb30BaTeJsIMH CBOHCTB CBOHWX YY€THbIX 3alucef,
KOTOpble XpaHATCs B IBYX (aitnax-tabauuax — passwd(5) u shadow(5), noctynueix Ha
sanice @ (1 uTeHHe @) ToJbKO cyneproJb3oBaTenio root. OpHako (smuctunr 3.40)
komannbl passwd(1), chsh(1) u chfn(1), Gymyus 3anyuieHbl oGbiuHBIM MoOsb30OBaTeNEM, TMpe-
KpacHo H3MeHsilOT (!) naposb B Tabauile [etc/shadow M CBOHCTBA MM0JIb30BATENbCKOM
3anucH B Tabauile /fetc/passwd 3a cueT Mepenaud MoJHOMOuMi © noavzosamess —
84a0eabya NPOrpaMMbl TOMY [0JIb30BATENI0, KOTOPbIH €e 3aMycKaer.

finn@ubuntu:~$ s -la /etc/passwd /etc/shadow
® -rw-r--r-- 1 root root 2338 cent. 11 11:51 /etc/passwd
® -rw-r----- 1 root shadow 1878 cent. 15 17:59 /etc/shadow
finn@ubuntu:~$ passwd
CmeHa napona ana finn.

(Tekyumit) naponb UNIX:

BeeguTe HoBbiM naponb UNIX:

MoBTopuTEe BBOA HOBOro naposs UNIX:

passwd: naposib ycrnewHo oB6HOBMEH

finn@ubuntu:~$ 1s -1la /etc/passwd /etc/shadow

-rw-r--r-- 1 root root 2338 ceHt. 11 11:51 /etc/passwd

-FW-F----- 1 root shadow 1878 okT. 19 23:51 ® /etc/shadow
finn@ubuntu:~$ chfn
MNaponb:

N3meHeHne uHdopMaumm o nonb3osaTtene finn
BeeagnTe HOBOe 3HauyeHue wam HaxmuTe ENTER ans Bbibopa 3HaYeHWsi Mo YMOIYaHMIo
MosHoe uMsi:
Homep komHaTbl []:
Pabounit TenepoH []: +7(812)703-02-02
JomawHui TenepoH []:
finn@ubuntu:~$ 1s -1 /etc/passwd /etc/shadow
-rw-r--r-- 1 root root 2357 okT. 19 23:53 ® /etc/passwd
“MW-r=----- 1 root shadow 1878 okt. 19 23:51 /etc/shadow
finn@ubuntu:~$ 1s -la /usr/bin/passwd /usr/bin/chfn
© -rwsr-xr-x 1 root root 40292 ceHt. 13 2012 /usr/bin/chfn
-rwsr-xr-x 1 root root 41284 ceHt. 13 2012 /usr/bin/passwd

3a cuer wucnosab3oBahus arpubyra SUID mnonyuaercs, uTo noJib30BaTesisiM, 3anycKaio-
M nporpammbl chfn(1), chsh(1) u passwd(1), mas WX HCMONHEHHS] BPEMEHHO JieJIerHpyloT-
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Csl MpaBa BJajesbla 3THX NporpaMM (cyneprnoJib3oBaTess root) Tak, Kak OyATo caM
CyneproJsib3oBaTelb HX 3aMyCTHJ.

finn@ubuntu:~$ w
00:03:53 up 12 days, 13:53, 7 users, load average: 0,53, 0,51, 0,91

USER TTY FROM LOGIN@ IDLE 3JCPU PCPU WHAT
jake tty2 00:03 9.00s 0.52s 0.43s -bash
finn tty1l 00:03 17.00s 0.51s 0.45s -bash
finn@ubuntu:~$ 1s -1 /dev/ttyl /dev/tty2

CrW---=---- 1 finn tty 4, 1 okT. 20 00:03 /dev/ttyl

CrW-=--=--- 1 jake tty 4, 2 okT. 20 00:03 /dev/tty2

finn@ubuntu:~$ write jake
write: jake has messages disabled

jake@ubuntu:~$ mesg y

finn@ubuntu:~$ 1s -1 /dev/ttyl /dev/tty2
finn@ubuntu:~$ 1s -1 /dev/tty2

crw--w---- 1 jake tty 4, 2 okT. 20 00:07 /dev/tty2
finn@ubuntu:~$ write jake

write: write: you have write permission turned off.

Hi, buddy, wazzzup?
D
jake@ubuntu:~$
Message from finn@ubuntu on ttyl at ©0:10 ...
Hey buddy, wazzup?
EOF
finn@ubuntu:~$ 1s -L1 /usr/bin/write
-rwxr-sr-x 1 root tty 9728 mapta 31 2012 /usr/bin/write

Ananoruuno (cMm. sucTuHr 3.41) npu ucrnoab3oBanud aTtpubyra SGID, npu nepenaue
COOOLLeHHH OT MoJb30BaTeNsl K MoJb3oBaTeno Komaumoi write(1) wnu wall(1), samyc-
KalolleMy 3TH [pOrpaMMbl [OJIb30BATeN0, [EJETHPYIOTCS TOJHOMOUYHSI TpYyIMMbl  tty,
MMelolled JOCTym Ha 3alHCb K TepMHHalaM (creuuanbHbiM  (ailam  ycTpoiicTB
/dev/ttyN), Bnanenblbl KOTOPbIX pa3pelldii TaKOH AOCTYII.

Umenno 3a cuer Mexanuama SUID/SGID pas/iiuHbie KOMaH[bl MMO3BOJISIIOT OObIUHBIM,
‘HEMPHUBUJIETHPOBAHHBIM M0JIb30BATENSAM BBIMOJNHATH CYry60 Cyrneprnosib3oBaTe/bCcKHe Jefi-
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creust. Tak, Hanpumep, SU(1) u sudo(l) Mo3BOJISIIOT BBINOJMHATL. KOMAHIbl OJHHM MOJb30-
BaTeJIIM OT JIMLA APYrHX MoJib3oBaTesei, mount(8), umount(8) u Fusermount(l) — monTH-
poBaTh M pa3MOHTHpOBaTh (aiinioBbie cuctembl, ping(8) u traceroute(l) — BuiMoOMHATHL
NIHarHOCTHKY ceTeBOro B3aumoneictsusi, at(1) u crontab(l) — coxpaHsaTb B «CHCTEMHBIX»
KaTanorax OT/OKEHHble M NEpPHOAMYECKHE 3alaHus, H T. .

Onnako nnsi katanoroB atpubytr SGID umeer cocem npyroét cmbica. [lo ymosyanuio
BnajenblieM daina ctaHoBHTCS @ TOT nosb3oBaTesb (M €ro nepBHYHasi rpynna), KOTO-
pblfl 3amycTHn mporpammy, coszasiuytio dain. Ho s ¢ainos, co3maBaembix B «06-
wHx» @ N8 KakoH-TO TPYMNMbl MOJb30BaTesell KaTaJjorax, JiorduHee Obuio Obl Ha3Ha-
yaThb IpYNMoii-BianenblieM co3naBaeMblXx (aiinoB 3Ty obulyio rpynny ©.

bubblegum@ubuntu:~$ cd /srv/kingdom

bubblegum@ubuntu: /srv$ id

uid=1005(bubblegum) gid=1005(bubblegum) rpynnb=1005(bubblegum),1007(candy)
bubblegum@ubuntu: /srv/kingdom$ 1s -1d .

drwxr-xr-x 2 bubblegum bubblegum 4096 okT. 21 22:02 .
bubblegum@ubuntu: /srv/kingdom$ touch bananaguardi
bubblegum@ubuntu: /srv/kingdom$ 1s -1

ntoro ©

-rw-rw-r-- 1 bubblegum bubblegum © okT. 21 22:02 bananaguard1
bubblegum@ubuntu: /srv/kingdom$ chgrp candy .

bubblegum@ubuntu: /srv/kingdom$ chmod g+ws .

bubblegum@ubuntu: /srv/kingdom$ 1s -1d .

drwxrwsr-x 2 bubblegum candy 4096 okT. 21 22:02

finn@ubuntu: /srv/kingdom$ id

uid=1001(finn) gid=1001(finn) rpynnb=1001(finn),1007(candy)
finn@ubuntu: /srv/kingdom$ touch bananaguard2

finn@ubuntu: /srv/kingdom$ 1s -1

utoro 0
-rw-rw-r-- 1 bubblegum bubblegum © okT. 21 22:02 bananaguardl
©® -rw-rw-r-- 1 fim candy © okT. 21 22:02 bananaguard2

B npumepe u3 nuctuira 3.42 3a cuer SGID-atpubyra karanora, BaajeNblieM Bcex
(aiinoB, noMelaeMbix B 3TOT KaTalor, aBTOMAaTHYECKH Ha3HAuaeTCs TCpynna-siajeler
caMoro Katajora, a cosazaTelb (Baagenell) daina MOXeT Tenepb Ha3HauyaTb HYXHbie
npaBa JOCTyna Jyisi BCEX WYJEHOB 3motl Tpynmbl K céoemy aiiny — nu6O HESBHO MNpH
MIOMOLIH PEBEPCHBHON MAacKH AOCTyna, Ju6O sIBHO MpH momoiud KoMauabl chmod(1).
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Atpubyr-«aunyuka» t (sTicky) cayxut ans orpaHuueHdss nelcTBMsi 6a3oBOoro paapelie-
HUS w 3anucH B Kkatajore. Hanmpumep, BpeMeHHblil KaTajor /tmp npenHa3HayaeTcsi AJd
XpaHeHHs BpeMeHHbIX (ai/oB JI0ObIX MOJb30BaTeNell M MO3TOMY JOCTYNEH Ha 3alHCh
BCceM noJsib3oBaTesiM. OJIHAKO NpaBO 3alMCH B KATaJor NaeT BO3MOXHOCTb HE TOJbKO
co3/maBaThb B HeM HOBble (ailjibl, HO W yHalsiTh 400ble cyllecTBylolHe ¢haiabl (JM06bIX
noJib30BaTesieil), UTO COBCEM He KaeTcsi JIOTHUHbIM. ViMeHHO arpubyT t orpaHHuHBaeT
BO3MOXHOCTb YAaJsiTh uyxxue daiiibl, T. e. (aisibl, He MPHHAIJIENKALIHE OJb30BATEIIO,
MbITAOLIEMYCS] HX YIAJIUTh.

finn@ubuntu: /srv/kingdom$ id
uid=1001(finn) gid=1001(finn) rpynmb=1001(finn),1007(candy)
finn@ubuntu: /srv/kingdom$ 1s -la

ntoro 8

@ drwxrwsr-x 2 bubblegum candy 4096 okt. 23 20:57 .
drwxr-xr-x 3 root root 4096 okT. 21 21:57 ..
-rw-rw-r-- 1 -bubblegum bubblegum ©® okT. 21 23:15 bananaguardi
-rw-rw-r-- 1 finn candy 0 okT. 21 23:24 bananaguard2

finn@ubuntu: /srv/kingdom$ rm bananaguardi

\ ™ yaanmTb 3auMueHHbi OT 3anucu nycTon obbiuHbiM ¢aitn «bananaguardl»? y
finn@ubuntu: /srv/kingdom$ 1s -1
utoro 0

-rw-rw-r-- 1 finn candy © okT. 21 23:24 bananaguard2

@ bubblegum@ubuntu: /srv/kingdom$ chmod +t .
bubblegum@ubuntu: /srv/kingdom$ touch bananaguardi
bubblegum@ubuntu: /srv/kingdom$ 1s -la

nTtoro 8
drwxrwsr-t 2 bubblegum candy 4096 okt. 23 21:19 .
drwxr-xr-x 3 root root 4096 okt. 21 21:57 ..

-rw-rw-r-- 1 bubblegum candy 0 'okT. 23 21:19 bananaguardl
-rw-rw-r-- 1 finn candy 0 okT. 23 21:19 bananaguard2

\ finn@ubuntu:/srv/kingdom$ rm bananaguardi

rm: HEBO3MOXHO YAa/mTb «bananaguardi»: Onepauus He Mo3sonseTCA
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3.5.3. Cnucku KoHTpOAs goctyna POSIX

Pexxum gmoctyna k dainy (access mode), onpenensiolinii 6a3oBble paspelleHdsl r, w H
X TOJNbKO 1/ TpeXx CyObeKTOB H0CTyna (Bjafenblia, rPynmbl-Bjajesbla H BCeX OCTalb-
HbIX), He SIBJISIETCS NOCTATOUHO THOKMM H YNOOHBIM MHCTPYMEHTOM pa3rpaHHueHHsi 10C-
tyna. Cnucku xontpons npoctyna (W:[ACL], access control lists), cormacto cranmapry
POSIX.le, paclIMpsIOT KJacCHYeCKHil pexcum 10CTyna K ailly [OMOJHHTEbHbIMH
3anucsiMi (puc. 3.4), onpenensiOlMMH NpaBa IOCTyNna ANS SIBHO YKa3aHHbIX MOJIb30Ba-
Tenell u rpynn. [lnsi mpocMoTpa M MOAM(HKALMH 3anucell B COMCKAaX HOCTyNa MCHOJib-
syorest yrunutol getfacl(1) u setfacl(1) coorserctsento.

Access
Mode

w w W

. s '

; : '

H ; '

: ! '

: ! '

! ! '

- ; : ;
: . '

Owner rwx je--c----- : :
Group Owner rwXx ' :
Mask Cwx [Emommmmeneana et
Others T x e )

e

Access

User [ username I rw xj-(-
ACL controt <

List Gr';)'up {_groupname | + W x_J&

Group
Class

User [ username I rw xJ

Default ACL

G;;up [groupname I rwXx ]

.

Puc. 3.4. CnucKM KOHTPOASA AOCTYNA K painam

B npumepe u3 auctuHra 3.44 ans BceX «OCTaJbHbIX» (He BXOASILLMX B TIpymnny candy)
noJib30BaTesiell OT3bIBAlOTCA BCe NpaBa Ha Kartajor /srv/kingdom/stash, HO 11 OTHe/b-
HOTO TMoJsib30BaTessi jake (He SBJSIOLLErocsl 4JeHOM rpynnbl candy) Ha3HayalTCs MpaBa
YTeHUsi, MOAH(UKALMK U MPOXOJA B HEroO rwx.
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finn@ubuntu: /srv/kingdom$ 1s -lad .
drwxrwsr-t 2 bubblegum candy 4096 okT. 23 21:19 .
finn@ubuntu: /srv/kingdom$ id
uid=1001(finn) gid=1001(finn) rpynne=1001(finn),1007(candy)
finn@ubuntu: /srv/kingdom$ mkdir stash
finn@ubuntu: /srv/kingdom$ chmod o= stash/
finn@ubuntu: /srv/kingdom$ 1s -lad stash/
drwxrws--- 2 finn candy 4096 Hos6. 4 13:05 stash/
finn@ubuntu: /srv/kingdom$ id jake

?  uid=1002(jake) gid=1002(jake) rpynnb=1002(jake)
finn@ubuntu: /srv/kingdom$ setfacl -m u:jake:rwx stash/
finn@ubuntu: /srv/kingdom$ 1s -lad stash/
drwxrws---+ ® 2 finn candy 4096 Hos6. 4 13:05 stash/
finn@ubuntu: /srv/kingdom$ getfacl stash/

I'pynnoBas Macka

@ paClUHpEeHHEM MHOXECTB Cy6’beKTOB, IJiIsi KOTOpbIX oOnpenelieHbl rnpaBa A0CTyMNa IpH
[TOMOLLH CIMHCKOB KOHTPOJIA A0CTyna, BO3HHKAET BOIMPOC 06 HX CMBICJIOBOH COBMECTH-
MOCTH C pE€XHMOM J0CTyrna, B KOTOPDOM OIMpeaeJieHbl BCEro TpPpU MHOXECTBA: I0JIb30Ba-
TeJb-BJane/iell, rpynna-sJjajaenel, H BCe€ OCTalJibHbIE.

[Tporpammel, paGoTaitolide B COOTBETCTBHH C PEXHMOM J[OCTYNa, CUMTAIOT, YTO €CJH H
CyLLLeCTBYET HEKOTOpPOe KOJIHUECTBO «BblAEJIEHHbIX» CyO'BEKTOB CO CIeLHalbHO Orpese-
JIEHHbIMH TMpaBaMH, OTJHYHbIMH OT «BCEX OCTaJbHbIX», TO 8Ce 3TH CyObeKTbl BXOAAT B
rpynny BiaanenblieB. CMHUCKH KOHTPOJSi JOCTyMa MO3BOJISIOT «BbIAENATb» CYyOBHEKTOB H3
yucsia MoObIX MOJMb30BaTeNell M TPyNM H OnpelensTb HX MpaBa MPOM3BOJbHBIM 06Pa3oM.
Korna nporpamma, pa6oraioliasi B COOTBETCTBHH C PEXHMOM AOCTyNa, Ha3HauaeT Mpasa
rpynmne-pjajesblly, OHa BMpaBe CUMTATb YTO BCe <«BbiieleHHble» CYObeKTbl OyayT orpa-
HUYeHbl 3THMH TNpaBaMH. MIMeHHO N03TOMy B CMHCOK KOHTpOJs JAocTyna Jo6aBieHa
rpynnoBas Mdacka Npas, ONpelesiiollas OTPaHHUYeHHsl «BbIIEJEHHbIX» CYObeKTOB (Hasbl-
BaeMbIX TPYMIOBbIM KAAccOM CyObEKTOB) B WX MHAMBHIAYyalbHbIX MpaBax.

B npumepe u3 nuctuHra 3.45 Katasory, KOTOPOMY OfpejesieHbl WHAMBHAyaslbHble MpaBa
rwx JIs [oJb30oBaTesisi jake B CIHCKe KOHTPOJISi JIOCTYNa, HW3MEHSIIOT MpaBa rpymibi-
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BnajzenbleB @ KkiaccHueckoro pexuma jocryna. [losyuuBuiniicss pexcum nocrtyna @
03HayaeT, YTO HUKOMY KpOMe Biajenblia (aiila He pa3pellieHO 3anuchiBaTh B 3TOT
¢aiin, 4TO NPOTHBOPEUHT MHAMBHIYyalbHbIM INpaBaM cnucka pnoctyna. [lpoTuBopeuus
yCTpaHsiloTCsl Mackoii @ cnucka poctyna, orpaHuuuBamluell 3ddekTHBHbIE MpaBa MOJib-
3oBaressi jake Tak, 4To Obl 3TO COOTBETCTBOBAJNO pexcuMy NOCTYNA MO CMBLCAY.

finn@ubuntu: /srv/kingdom$ 1s -lad stash/
drwxrws---+ 2 finn candy 4096 Hos6. 4 13:05, stash/
finn@ubuntu: /srv/kingdom$ getfacl stash/

s

user: : rwx
user: jake: rwx
group: : rwx
mask: : rwx
other::---

© finn@ubuntu:/srv/kingdom$ chmod g-w stash/
finn@ubuntu: /srv/kingdom$ 1s -lad stash/

©® drwxr-s---+ 2 finn candy 4096 Hos6. ‘4 13:05 stash/
finn@ubuntu: /srv/kingdom$ getfacl stash/

user: : rwx
! user:jake:rwx #effective:r-x »
! group::rwx #effective:r-x =
® mask::r-x

other::---

lpaBa N0 yMONYAHHIO

[Ipu co3nanun HOBbIX (haiiyloB B KaTalorax ¢ WHAWBHIYaJbHbIMH MpPaBaMH M0Jib30BaTe-
Jeil B CIUCKax "JOCTyna 3ayacTyl0 CKJaiblBaeTcsl CHTyallus, KOrjga [oJib30BaTelH
(uMelouide NMOCTYNM B KAaTalOrH) He TMOJYYalOT HYXKHBIX MpaB JOCTyNMa K CO31aBaeMbIM
¢aiinaMm B 3THX Kartasorax. B OoJbIIMHCTBE CJyyaeB.- 3TO TMPOTHBOPEUHT 31PABOMY
CMbICHy, T. K. Bce (haiiibl HEKOTOPOro KaTajora SIBJSIIOTCS B OMNpENeNeHHOM CMbiC/ie
«OOLIHMH» 1JI1 MHOXeCTBa MOJIb30BaTeNell, KOTOPbIM pa3pelleH AOCTYN B CaM KaTaJor.

B npumepe u3 suctunra 3.46 B Katanore stash, Kyna mnosb3oBaTenio jake npenocraBiieH
MHIMBHAYaNbHbIE AOCTYN (CM. JMCTHHT 3.45) nmpu co3maHud (aiina README, OH B CHJY
SGID nmns karanora (cM. aucTHHr 3.42) nepenaercsi rpynrne candy. B rpynny candy mosib-
30BaTesb jake He BXOAUT (MMEHHO M03TOMY €My Ha3HaueHbl WHIAWBHAyaJbHble NpaBa B
JuCTHHre 3.44), B pe3yabraTe yero caii eMy HHKaK He OyIeT HOCTYIEH.
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(default), kotopbie 6ynyT yHacnenoBaHbl © (haiinamMu, CO3MAIOLIMMHCS B 3TOM Karajore.

finn@ubuntu: /srv/kingdom$ cd stash/
finn@ubuntu: /srv/kingdom$ umask 0007
finn@ubuntu: /srv/kingdom/stash$ touch README
finn@ubuntu: /srv/kingdom/stash$ 1s -la README
-MW-rw---- *® 1 finn candy ® O Hos6. 4 14:16 README
finn@ubuntu: /srv/kingdom/stash$ id jake
O uid=1002(jake) gid=1002(jake) rpynnb=1002(jake)
® finn@ubuntu:/srv/kingdom/stash$ setfacl -m d:u:jake:rw .
finn@ubuntu: /srv/kingdom/stash$ getfacl .
# file: .

default:user:: rwx
r default:user:jake:rw-
default:group: : rwx
default:mask: : rwx
default:other::---
finn@ubuntu: /srv/kingdom/stash$ touch README.jake
finn@ubuntu: /srv/kingdom/stash$ 1s -1 README.jake
-rw-rw----+ ® 1 finn candy 0 Hos6. 4 14:17 README. jake
finn@ubuntu: /srv/kingdom/stash$ getfacl README.jake
# file: README.jake

© user;jake:rw-

3.6. MaHaaTHoe (NpuHYAMTE/IbHOE) pa3rpaHHyeHHe A0CTyNa

B Linux nuckpeunoHHble MexaHu3mbl pasrpaHuuenusi moctyna (DAC, discretionary
access control) ABASIOTCA OCHOBHbIMM M BCEraa aKTHBHbL. KX McCronb3oBaHue Mpeano-
Jlaraet, YTo BJajesblibl 0ObEKTOB MPAaBHJIBHO PpACMOPSXKAIOTCS NpPaBaMH NOCTyNa K Ha-
XOLSILUMMCSl B WX BJafeHHH oObektam. Hanmpumep, mosib3oBaTeNbCKHe 3aKpbIThie KJIOUH,
ucrnosnbdyemble cayx6oii W:[SSH] (cm. pasd. 6.4.1) B karanore ~/.ssh wau Kiouu
W:[GnuPG] B Kkaranore ~/.gnupg, M MpouHe CeKpeTHble AaHHbie (MONOGHbIE KIOUH JOCTY-
na B OGaHKOBCKHE HH(OPMALMOHHbIE CHCTEMbI) HOMXKHbI OBbITb HedocmynHv. HUKOMY,
KpPOMe WX Biajeiblia.























































































































































































































































































































































































































































































































































































































































































